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TO 


PREFACE 


The Engineering Design Handbook Series of the Army Materiel Command is a 
coordinated series of handbooks containing basic information and fundamental data 
useful in the design and development of Army materiel and systems. The handbooks 
are authoritative reference books of practical information and quantitative facts helpful 
in the design and development of Army materiel. The purpose of this particular 
handbook is to take the wealth of information accumulated by the Army over a period 
of years on the subject of hardening weapon systems against RF energy and to make 
this information available to the designer. Much of the data in this handbook 1s in chart 
or table form for rapid retrieval. Also, references are given that specify where these data 
were obtained. 

Although this handbook was prepared for the designer of weapon systems it should 
also be of benefit to those engaged in designing test programs for determining the 
hardening of weapon systems. Chapter 5 presents the latest programming concepts that 
the Army is now using. 

This handbook was prepared by the The Franklin Institute, Philadelphia, Pa., for 
the Engineering Handbook Office of Duke University, prime contractor to the Army 
Materiel Command, with Mr. Roy Wood as the principal author. Technical guidance 
and coordination were provided by a committee with representatives from Picatinny 
Arsenal, The U.S. Army Electronics Command, Redstone Arsenal, Harry Diamond 
Laboratories, and White Sands Missile Range. Members of this committee were Mr. 
Daniel Carella, Chairman, Mr. Edward Ramos, Mr. Francis Wilhelm, and Mr. D. 
Roger Wight. | 


The Engineering Design Handbooks fall into two basic categories, those approved for 
release and sale, and those classified for security reasons. The Army Materiel Command 
' policy is to release these Engineering Design Handbooks to other DOD activities and their 
contractors and other Government agencies in accordance with current Army Regulation 
70-31, dated 9 September 1966. It will be noted that the majority of these Handbooks 
can be obtained from the National Technical Information Service (NTIS). Procedures for 
acquiring these Handbooks follow: 
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a. Activities within AMC, DOD agencies, and Government agencies other than DOD 
having need for the Handbooks should direct their request on an official form to: 


Commanding Officer 

Letterkenny Army Depot 

ATIN: AMXLE-ATD 
Chambersburg, Pennsylvania 17201 


b. Contractors and universities must forward their requests to: 


National Technical Information Service 
Department of Commerce 
Springfield, Virginia 22151 


(Requests for classified documents must be sent, with appropriate “Need to Know” 
justification, to Letterkenny Army Depot.) 
Comments and suggestions on this Handbook are welcome and should be addressed to: 


Commanding General 

US Army Materiel Command 
ATIN: AMCRD-TV 
Washington, DC 20315 
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CHAPTER 1 


INTRODUCTION 


1-1 PURPOSE AND SCOPE 

The components used for control, timing, sensing, 
initiation, and other functions in most of the modern 
weapon systems are electrical in nature. Power to oper- 
ate the systems is supplied from electric sources, and 
the explosive components which are used to perform a 
multitude of functions are electroexplosive devices 
(EED’s); i.e., they are electrically initiated. While many 
advantages have been gained by the use of these sys- 
tems, EED’s are susceptible to malfunction and degra- 
dation as a result of spurious electric signals if the 
systems and components are not properly protected. 

The combined natural and man-made environment 
which can serve as a source of these spurious signals is 
at an all-time high and is still increasing. As a result, 
the engineer designing a weapon system must not only 
consider the effects of such natural phenomena as light- 
ning and electrostatic charge, but also man-made elec- 
tric sources such as unwanted circuit transients and 
radio frequency energy originating from communica- 
tion equipment, radars, transmitters associated with 
weapon systems, and nuclear explosions. 

It must be kept in mind that the technology is con- 
tinually increasing the number and power of energy 
sources, and weapon systems are using more compo- 
nents which may result in more critical hazardous con- 
ditions. The engineer responsible for the RF hardening 
of a system must be continually on guard—from the 
design stage, through construction and finally deploy- 
ment-—to be certain that he is aware of all facets which 
affect his system and its probable environment so that 
proper application of the basic hardening concepts may 
be assured at all stages of development. It is the purpose 
of this text to supply the necessary basic concepts. 

The electrical portions of modern weapon systems— 
from very small, compact modules to systems with 
long, complex runs of wires and cables—are subject 
to the effects of the natural and man-made electrical 


environment in which the system must operate or will 
ex perience during storage and transportation. Further- 
more, structural members and other components not 
specifically part of the electrical system can become 
part of the system with respect to extracting energy 
from an incident RF field or providing a path for elec- 
trostatic discharge. 

System effects produced by these electrical environ- 
ments can vary from partial failures of components 
resulting in changes in their characteristics so that they 
no longer function properly at their design levels, to 
complete dudding of components resulting in a failure 
to operate under any conditions. In the case of the EED 
it is possible to have premature initiation, frequently 
resulting in cataclysmic failure of the system. Further- 
more, failures may be produced by spurious signals 
appearing in portions of the components not consid- 
ered part of the normal electrical path. For example, a 
hot wire EED specifically designed to be initiated by 
the dissipation of electrical energy in its bridgewire may 
be prematurely initiated by a spurious electrical signal 
appearing between the bridgewire pins and the case of 
the device. 

The electrical environments discussed in this hand- 
book will include the natural environments of lightning 
and static electricity, and the man-made environment 
of RF energy. The text will not consider the electro- 
magnetic pulse (EMP) environment of nuclear weap- 
ons (see par. 2-4). 

In summary, the scope of the handbook will encom- 
pass: 

a. A description of the environmental electrical 
energy sources and the mechanisms by which these 
sources may be coupled into weapon systems, and the 
resultant effects of such coupling on systems and com- 
ponents 


b. Design techniques and practices required to 
minimize the effects of these sources, including con- 
cepts to be incorporated in the original system design 
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and concepts which can be used in systems already 
designed and constructed 


c. Test methods, equipment, and analytical tech- 
niques for determining the possible susceptibility of 
systems and the effectiveness of a corrective or preven- 
tive technique 


d. Specific component information pertinent to the 
overall problem 


e. Army or other military facilities available for 
the required testing 


f. Discussion of pertinent Military Specifications. 


1-2. EFFECTS OF RADIO FREQUENCY 
ENERGY 


Radio frequency energy, once it has been coupled 
into a weapon system, can behave in a variety of ways. 
In general, components susceptible to damage by elec- 
tric energy fail or are degraded by one of two effects: 
(1) the component can be subjected to generalized over- 
heating due to too much power dissipation in the unit, 
or (2) rupture or extreme localized heating can be 
caused by electric breakdown in the component. The 
first effect is characterized normally by low voltages 
and high currents, and the second effect by high volt- 
ages and low currents at least before the breakdown. 
Either effect can result in dudding of the component or 
complete destruction depending on the magnitude and 
form of the spurious signal and the sensitivity of the 
component. In the case of electroexplosive devices 
premature initiation can result. 

Unfortunately, a typical radio frequency (RF) signal 
can produce both effects in different parts of the same 
component, depending upon the complex electrical 
impedance the signal “looks” into. Furthermore, RF is 
frequently delivered in a manner not usually occurring 
with dc; for example, many radars deliver their RF 
energy in short, repetitive pulses. These repetiti 
pulses have the capability of producing extremely large 
instantaneous RF voltages that place large electric 
stresses in different parts of the components. In addi- 
tion, since the pulses are repetitive, their effects can be 
cumulative resulting in thermal stacking, progressive 
breakdown, and other complex damage mechanisms. 

Thermal stacking refers to the condition that exists 
when a region of a component heated by one pulse of 
a series of pulses is unable to lose all of its heat before 
the next pulse arrives. As a result each successive pulse 
raises (stacks) the temperature of the region to a higher 
value than that produced by the preceding pulse. 
Therefore, while a single pulse may not be sufficient to 
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damage a component, a repetitive series of pulses may 
raise the temperature sufficiently to cause degradation 
or destruction of the component. 

In addition to these destructive effects on compo- 
nents, the designer must also consider RF problems 
which are usually lumped under the heading of radio 
frequency interference or electromagnetic interference 
phenomena (RFI/EMI). These signals which may be 
of a magnitude much lower than the component de- 
stroying magnitude are coupled into the weapon sys- 
tem by the same coupling mechanisms and can produce 
misinformation from telemetering systems, faulty 
switching, and faulty transmitting. 

As an example of the variable effects which can be 
produced by an RF signal, depending on the impedance 
into which it is operating, consider a typical case that 
occurs for many EED’s for signals in the region of 1.5 
MHz. Such RF energy arriving on the bridgewire leads 
of the EED would, in general, proceed to heat the 
bridgewire in much the same manner as a dc signal. 
The voltage would tend to be low, the RF current 
reasonably large, and the RF power required to initiate 
the EED would be quite comparable to the dc power 
required for initiation. If the incident energy arrived 
between the pins and the case of the EED, a quite 
different situation would prevail. Typical pins-to-case 
impedances at this frequency have a small resistive part 
and a large reactive part. As a result, rather small 
incident RF powers can produce large RF voltages 
across the impedance (resistive and reactive parts) re- 
sulting in possible electric breakdown between the pins 
and the case. As an example, a typical value of pins-to- 
case impedance Z at 1.5 MHz is 


Z = 500—710000 a (1-1) 


The conductance G for this impedance would be 

G = 5 ywmhos 
If an RF power P of 500 mW was applied to this 
impedance, the voltage V appearing across the imped- 
ance would be given by 


Ve 
V=V> %+=316V 
G 


a value sufficient to initiate many EED’s. 

In summary, damage to components due to RF en- 
ergy occurs in the same manner as it does when the 
energy is supplied from a dc pulse. However, determin- 
ing the actual levels which would produce damage is 
frequently very difficult. Measurement of RF current 
or voltage is often of little value unless the impedance 
is known at the same point. Determination of the 
impedance at the exact point of interest is usually very 
difficult particularly at high frequencies. As a result, it 
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is frequently necessary to use an empirical approach to 
establish the sensitivity of a component to RF energy. 
As a general rule, however, those failure modes that 
exist for dc also exist for RF; furthermore, all modes, 
normal and otherwise, must be considered. 


In tnis handbook the part of the electromagnetic 
spectrum which is normally considered when discuss- 
ing the interaction of RF energy and weapon systems 
lies between 10 kHz and 40 GHz. Here RF energy is 
produced by AM, FM, and TV transmitters; mobile 
transmitters; communication gear; radars; diathermy 
equipment, RF heaters, and other sources. In short, the 
present environment is produced by many different 
types of RF sources. Furthermore, modern weapon 
systems frequently have their own family of RF emit- 
ters associated with them and these are in close prox- 
imity to the system. The number and power of such 
sources are increasing, and it is imperative that present 
and future weapon systems be hardened against the 
environment they create. 


1-3. EFFECTS OF STATIC 
ELECTRICITY 


While this text is primarily concerned with harden- 
ing weapon systems and their associated components 
against RF, the problem of hardening against electro- 
static hazards is so closely related that it is convenient 
to include some discussion of this problem, also. The 
electrostatic hazard can be characterized as primarily 
a high voltage, low current breakdown phenomenon; 
and while frequency components can be assigned to the 
electrostatic discharge pulse, the breakdown is more 
closely related to the capacitor discharge pulse than to 
normal RF sources. However, the electrostatic dis- 
charge damages components in the same modes as RF 
energy and is particularly equivalent to high frequency 
radar pulses in terms of damage. The controlling circuit 
parameter is the dc resistance, however, rather than the 
complex impedance as in the case of RF. Many of the 
techniques for hardening a system against RF are di- 
rectly applicable to static electricity. 

Electric charges are transferred whenever two 
masses contact, particularly when the masses are non- 
conductors. Multiple contact, such as created by rub- 
bing or particle impact on a surface, can greatly in- 
crease this charge transfer. Furthermore, a charged 
body need only approach a second body to cause a 
redistribution of the charge in the second body. If some 


path, such as a momentary ground connection, is pro- 
videdto remove or add charge to the second body, a 
residual charge will remain on the second body. Exam- 
ples of these charge mechanisms are easy to find in 
modern weapon systems. A projectile passing through 
rain or dust, a plastic cover removed suddenly from a 
weapon, or the mere presence of a highly charged thun- 
derhead all can provide common methods of producing 
a charge buildup in components of a weapon system. 
Any contact or rupture of insulation between a charged 
body and an EED or circuit component will result in 
an electric discharge through the component, which 
may have disastrous results. One fatal accident was 
traced to EED ignition caused by the electrostatic dis- 
charge created during the removal of a plastic shroud 
from a missile (see par. 2-2.3(c) for the mechanics of 
this phenomenon). 


1-4 EFFECTS OF LIGHTNING 


Lightning is a specialized case of an RF source of 
very high magnitudes. The magnitudes are so great as 
to make most hardening techniques almost useless 
when a direct strike on the system occurs. However, a 
properly shielded and grounded weapon system could 
survive a direct strike. Fortunately, direct strikes are 
extremely rare and therefore are not of main concern. 
Near strikes, however, are a frequent reality. In a near 
strike the lightning stroke generates an RF signal in a 
limited frequency range and it is of reasonably predicta- 
ble duration. This RF signal can be treated in the same 
manner as that from any other RF source and will 
damage components in the same manner. 

Due to the enormous energies involved, two other 
mechanisms must be considered when dealing with the 
problem of hardening systems against lightning: 


(1) In the lightning stroke process, enormous 
charge displacements occur in clouds or bodies on the 
ground. These charge displacements are rearranged 
rapidly, causing sizable charge movements in the elec- 
trical ground. This large scale movement of charge in 
and around a weapon system can cause large dc cur- 
rents to flow in the system circuits and produce consid- 
erable damage. 


(2) The stroke itself carries a huge current which 
will in turn produce a strong magnetic field around the 
conductive path formed by the stroke. The action of 
such strong magnetic fields penetrates the usual elec- 
tromagnetic shielding, hence, these fields when coupled 
through the shielding cause heavy current flow in the 
system components. 
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1-5 THE COUPLING OF UNDESIRED 
ENERGY INTO A WEAPON 
SYSTEM 


Up to this point the discussion has centered on the 
types of sources that make up the RF environment to 
which a modern weapon system may be subjected and 
has indicated how the emission from these sources pro- 
duces damage to the components of a system. To 
recapitulate briefly, any voltage or current beyond the 
normal capacity of a component will, of course, dam- 
age the component. In addition, the designer must also 
be concerned with failure in parts of the components 
other than those parts where he would expect the nor- 
mal signal to travel since (1) these other parts are fre- 
quently more sensitive than the normal circuit, and (2) 
it is generally the nature of the spurious signals to 
attack in all possible failure modes. The manner in 
which the energy from these sources is coupled into the 
weapon system will now be discussed. — 

A modern weapon system consists of an assortment 
of electrical devices such as power sources, control 
units, telemetering links, computers, and other units all 
interconnected by an assortment of cables. The cabling 
systems contain a large number of wires of considerable 
lengths and are frequently interrupted with terminal 
boxes, switches, junctions, and other devices which re- 
sult in very complex wiring systems. However, in the 


1-4 


final analysis, and to the extent that the wiring runs are 
unshielded, these complex wiring systems break down 
into a series of smaller loops and shorted parallel wiring 
runs that differ very little from the dipole, loop, and 
rhombic antennas that one constructs for the express 
purpose of extracting RF energy from an incident field. 


The efficiency of any of these undesired antennas in 
extracting RF energy from an incident field and trans- 
mitting this energy to any of the components in the 
system is a function of its orientation in the field, the 
impedance it represents, and its transmission charac- 
teristics. These, in turn, are all functions of frequency. 
The efficiency of the antenna system is also affected by 
other objects in the vicinity, and by the impedance of 
the field in the vicinity of this antenna system. In the 
case of electrostatic energy similar coupling circuits 
exist, but they may be more subtle. 

By now it should be apparent that a precise analysis 
of any given system with respect to RF, electrostatic, 
or lightning hazards can be a very difficult and expen- 
sive undertaking for all but the simplest systems. The 
best method to employ is to understand the extent of 
the RF hazard problem and include in the original 
design of the ordnance system the proper procedures to 
harden the system against the expected hazard environ- 
ment to which it may be subjected. The text which 
follows provides information to aid the designer in 
properly evaluating and solving this problem. 
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CHAPTER 2 


SOURCES OF RADIO FREQUENCY ENERGY, STATIC ELECTRICITY, AND 
LIGHTNING 
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2-1.1 


RADIO FREQUENCY SOURCES 


INTRODUCTION 


Many of the modern weapon systems employed by 
the Army are mobile. This presents a problem since the 
systems will be subjected to a varying environment that 
can only be accommodated by an “across-the-board” 
design against the worst cases likely to be encountered. 
For fixed installations the protection may be custom- 
built for the environment encountered at that location 
but this protection applies only to the particular system 
configuration at this site and to the specialized assem- 
blies that are used here. Other parts of the system-i.e., 
those destined for mobile service, although used in the 
fixed system and perhaps developed under the fixed 
system concept-should be designed for the usually 
more rigorous mobile environment. In instances where 
the fixed environment is expected to exceed the mobile 
environment, it may be wiser to adhere to the mobile 
environment for the parts destined for mobile service 
and employ greater RF protection at the fixed site. 

To determine the usual local RF environment of a 
system, it is necessary to consider the emission from the 
following three sources: 

(1) Civilian RF sources 
(2) Military RF sources 
(3) Its own RF sources. 


2-1.1.1 Civilian RF Sources 


The number of communication systems in most civil- 
ized countries has increased rapidly during the past few 
years. TV, FM, AM, mobile, and many other types of 
communication equipments are spread throughout the 
country. The number of sources in a given area gener- 
ally depends upon the population. Near big cities the 


sources are numerous while in sparsely populated areas 
the number of sources is fewer. These sources of RF 
energy must be considered both when a weapon system 
is in transit or is being installed at a site. Normally the 
sources occupy the spectrum from kilohertz to giga, 
hertz and may have power outputs of megawatts. It is 
impossible to list all of the civilian RF sources in this 
handbook; however, Table 2-1 lists, by frequency, the 
types of systems in use and the maximum power al- 
lowed by the Federal Communication Commission for 
emitters located in the United States (Ref. 1). From 
Table 2-1 it can be seen that an emitter at almost any 
frequency in this part of the spectrum might be encoun- 
tered by the system. 

There are two power classifications contained in Ta- 
ble 2-1: (1) power output of the transmitter, and (2) 
power output of the transmitter multiplied by the gain 
of the antenna (Effective Radiated Power). 

Table 2-1 lists bands of frequencies rather than spe- 
cific ones and specifies the maximum power and not 
necessarily what is being used by a given station. The 
international stations located in foreign countries usu- 
ally adhere to the limits set forth in the table; however, 
local stations can vary. Since the weapon system de- 
signer usually must assume that his system is to operate 
in any part of the world, he is forced to design the 
system to perform under all expected environments. 


2-1.1.2 Military RF Sources 


The most hazardous environments probably occur in 
the vicinity of military installations because the number 
and type of equipment being used vary from day to day 
and a high density of emitters can usually be found. 
Table 2-2 (Ref. 1) lists commonly used RF sources at 
a typical military installation. This is not a complete 
listing because classified equipments are omitted. 
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Frequency, 
MHz 


0.010 - 
0.014 - 
0.070 - 
0.130 - 
0.160 - 


0.200 - 


0.415 -' 


0.510 - 
0.535 - 
1.605 - 


1.750 - 
1.800 - 
2.000 - 
2.107 - 
2.850 - 


3.155 - 
3.400 - 
3.500 - 
4.000 - 
4.063 - 


4.238 - 
4.438 - 
5.450 - 
5.730 - 
5.950 - 


6.200 - 
6.525 - 
7.000 - 
7.300 - 
8.195 - 


0.014 
0.070 
0.130 
0.160 
0.200 


0.415 
0.510 
0.535 
1.605 
1.750 


1.800 
2.000 
2.107 
2.850 
3.155 


3.400 
3.500 


4.000 


4.063 


'4.238 


4.438 
5.450 
5.730 
5.950 
6.200 


6.525 
7.000 
7.300 
8.195 
8.476 


Service 


Radiodetermination 
International Fixed Public 
Radiodetermination 
Marine 

International Fixed 


Radiodetermination 

Marine 

Government 

Commercial AM 
International Fixed Public 


Land Mobile 
Radiodetermination 
Marine | 
International Fixed Public 
Aeronautical 


International Fixed Public 
Aeronautical 

Amateur 

International Fixed Public 
Marine 


Marine 

International Fixed Public 
Aeronautical 

International Fixed Public 
International Broadcast 


Marine 

Aeronautical 

Amateur 

International Fixed Public 
Marine 


TABLE 2-1 
POWERS VS FREQUENCY FOR NONGOVERNMENT RF SOURCES' * 


Power, 
W 


1,200 
50,000 
300,000 
80,000 
50,000 


1,200 
40,000 


50,000 
50,600 


10,000 
1,200 
8,000 

50,000 

400 


50,000 
— 400 
1,000 

50,000 
8,000 


140,000 
50,000 
500,000 


140,000 


= Superscript numbers refer to References at the end of each chapter. 


Frequency, 
MHz 


8.476.- 8.815 
8.815 - 9.500 
9.500 - 9.775 
9.775.- 11.700 
11.700 - 11.975 


11.975 - 12.714 
12.714 - 13.200 
13.200 - 15.100 
15.100 ~ 15.450 
15.450 - 16.460 


16.460 - 16.952 
16.952 - 17.360 
17.360 - 17.700 
17.700 - 17.900 
17.900 - 21.000 


21.000 - 21.450 
21.450 - 21.750 
21.750 - 22.400 
22.400 - 22.720 
22.720 - 24.990 


24.990 - 26.950 
26.950 - 26.960 
26.960 - 29.800 
29.800 - 30.000 
30.000 - 32.00 


32.00 - 33.00 
33.00 - 34.00 
34.00 - 35.00 
35.00 - 36.00 
36.00 - 37.00 


Service 


Marine 

International Fixed Public 
International Broadcast 
International Fixed Public 
International Broadcast 


Marine 

Marine 

International Fixed Public 
International Broadcast 
International Fixed Public 


Marine 

Marine 

International Fixed Public 
International Broadcast 
International Fixed Public 


Amateur 

International Broadcast 
International Fixed Public 
Marine 

International Fixed Public 


Land Mobile 
International Fixed Public 
Amateur 


International Fixed Public 
Land Mobile 


Government 
Land Mobile 
Government 
Land Mobile 
Government 


Power, 


W. 


140,000 
50,000 
500,000 
50,000 
500,000 


8,000 
140,000 
50,000 
500,000 

50,000 


8,000 
140,000 
50,000 
500,000 
50,000 


1,000 
500,000 
50,000 
54,000 


50,000 


500 
50,000 
1,000 
50,000 
500 


500 
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TABLE 2-1 
POWERS VS FREQUENCY FOR NONGOVERNMENT RF SOURCES! (Cont.) 


Frequency, | Power, Frequency, Power, 
MHz Service W MHz Service W 


























37.00 38.00 Land Mobile 500 


2,300. - 2,500. Amateur 1,000 
38.00 - 39.00 Government 


2,450. - 2,700. Fixed 12 










39.00 - 40.00 Land Mobile 500 2,700. - 3,300. Radiodetermination 
40.00 - 42.00 Government 3,300. - 3,500. Amateur 1,000 
42.00 - 50.00 Land Mobile 500 3,500. - 3,700. Government 

























50.00 - 54.00 Amateur 1,000 3,700. - 4,200 Fixed 100 
54.00 - 72.00 Commercial Television 100,000* | 4,200. - 5,650. Government 

72.00 - 74.60 Fixed 500 5,650. - 5,925. Amateur 1,000 
74.60 - 76.00 Radiodetermination 2,000 5,925. - 6,425. Fixed 100 
76.00 - 108.00 Commercial, TV, FM 100,000* | 6,425. - 6,575. Land Mobile 100 
























108.00 117.975 Radiodetermination 2,000 6,575. - 6,875. Fixed 7 
117.975- 114.00 Aeronautical 50 6,875. - 7,125. Land Mobile 100 
114.00 - 148.00 Amateur 1,000 | 7,125. - 10,000. Government 

148.00 - 161.575 Land Mobile 600 | 10,000. - 10,500. Amateur 1,000 
161.575 - 161.625 Marine| 1,000 | 10,500. - 10,550. Public Safety 40 
























161.625- 174.00 Land Mobile 600 | 10,550.  - 10,680. Land Mobile 5 
174. - 216. Commercial 316,000 10,680. = 12,200. Land Mobile & Fixed 

216. - 225. Amateur 1,000 | 12,200. ~- 13,250. \Fixed | 5 
225. - 250 Radiodetermination 2,000 | 13,250. - 19,400. Government 

250. - 420. Government 19,400. - 19,700. Land Mobile & Fixed 5 

































420. - 450. Amateur 1,000 | 19,700. - 21,000. Government 

450. - 470. Land Mobile 600 | 21,000. - 22,000. Amateur 1,000 

470. - 890. Commercial Television 5,000,000* | 22,000. = + 27,525. Government 

890. - 960. Fixed 30. «| 27,525. - 31,300. Fixed 5 
1,215. Aeronautical so | 31,300. - 38,600. Government 




















; 1,300. Amateur 1,000 | 38,600. - 40,000. Land Mobile & Fixed 5 
1,300. - 1,535. Aeronautical All Above 40,000. Amateur 1,000 
1,535. - 1,850. Government 
1,850. - 2,200. Fixed 18 
2,200. - 2,300. Government 


*Effective Radiated Power 
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TABLE 2-2 
RF SOURCES AT A TYPICAL MILITARY INSTALLATION’ 


Frequency, oe Power, aca Gain G, 
Emitter MHz 


FRT-24 
FRC-6 
TCS 
FRT-15 
TCB 

TDO 
GRT-3 
GRC-27 
TED 
AN/GMD-2 


FRW-2 
AN/ARSR-1 
MPS-19 


SCR-584 
AN/FPS-6A 
VERLORT 
AN-APS-20C 
M-33 
AN/FPS-68 
AN/SPS-5 
AN/MPS-26 
AN/FPS-16 
AN/CPS-9 


1.8-26 
1.8-26 
1.8-26 
1.8-26 
1.8-26 
100-150 
225-390 
225-390 
225-390 
225-390 
400-500 
1,300 
2,600-3 ,400 
2,700-2,900 
2,700-2,900 
2,800 
2,800 
3,000 
5,400-5,700 
5,400-5,700 
5 ,400-5,700 
5,500 
9, 063 


*ERP = Effective Radiated Power 


ERP = Input power x Antenna gain 
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43 x 10’ 
1.3 x 10° 
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Fig, 2-1, Frequency Spectrum’ 


“Comyrght © 1968 by The Instuute of Evectrical and Electronics Engeneses, Inc Printed i the 


United Siates of America. All rights reserved. 


2-5 


AMCP 706-235 


I 


2-1.1.3 


Most Army weapon systems are associated with 
some form of communication and surveillance equip- 
ments. These equipments will normally be the closest 
RF sources to the system; therefore, it is important that 
the designer consider the frequencies and power out- 
puts of these equipments so that he may ensure that his 
system design will be adequate to protect the weapon 
system against damage or interference at these frequen- 
cies. 

All military systems that contain electronic equip- 
ment must have an RFI/EMI specification. The de- 
signer should consult these specifications first to deter- 
mine the magnitude and the frequencies involved. 


Weapon System RF Sources 


2-1.2 ENVIRONMENT 

The designer of a weapon system does not have con- 
trol over the environments that his system will encoun- 
ter in its use. This includes the physical environment 
that produces effects as corrosion, shock, heat, etc. It 
also includes the electrical environment which pro- 
duces energy in the form of radio frequencies,*. static 
electricity, electromagnetic pulses, and lightning dis- 
charges. The information presented in the paragraphs 
which follow will give the designer of the weapon sys- 
tem some insight into the needs and purposes of the 
information given on design criteria. 

As was pointed out previously, an Army weapon 
system must be able to operate in any part of the world 
under all kinds of environmental conditions. Fig. 2-1 
indicates the possible types of sources in the frequency 
spectrum that a system may be exposed to and must be 
protected against (Ref. 3). The energy that is radiated 
over this spectrum can create two problems in a 
weapon system: (1) the energy can be great enough to 
damage the components or subsystems, or (2) the RF 
stimulus may interfere with the operation of the system 
even without damaging components or subsystems. 
The second condition is referred to as radio frequency 
interference or electromagnetic interference (RFI/EMI) 
and is usually with field intensities lower 
than those which can cause permanent damage to 
the system. 





* One excellent source of information for the weapon system 
designer seeking to discover the environment (both military and 
civilian) he may expect in various localities is the Electromagnetic 
Compatibility Analysis Center located at Annapolis, Maryland 
(Ref. 2). This center is a joint-service Department of Defense 
facility, established to provide rapid analysis of electromag 
netic compatibility projects of the military departments. 


The ideal situation would be to have a chart or a 
graph that would reveal the expected field intensities a 
particular weapon system would encounter. The elec- 
tromagnetic environment that an individual weapon 
system is required to survive is usually specified in the 
Qualitative Materiel Requirements (QMR) and Tech- 
nical Characteristics (TC) for weapon systems require- 
ments. 

In Chapter 3, Fig. 3-3 shows the various field intensi- 
ties that are encountered when RFI/EMI specifica- 
tions are given. From this information it can ‘be seen 
that the maximum field intensity specified is 10 V/m. 
For hardening, the field intensities to be protected 
against may be as high as several hundred volts per 
meter. 


2-1.2.1 Calculation of RF Environment 

a. General. In order to determine the RF environ- 
ment at a given location in a weapon system it is neces- 
sary to know the power density or field strength of 
every signal impinging on that point in the system. 


For a directive antenna, the maximum effective ra- 
diated power occurs in the center of the beam and is 
equal to the product of the transmitter power P; and 
the antenna gain G. 

b. Power Density. The power density PD at a dis- 
tance of d meters from a single radiator is 


2-1) 


The total power density is simply the sum of the in- 
dividual contributions. 

c. Field Strength. The field strength contributed by 
each transmitter can be obtained by recalling that PD 
= E'/Z and that the impedance of free space is 
1202 ohms; therefore, 


pr _ 1208 PrG 
4nd? ' 
or (2-2) 
5.5(P,G)'? 
E =——_—, V/m 


A conservative estimate of the total field strength of 
n radiators is: 
= (KR 2 
E= (E+ aaa 


. + BA)? (2-3) 
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2-1.2.2 


Radio frequency energy that is radiated into space 
generates electromagnetic waves. These waves are com- 
posed of an electric field E and a magnetic field H 
where both Eand Hare vector quantities (the bar over 
the letter designates a vector quantity) in that both have 
direction and magnitude at any point in space. They are 
perpendicular to each other and to the direction of 
propagation when located a distance from the source; 
this 's commonly referred to as TEM mode of propaga- 
tion. The distinction between the fields at a large dis- 
tance from the radiating source and those near the 
source is important. Fig. 2-2 illustrates how the region 
around an antenna is specified. The area outside the 
circle is called the far field or Fraunhofer region and 
the area inside the circle is referred to as the near field 
or Fresnel region. Eqs. 2-1, 2-2, and 2-3 are valid only 
when applied to measurements made in the far field. 
Calculation of the field intensity in the near field is very 
complicated and is seldom attempted. The approximate 
distance from the antenna to the boundary between the 
near and far field can be calculated from Eq. 2-4 (Ref. 
4) 


Radiating Sources (Antennas) 


2 
r 
where 
d = distance from antenna to 
boundary, m 
R = length of antenna, m 
>A = wavelength, m 
A source that emits radio frequency energy can be 
considered an antenna regardless of whether it is an 


Reprinted from Ref. 4. 
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intentional antenna or not. The difference usually is 
that a circuit that is not designed as an antenna will not 
be very efficient and, accordingly, a poor emitter. 

In order to have a method of comparing one radiator 
to another, the concept of an isotropic antenna was 
created. In very simple terms an isotropic radiator is an 
antenna that is a point source that radiates in a spheri- 
cal pattern. If at a given distance from the point source 
and with a given input power: (1) a certain power den- 
sity were measured, and if (2) another antenna were put 
in place of the isotropic source and the same amount 
of power applied to it, and (3) the power density at the 
same point from the source were measured; the ratio of 
these power densities would be defined as the gain over 
an isotropic source and would be given in dB of gain. 

It would be impossible to make a meaningful list of 
antenna types since there are so many types in use. The 
most useful piece of information about an antenna that 
the weapon system user can obtain is its field pattern. 
Fig. 2-3 illustrates the two extremes of patterns. 

The dipole antenna, with its doughnut-shaped pat- 
tern, has the least gain while the parabolic reflector, 
with its pencil-shaped beam, has the highest gain. In 
between these two types there are many others. Using 
Egs. 2-1, 2-2 and 2-3, the power density and field inten- 
sity can be readily calculated if the antenna gain is 
known. 


2-2. STATIC ELECTRICITY 


2-2.1 INTRODUCTION 


The present understanding of the nature of matter 
shows it contains equal amounts of and negative 


Used by permission. 
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charges, and under ordinary conditions a body 
thus composed is neutral. There are many ways, how- 
ever, that the balance between the charges can be dis- 
tributed to produce an imbalance or a charged body. A 
rubber rod will become negatively charged when 
rubbed with fur (Ref. 5). Measurements show that the 
fur assumes a charge that is exactly equal and opposite 
to that on the rod. This experiment indicates that a 
static charge can be generated by the transfer of 
charged particles from one body to another body. 

The generation of a static electric charge on a body 
by rubbing is called the triboelectric effect. Table 2-3 
shows an arrangement of nonconductors in what is 
called a triboelectric series. A substance selected from 
the series and rubbed with one below it will acquire a 
positive charge. A conducting material also will assume 
a positive charge when rubbed since it will give up 
electrons readily. The conductor must be insulated, 
however, to prevent other electrons from flowing into 
it and thus neutralizing the charge. 


TABLE 2-3 
TRIBOELECTRIC SERIES 


(1) Glass 
(2) Wool 


(5) Amber 
(6) Sealing wax 
(7) Sulfur 


(3) Cat’s fur 
(4) Silk 





Objects may also be charged by electrostatic induc- 
tion, i.e., transfer of charge without the objects coming 
in contact with each other. An example of how this can 
occur is shown in Fig. 2-4. (A) shows two bodies, one 
charged and one uncharged, separated by a large dis- 
tance so that they do not influence each other. In (B) 
the two bodies are brought into close proximity to each 
other. Since like charges repel and unlike charges at- 
tract, the distribution of the charges on the uncharged 
object will be altered as shown. Now, if the negative 
end of the neutral body is grounded (C), electrons will 
flow into the ground to neutralize the negative charge. 
Removing the ground connection and separating the 
two bodies (D), the object that was previously neutral 
will now be charged positively. 


2-2.2 DEFINITIONS 


To help the designer avoid designs that are suscepti- 
ble to static electricity, it is important that the concept 
of static charges be understood. One way of achieving 
this is to start by defining certain basic concepts. 


(a) Static Electricity 


In the strict sense of the word, static electricity 
means electricity that is standing still. It is used to 
distinguish the effects produced by electrically charged 
bodies from those produced by heat, chemical action, 
and magnetic forces which are the results of dynamic 
electricity. In this handbook, the main concern is with 
static electricity that is the source of a sudden discharge 
that can activate or damage a circuit. 


(b) Coulomb’s Law (Ref. 6) 


The force of attraction or repulsion between two 
point charges, acting in the direction of a line connect- 
ing the charges, is directly proportional to the product 
of the charges and inversely to the square of the dis- 
tance between them. The magnitude is given by 


= 0,92 
F=k, (2:21), N 


F= force, N 

Q, and Q. = charge, C 
d = distance between charges, m 
k, = 9 X 10° for air, m/F 

1 newton = 0.224 Ib force 


(c) Quantity of Charge 


The unit of charge is the coulomb C which is equiva- 
lent to the point charge which repels an equal charge of 
the same sign with a force of k, newtons when the 
charges are one meter apart in a vacuum. The value of 
k, in air may, for most practical purposes, be taken as: 

k,=9 X 10° m/F 

This definition of a quantity of charge is used when 
the derivation of the electric field and potential equa- 
tions is being developed in a logical sequence. The prac- 
tical unit of quantity of electricity, or charge, is the 
coulomb; it is the charge delivered by a current of one 
ampere flowing for one second. 


(d) Electric Field 


(2-5) 


where 


An electric field is said to exist at a point if a force 
of electrical origin is exerted on a charged body placed 
at the point. The field intensity is a vector quantity 
E having both direction and magnitude in terms of 
force per unit charge. 


F 
Q 


In practical applications, electric fields are usually 
produced by charges distributed over a surface rather 


E = ,N/C (2-6) 
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Fig. 2-4. Charging by Induction 


than a point source; hence, the vector sum of the charge 
is used to express the electric field. 


E =k, f - a ,avector sum,N/C (2-7) 


a 


where 


d = distance between the point of 
interest and charge, m 
a, = unit vector in the direction of 
_ the field 
Expressing Zin newtons per coulomb is rather awk- 
ward; therefore, it is customary to convert to a more 
practical set of units (Ref. 7). The units that are consist- 
ent with the MKS system expresses Fin volts per me- 
ter. 


(e) Potential 


The potential at a point in an electrostatic field is one 
volt if the ratio of potential energy of a charge at the 
point to the magnitude of the charge is one joule per 
coulomb. For distributed charges, 


dQ 
y=, f %, v (2-8) 


(f) Maximum Potential 


If the charge on an insulated body were able to build 
up indefinitely, then the potential would have no upper 
limit. Fortunately, this is not true. The maximum 
charge that can be retained by a conductor in air is 
Itmited by the fact that the air itself becomes conduc- 
tive at an electric intensity of about 3 X 10° V/m. The 
maximum potential that a metallic spherical body in air 
can achieve is (Ref. 8) 


Va Tong, (2-9) 
where 
Vinax = maximum potential, V 
Emax = Maximum electric field, V/m 
r = radius of the sphere, m 
2-2.3. THE GENERATION OF STATIC 


ELECTRICITY 


There are many ways to develop a static charge. If 
these mechanisms are understood, the designer is better 
equipped to avoid designs which are susceptible to haz- 
ards of static charges. 
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(a) Friction 


The generation of static electricity by friction (tribo- 
electricity) is probably the most commonly known 
method. In par. 2-2.1 an elementary example was given 
of a rubber rod that was rubbed with a piece of fur 
where both the rod and the fur exhibited equal and 
opposite charges as a result of rubbing the two together. 
This principle can be applied on a large scale; as an 
example, take the case of a vehicle that is hauling a 
missile system and is equipped with rubber tires. As the 
vehicle moves over the ground a charge is built up by 
the rubber tires and deposited on the vehicle. If there 
is no leakage path to ground, a charge will accumulate 
until an arc to ground occurs. 


Typical of the potentials that can accumulate ona | 


rubber-tired vehicle are those shown in Fig. 2-5 (Ref. 
9). The charges are generated by each part of the tread 
as it leaves the road surface, with a consequent steady 
build-up in charge. Since it is not possible to completely 
prevent the static charges due to the friction between 
tire and surface, the solution is to dissipate the charge. 
One method is to use rubber tires that are impregnated 
with a conducting material. This is practical since a 
resistance of several megohms will bleed off a static 
charge. A second method is to ground the vehicle. This 
normally can be done only when the vehicle is station- 
ary. The use of a chain or conductive cloth strap hang- 
ing from the vehicle to ground has not proved to be 
very effective and presently is not employed. 
Another example of static build-up occurs on an 
aircraft flying in a rain storm. The charge that accumu- 
lates on the aircraft in this case is the result of two 
mechanisms: (1) rain rubbing against the metal sur- 
faces and displacing electrons, and (2) the initial charge 
on the raindrops being transferred to the aircraft sur- 
face. Of course, it is not possible to ground the aircraft 


a_i 
o oO 
—EEE——. 


10 
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EE Ee 


i + potential on bus. kV 


while it is in flight, therefore, static dissipators are used 
to prevent large voltages from building up. Static dis- 
sipators (Fig. 2-6) are sharp pointed devices that ionize 
the air around them so that the charge will leak off into 
the air (Ref. 10). The method by which these devices 
work is discussed in par. 2-2.4(b). 

An Army weapon system that has a severe static 
electricity problem is the helicopter. The large rotating 
blades of the rotor make an ideal generator of static 
electricity. Potentials of up to 1 X 10° V have been 
measured on helicopters in flight. The energy as- 
sociated with this potential is about 1 mJ and its dis- 
charge may be of sufficient magnitude to ignite fuel or 
ammunition, cause radio frequency interference, or 
shock the cargo handler thereby leading to more seri- 
ous consequences. Any mechanical damage to the heli- 
copter from the static discharge, however, would be 
insignificant. 

The charging rate of helicopters is normally in the 
range of 40 to 120 A per second as the rotor of the 
helicopter rotates in the air. As the charge on the heli- 
copter increases a point will be reached where a corona 
discharge occurs from one of the sharp surfaces on the 
helicopter into the air. The energy that emanates from 
the helicopter as a result of this is usually in discrete 
bursts rather than a continuous function; hence, ra- 
diated interference to radio and navigation equipment 
occurs. A continuous discharge, or equilibrium, is es- 
tablished when the corona current equals the charging 
current. . 

The energy level selected as being nonhazardous to 
fuel, squibs, and ground personnel for a helicopter is 1 
mJ which respresents approximately 1,700 V. In order 
to reduce the potential on the helicopter to this level, 
it is necessary to use discharge devices. These discharge 
devices are rated as one of two types: (1) passive, and 
(2) forceful. 





1. smooth tar 


2. wood 

3. rough tar on asphalt 
4. smooth asphalt 

5. tar on wood 

6 asphalt on wood 

7. tarmac 


8 stone sets 


| 
i 
8 a road surface 





Fig. 2-5. Potential Accumulation on Vehicles With Rubber Tires 
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Fig. 2-6. Static Dissipator Used on Aircraft 


The passive type of discharger has been discussed in 
the example of static build-up on aircraft in a rain 
storm and an illustration of a typical unit of this type 
is given in Fig. 2-6. Fig. 2-7 shows the static electricity 
on helicopters and B-707 jet aircraft. From this figure 
it can be seen that the most effective type of passive 
discharger lowers the voltage to about 7,000 V which 
exceeds the level desired. 

Corona discharge occurs when the potential at a 
point ionizes the air around it, thereby allowing the 
charge on the body to leak into the air. One of the 
techniques used for a forced or active discharge device 
is to lower the potential needed to ionize the air around 
the discharge element. A device now in use places a 
voltage source between the sharp point of the discharge 
element and the helicopter skin. This creates a voltage 
gradient which ionizes the air and permits dissipation 
of the charge at a low charge level. A peculiar environ- 
ment where a static charge can readily be generated is 
the desert environment where the humidity is low and 
the frictional action of the blowing sand generates a 
large charge (Ref. 12). Grounding, of course, is desired 
to prevent the charge from accumulating; however, the 
dry sandy soil is a poor conductor. This means that 
ground rods should be driven deeply and the soil 
soaked with water to obtain good grounds. 


(b) Induction 


The generation of static charge by induction is not as 
commonly known as the friction method. The mechan- 
ism of charging by induction has been discussed in par. 


2-2.1 and portrayed in Fig. 2-4. The basic difference 
between these two methods is that the friction method 
requires physical contact and the induction method 
does not. A better understanding of the induction 
method follows if one recognizes the existence of a 
static electric force field around a charged body, similar 
to a magnetic electric field, comprised of lines of force 
wherein lines of similar polarity repel each other and 
lines of unlike polarity attract. 

When a charged body is brought close to a neutral 
body, the neutral body is subjected to the electric field 
of the charged body. If the charged body carries a 
negative charge, it is carrying an excess of free electrons 
and the force field of that charge will repel the free 
electrons in the neutral body forcing them away from 
the charge. The formerly neutral body is now charged 
positively nearest the “charging” body and negatively 
in the portion furthest from the “charging body”. The 
net charge on the charged body is still zero and if this 
body is removed from the influence of the static field 
the charge on this body will redistribute itself and the 
body will return to a state of neutral (zero) charge. 

An example of how electrostatic induction can affect 
a weapon is described as follows. Consider a missile in 
an open area during the passage of a charged cloud. 
Assume, for the moment, that the missile is insulated 
from ground by the rubber treads of the launcher. Un- 
der these conditions the missile would still be electri- 
cally neutral; however, the charges will be redistributed 
as shown in Fig. 2-8. Now, consider what happens if the 
launcher supporting the missile is grounded. The excess 
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Fig. 2-8. Example of an Induced Charge on an Ungrounded System 
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electrons will flow into the ground and leave the missile 
with a positive charge. When the cloud passes, the 
electrons from the ground will flow back into the mis- 
sile and neutralize the charge. However, if the ground 
is removed when the charged cloud is still overhead, 
the positive charge will remain on the missile even after 
the cloud has passed because there is no convenient 
path by which the electrons may return to ground. 

Personnel can also induce charges in proportion to 
the charges that have accumulated on their bodies, but 
a charge on a human being usually is not sufficient to 
be of consequence except in certain circumstances 
where the charge is transferred directly by the skin. An 
exception to firing by induction occurs in the case of 
extremely sensitive explosive devices such as conduc- 
tive mix or carbon bridge detonators (Ref. 13). 


(c) Capacitance and Contact Potential 


If two metal parts of a system are separated from 
each other by an insulating material, a capacitance will 
exist between them. Any static charge that builds up on 
the system will charge this capacitor. Normally the 
voltages encountered in this situation are not of con- 
cern; however, there is a condition whereby the initial 
voltage can be increased appreciably. 

Referring to Eq. 2-10 (Ref. 14), 


y= 2 (2-10) 
Cap. 
where 
V = voltage, V 
Q = charge, C 
Cap. = capacitance, F 
it can be seen that the voltage across a capacitor is 
directly proportional to the stored charge and inversely 
proportional to the capacitance. Now, if the two metal 
parts are pulled apart, the capacitance will decrease 
while the stored charge remains constant. The voltage 
across the metal parts will vary inversely with the 
change in capacitance. An example of this is as follows. 
If the initial charge on the capacitor is 1 X 10° Cand 
the capacitance is 1 < 10° F, then the voltage would 
be 1 X 10° V. Now, consider the situation when the 
plates are suddenly pulled apart, decreasing the capaci- 
tance to 1 X 10°” F. Since the charge does not change, 
the voltage would have to increase to 1 X 10° V to 
balance the equation. In actual practice this high poten- 
tial is not achieved because the air between the plates 
ionizes and breaks down allowing an arc to form, and 
thereby redistributes the charge. 
This effect actually occurs whenever a missile is 
released from its launch pad and also when stage sepa- 
ration takes place. The arcs that occur do not cause any 
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physical damage but they do generate RF noises. 
Proper shielding of the system will prevent this noise 
from interfering with normal operations. 

The same type of voltage generation can occur when 
two dissimilar metals are in contact and then pulled 
apart. The different work functions of the two metals 
will generate a small voltage and when they are pulled 
apart a small charge will be on each plate. As the 
distance increases, the voltage will rise. 

There are two simplified equations for determining 
the approximate value of the capacitance between two 
objects: one for a sphere and the other for two metal 
plates separated by a dielectric. 


(1) For a sphere: 


Cap, = 11x 10%7F (2-11) 
where 
r == radius of the sphere, m 
(2) For flat metal plates: 
Cap. = 8.85 (=) 10" , F (2-12) 
Xa 
where 
K = felative dielectric constant of 
insulating material 
Ar = area of plates, m? 
Xqy = thickness of dielectric, m 
2-2.4 DESIGN CONSIDERATIONS 


The electric field around some simple charge distri- 
butions is shown in Table 2-4 (Ref. 15). The entry that 
is of most importance to the designer is the third one 
which shows the charge distribution on the surface of 
a conductive sphere. Although a weapon system rarely 
ever would be a perfect sphere, the information ob- 
tained by using the spherical configuration is consid- 
ered a good approximation. 

A very important piece of design information is con- 
tained in Table 2-4. Note that when the conductive 
sphere is charged, the charge appears on the outer sur- 
face while on the inside of the sphere the field intensity 
is zero. This, however, should not be interpreted to 
mean that the voltage inside the sphere is equal to zero. 
This is not true. To illustrate this point, consider Fig. 
2-9, which shows a charged conductive sphere. The 
plot directly below the sphere is that of the field inten- 
sity, while the one below that is the voltage or potential 
of the sphere. From these two plots, it can be seen that 
even though the field intensity inside the conductive 
sphere is zero, the voltage, referred to ground, is the 
same on both inside and outside surfaces of the sphere. 
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TABLE 2-4. 
ELECTRIC FIELDS AROUND SIMPLE CHARGE DISTRIBUTIONS 


Charge Distribution Magnitude of the 
Responsible for the Arbitrary Point in the Electric Intensity 
Electric Field Electric Field at this Point 


Single point charge Q Distance d from Q 


Single point charges, Distance d,from 
01, Qos. 01, d2, from Q., wee 


(vector sum) 


Charge Q uniformly dis-| (a) Outside, d>r = Q 
tributed on the surface (a) £ k 
of a conducting sphere 


of radius r (b) Inside, d< r (b) E=0. 


Two equally and oppo- Any point between 
sitely charged conduct- plates 

ing plates with charge 

per unit area D 


€) = permittivity of free space ; es 
D = charge density Reprinted from Ref. Used by permission. 





Fig. 2-9. Electrical Intensity - and Potential Vat Points 
Inside and Outside a Charged Spherical Conductor 
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If the continuous metal skin of a missile is considered 
as the sphere, then any equipment located inside the 
missile would not be affected by the static field. Also, 
since the voltage inside the missile is uniform, the fact 
that a high voltage from missile to ground exists does 
not affect the equipment inside the missile. However, if 
one of the components inside the missile has a return 
path to ground then there will exist a voltage between 
that component and ground. 


(a) Effect of Shielding 


Two concepts for protecting the circuits of the 
weapon system from static electricity are indicated: (1) 
if the skin of the missile is an unbroken metal surface 
then the components inside will have protection from 
an external electrostatic field because no voltage can be 
induced into them, and (2) if the missile skin is main- 
tained at ground potential there will be very little 
chance of a charge build-up on the outside of the mis- 
sile. An exception is shown in Fig. 2-10 where an in- 
duced charge can exist on the missile even though the 
missile is grounded. 


(b) Effect of Shape 


The shape of the missile will influence the amount of 
charge accumulated on it. The maximum potential that 
a conductor can exhibit in air is about 3 X 10° V/m 
because the air itself becomes conductive at this inten- 
sity. The formula for the maximum potential to which 
a sphere can be raised is shown in Eq. 2-9. For example, 
if a sphere with a 3-m radius is used, then by Eq. 2-9 
the maximum voltage that it could attain would be 9 
X 10° V. Fortunately, the missiles associated with most 
weapon systems are not spheres but are more nearly 
cylindrical in shape with protrusions such as control 
fins, antennas, vents, etc. The static charge tends to 
concentrate at the smallest radius on the object. In the 
case of a missile it could be at the edge of a fin of the 
missile guidance control system. As an example, sup- 
pose the radius of curvature of a control fin is 1 cm, 
then by Eq. 2-9, the maximum voltage that could be 
built up on the missile would be 3 X 10* V. 

The principle of the smallest radius discharging the 
static charge is exactly the present system used in air- 
craft to prevent an electrostatic charge from ac- 
cumulating during flight. To lower the static potential, 
several needle-like rods are mounted on the trailing 
edge of the wing with points having radii of millimeters, 
this discharges the voltage on the surface of the aircraft 
to potential of the order of thousands of volts rather 
than hundreds of thousands of volts. A typical static 
dissipator is shown in Fig. 2-6. Note the fine wires used 
to bleed off the charge. 
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The assumption made in the previous discussion is 
that the metal skin of the missile is unbroken. If it is 
assembled from sections that are insulated from each 
other, the possibility of an unequal charge build-up 
between sections exists. This can lead to arcing between 
sections. 


(c) Effect of Separation 


An interesting situation occurs where a static charge 
can generate a large instantaneous voltage. Consider a 
missile with a plastic protective cover over it and the 
cover has some charge. Assume that there is a charge 
of 100 V on the cover and the cover is removed. The 
charge on the plastic is referenced to the metal skin of 
the missile; therefore, the plastic is actually the dielec- 
tric of a giant capacitor. The voltage on this capacitor 
is governed by Eq. 2-10 so that when the cover is pulled 
away, the capacitance will decrease; however, the 
charge Q must be conserved according to the principle 
of the conservation of charge. If the capacitance goes 
down and Qremains the same, then the voltage must 
rise correspondingly, to conserve charge. For a plastic 
cover about 1 mm thick removed | m from the missile 
surface, the voltage would rise by a factor of 1000 or 
from 100 V to 100,000 V. If the cover were pulled away 
entirely, the voltage tries to rise to infinity and an arc 
will occur between the plastic material and the missile 
skin. 


(d) Effect on Explosive Components 


The sensitivity of electroexplosive devices to static 
electricity is important since the premature initiation of 
one of these elements may cause weapon system deto- 
nation, and thereby destruction and possible loss of life. 
It has been demonstrated that sensitive explosive de- 
vices can be fired from the electrostatic charge devel- 
oped by personnel in handling missile components as 
well as from radiated fields of the weapon system. 
When selecting the explosive component such as an 
EED, it is imperative that the designer take into ac- 
count the possibility of initiation by static electricity. 

In par. 4-2 there is a discussion of components used 
in weapon systems, one of which is the electroexplosive 
device (EED). The suggestion is made that the designer 
select EED’s from those which have been tested for 
sensitivity to static electricity. There are several meth- 
ods employed by the manufacturer of EED’s to protect 
them from static electricity. One method is to place 
sharp points on the lead wires where they enter the base 
of the EED to permit any static charge to discharge 
between these points. A second method is to place a 
thick insulator between the explosive mix of the EED 
outer case. The dielectric breakdown voltage of the 
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Fig. 2-10. The Static Charge Distribution from Overhead Thunder Cloud on a Missile and Carrier 
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insulator material should be rated sufficiently high so 
that the static charge cannot break down the insulator 
material and arc through the explosive mix. It is not 
uncommon for an EED of this type to have the ability 
to withstand 25,000 V from pins-to-case without firing. 


A third method employed is to make the plug of the 
EED conductive so that a static charge cannot accumu- 
late. This, however, presents a problem since some 
Military Specifications call for the EED to be able to 
withstand 500 V from pins-to-case from a source capa- 
ble of delivering high current. At a potential of 500 V, 
the plugs tend to break down. 

Another method for protection from static charge 
suggested by both the Air Force (Ref. 17) and the Navy 
(Ref. 18) (not involving the EED directly) is to require 
that both leads entering the EED have 100,000-ohm 
resistors between them and ground. The purpose of 
these two resistors is to bleed off any charge that tends 
to accumulate between pins-to-case before sufficient 
voltage can be reached to fire the device. 

If this latter approach is used, it should be employed 
without interrupting the outer shield of the EED cir- 
cuit. Fig. 2-11 illustrates how the installation of two 
bleeder resistors may be used in the output side of a 
safing and arming device. 


(e) Effect on Solid State Circuits 


Solid state circuits such as those consisting of transis- 
tors and diodes are very vulnerable to static electricity. 
These devices are extremely voltage sensitive and are 
usually limited to low voltage capability. The potentials 
associated with static electricity are usually high (even 
though the amount of power available is small) and are 
sufficiently large to damage transistors and diodes. 


One common electrostatic problem encountered 
with transistor-type components occurs in packaging. 
Transistors and diodes are normally shipped in plastic 
bags or cartons. Unless the leads have been tied 
together prior to packaging, tearing the bag open and 
pulling out the component will generate a static charge, 
as discussed in par. 4-3. The charge developed by this 
Operation may be sufficient to burn out the junction of 
the transistor. Any weapon system circuit that uses 
solid state devices should be shielded completely so that 
no charge can be induced into that circuit. 

There is no MIL-STD for static electricity tests on 
EED’s; however, MIL-I-23659, Jnitiators, Electric, De- 
sign and Evaluation of(Ref. 16), does give the following 
Static requirement: 

**3.3.3.2.3 The initiator shall not fire from a 500 
micromicrofarad capacitor charged to 25,000 volts 
when tested as specified in 4.1.4.1.” 
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“4.1.4.1 To determine if the initiator meets the re- 
quirements of 3.3.3.2.3, twelve initiators shall be sub- 
jected to the following tests. A 500 micromicrofarad 
+5% capacitor charged to 25,000 +500 volts and a 
5000 ohm +5% resistor shall be connected in series 
between pairs of pins or leads in all combinations and 
between the shorted pins or leads (all pins or leads 
shorted to each other external to the initiator) and the 
case. Each series connection shall constitute a separate 
test.” 


2-3. LIGHTNING 
Weapon system components face hazards from five 
distinct lightning phenomena: 


(1) The electrostatic field that exists prior to a 
lightning stroke 


(2) The dynamic electric field that occurs during 
the leader and main strokes 


(3) The dynamic magnetic field that emanates 
from the main stroke 


(4) The electric field that is set up in the earth as 
a result of the main stroke current 


(5) The direct conduction of current from the 
main stroke. 


Lightning discharges are the result of a build-up of 
Static electrical energy in cloud centers. Here the 
charge is believed to be generated by the breakup of 
raindrops. Clouds are sometimes positively charged but 
most frequently they are negatively charged, 1.e., their 
charge appears to be negative with respect to the earth 
(Ref. 19). The effect, even when the cloud is merely 
overhead, is one of creating a high intensity electric 
field at the surface of the earth. Fig. 2-10 shows instan- 
taneous distribution of charge near a grounded missile 
and its carrier (or launcher) as a storm cloud passes 
over the site. 

As the charge on the cloud accumulates, the poten- 
tial of the cloud center increases until the electric field 
reaches its breakdown point. At this time, discharges 
occur either from one cloud center to another or from 
the cloud-to-earth. Fig. 2-12 demonstrates the time se- 
quence of these events that are the dynamics of the 
lightning phenomena. The formation of the stepped 
leader, the first return streamer, and then dart leaders 
and subsequent return strokes (which are repeated) are 
shown. The time values shown are approximate; there 
is considerable debate over the time duration and 
velocity of propagation of the stroke. More is said later 
concerning the stroke velocity in par. 2-3.5. 
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Fig. 2-11. Installation of Static Electricity Bleed Resistors 
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Fig. 2-12. Sequential Phenomena in the Formulation of Lightning Discharge 


In flight, practically the same hazards exist for mis- 
siles as those which occur at the launch site. Direct 
strikes and induced effects from both electric and mag- 
netic fields exist as hazards. The main difference in the 
hazards in the two cases is that the exposure time for 
high-flying missiles and aircraft is reduced while flying 
through the storm area that usually extends from 
ground level to altitudes of 40,000 ft. Strikes of light- 


ning recorded on jet aircraft show a reduced incidence 
of occurrence over propeller-driven aircraft. This dif- 
ference is attributed to the much higher altitude at 
which jet aircraft operate. Another difference between 
missiles and aircraft in flight and those on the ground 
is that no in-flight ground gradients exist. 


Experimental evaluation of the effects of lightning on 
aircraft has been undertaken with models and under 
full scale conditions with lightning-simulating surge 
generators and more recently with natural lightning 
(Ref. 20). Results have shown that abrupt changes in 
the electric field occur inside an aircraft for strokes that 
pass within 500 yd of the aircraft. 


When in flight, most lightning hazard dangers are 
the result of cloud-to-earth discharges. Cloud-to-cloud 
discharges do not contain the return stroke component 
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characteristic of cloud-to-earth discharges. The current 
maximum for cloud-to-cloud discharge is, therefore, 
approximately three orders of magnitude less than that 
of the cloud-to-earth discharge. Furthermore, the time 
rate of change of both the magnetic and electric fields 
is considerably less with the result that the induced 


effects are also reduced. 
One question that must be answered is: How often do 


thunderstorms occur? The answer varies with geo- 
graphical location and the time of the year. Isokeraunic 
maps have been developed that show the number of 
thunderstorm days per year that can be expected in 
certain areas (Ref. 21). Fig. 2-13 is a sample of such a 
map for the world. Notice that central Africa has an 
incidence of 80 thunderstorm days per year and that 
North Africa, in the arid regions, has an incidence of 
5 or less. It is important to remember to consider how 
often a weapon system will be confronted with light- 
ning storms. In installations that are located only in 
polar regions, for example, there would be little reason 
to provide lightning protection while, generally, tropi- 
cal areas have a high thunderstorm incidence and pro- 
tection is required. If a system is to be used in all 
climates, then protection should be considered for the 
most severe environment. 
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2-3.1 COMPONENTS OF A LIGHTNING 


DISCHARGE 


The cloud-to-ground discharge begins with a pilot 
streamer that propagates earthward at about 0.15 
m/psec (Ref. 22). This is followed by a leader that is 
a series of short stepped strokes. Repeated starts are 
made but the cloud is unable to supply charge into the 
leader rapidly enough to sustain the discharge to earth 
or between clouds. Eventually the charge catches up 
with the current requirements and the stepped leader 
reaches the earth. 

When the stepped leader reaches the earth, the nega- 
tive charge on the cloud is effectively brought closer to 
the earth with the result that the potential gradient, or 
electric field, is increased. The currents involved in the 
stepped leader are normally less than 200 A and the 
velocity of the charge front is relatively small, being 
only about 10 m/ysec. At this time, the charge for- 
merly on the cloud is suspended in a column from the 
cloud to the earth, and the head of the positively 
charged column then propagates from the earth up- 
ward toward the cloud to neutralize this negative cloud 
charge. This neutralizing process results in the main 
stroke that proceeds with a velocity of about 180 
m/psec and with currents on the order of from 1,000 
to 200,000 A. 

There is little radiation from the stepped leader com- 
pared to that from the main stroke; the reason is that 
the change of field from the main stroke is approxi- 
mately three orders of magnitude less in time than that 
from the leader. The radiated field is proportional to 
the time rate of change of the electric field. The relative 
time of the leader and main strokes may be compared 
in Figs. 2-12 and 2-14. More is said concerning the 
discharge process in par. 2-3.5. 

Repeats of these phenomena are common. The 
stepped leader is generally replaced by a “dart” leader 
that re-establishes the path from earth-to-cloud for all 
strokes other than the first in a series. 


2-3.2 CURRENT AND CHARGE 


The magnitude of current, initial charge, and charge 
height varies widely from discharge to discharge. This 
factor alone probably accounts for much confusion in 
the theoretical and experimental treatment of lightning 
data. 

The current that is contained in the main stroke can 
cover a considerable range of values. While there is 
much information in the literature concerning the mag- 
nitude of this current, most of the experimental infor- 
mation that is available is attributed to Norinder (Refs. 
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23, 24). Through painstaking measurements taken over 
a long period of time, enough signatures of lightning 
discharges were obtained to permit some valuable sta- 
tistical deductions. These data are summarized and 
compressed into the waveform shown in Fig. 2-15. This 
waveform can be considered representative of a typical 
lightning discharge; although the smooth representa- 
tion of this stroke is not, of course, typical of those 
obtained in practice. 

The following quantitative information concerning 
lightning strokes was summarized from data secured 
by several investigators through measurements of 
strikes to transmission towers and indicates orders of 
magnitude (Ref. 21). 

(1) Median number of compo- 
nents (discharges) in a stroke 2 


(2) Median time interval 


between components 0.02 sec 
(3) Median crest current 16,000 A 
(4) Maximum crest current 220,000 A 


(5) Median rate of rise 
of current. 


(6) Median time for current to 
drop to half of its crest value 43 psec 


(7) Median total charge in stroke 30 C 
(8) Maximum total charge in stroke 164 C 


10,000 A/psec 


2-3.3 FREQUENCY SPECTRUM 


A lightning discharge has associated with it radiation 
in the form of light and sound, and radiation in the 
form of electromagnetic, electrostatic, and induction 
fields. It is the electrical radiation in which the system 
designer is most interested. A generalized current 
waveform from which radiation results is plotted in 
Fig. 2-15. Both the main component of the discharge 
and the so-called “‘superimposed variations” (Refs. 23, 
24) contribute to the total radiation spectrum charac- 
teristic of lightning discharge. 

Norinder (Ref. 23) has observed variations that have 
a random occurrence; however, the changes that do 
occur appear to have frequency components that are 
much higher than those of the total waveform without 
the variations. This may account for high frequency 
radiation components that have been observed. 

There is no standard lightning discharge spectrum. 
Differences have been observed in lightning spectra in 
various locatities of the world and even with simulta- 
neous observation of the same discharge from dif- 
ferent locations. 

Average spectral data from a number of these ob- 
servers are shown in the composite source spectra of 
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Fig. 2-14, Electric Field of a Lightning Stroke Resulting from the Leader and Main Stroke 
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Fig. 2-15, Generalized Wave Shape of Lightning-stroke Current 


Fig. 2-16 (Ref. 25). In this figure, the response at 7 kHz 
is taken as 100 and the response at other frequencies is 
normalized on this basis. 

These average data, that have been compiled by 
Croom, represent the work of Norinder resulting from 
observations of current waveforms of close discharges, 
of Florman observing close discharges, of Croom ob- 
serving distant discharges, of Taylor and Jean observ- 
ing groundwaves from close discharges, from Bruce 
and Golde observing current surges in transmission 
lines, from Hepburn observing slow tails, and from Hill 
who made theoretical studies. The results are therefore 
an agglomerate of information. 
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2-3.4 STATIC ELECTRIC FIELDS 


The magnitude of the fair-weather static electric field 
is on the order of 100 V/m at the surface of the earth 
and about 2 V/m at an altitude of 10,000 m. This 
picture changes considerably during the passage of 
thunder clouds. Estimates have been made of the gradi- 
ent of the electric field at ground level just prior to a 
stroke from a charge center in a cloud (Ref. 22). 

Conditions of the cloud centers are quite varied. 
Heights can vary from a minimum of less than 150 m 
to over 10,000 m. The average cloud height is 2,000 m. 
Charges that produce a single discharge vary from 1 to 
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Fig. 2-16. Normalized Average Amplitudes from a Number of Observations as a Source 
Spectrum for Lightning Discharges 
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CHAPTER 3 


CONCEPTS FOR HARDENING WEAPON SYSTEMS AGAINST RF 
ENERGY, LIGHTNING, AND STATIC ELECTRICITY 


3-1 GENERAL 

The weapon system designer can correctly apply the 
general concepts for hardening against Electromag- 
netic Radiation (EMR) only if he understands the basis 
of the concepts. A lack of such understanding leads to 
the blind application of approximations in circum- 
stances where they are not valid. The use of approxima- 
tions in weapon system EMR hardening is, however, 
unavoidable; therefore, the designer must be aware of 
the areas of uncertainty. 

Information on RF susceptibility and static elec- 
tricity sensitivity of certain common weapon system 
components (particularly in guidance, telemetry equip- 
ment, fuzes, and electroexplosive devices) has ac- 
cumulated to a point where the designers can and 
should consider susceptibility data in selecting these 
components but, in general, little is known about the 
susceptibility of the bulk of typical weapon system 
components. As a result, RF protection is usually a 
“hardening” rather than a component selection task; 
most components are selected for characteristics other 
than their RF invulnerability. 

RF hardening of a weapon system simply consists of 
decoupling the weapon components from the external 
electromagnetic environment. The electromagnetic en- 
vironment criteria for the individual weapon system are 
described in the weapon system’s Qualitative Materiel 
Requirements (QMR) and Technical Characteristics 
(TC). 

In classical electromagnetic theory the two methods 
of reducing to zero the electromagnetic field compo- 
nents due to a single source, measured at some given 
point in space, are: (1) enclose either the receiving point 
or the radiating source inside a perfect electric or mag- 
netic conductor, or (2) remove the source of radiation 


to an infinite distance. Both methods are used for pro- 
tection against EMR; however, reducing the electro- 
magnetic field to zero is not possible with practical 
methods. Generally, some level other than zero must be 
specified so that individual components of the weapon 
system can endure without impairing mission or safety 
objectives. 

In general, the high frequency response of typical 
weapon system components under operating condi- 
tions is not well known. For example, the response of 
typical integrated circuit logic, high gain servo loops, 
individual transistors, diodes, etc., to high frequency 
stimuli applied in various ways to the components or 
subsystems is, in many cases, completely undefined. 
The amount of hardening or decoupling necessary to 
ensure that the weapon system will survive in the speci- 
fied external electromagnetic environment is, therefore, 
not known. In practice the weapon system is hardened 
until the amount of coupling seems so low that the 
probability of malfunction is low. 

The general problem of predicting the amount of 
hardening necessary can be illustrated by considering 
a weapon system immersed in a known multisource 
electrical environment. If the physical environment 
and the weapon system itself were completely specified, 
then we could predict the stimuli delivered to any com- 
ponent—due to the external environment-by solving an 
electromagnetic boundary problem. 

The classical boundary value problem can be stated 
as follows: Given the location, shape, size, and electrical 
parameters of every object in space, find the electric and 
magnetic fields everywhere in space for all times due to 
an electromagnetic source current that is completely de- 
scribed in terms of its spatial and time dependence. 

Patently, it is not that easy. Exact solution of such 
problems, even with relatively simple geometric shapes 
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for both boundaries and sources, is extremely difficult. 
Progress is being made by computer approximation to 
solutions (Ref. 1), but even here the boundaries are 
relatively simple geometrically. The exact solution of 
the boundary value problem involving the components 
of a modern weapon system and a typical external elec- 
tromagnetic environment is decidedly beyond eco- 
nomic solution. Further, every change made in either 
the weapon system or the external electromagnetic en- 
vironment would require a new solution; and each new 
solution would be on the same order of complexity as 
the previous one. This, plus the fact that the external 
electromagnetic environment will probably be an un- 
known due to differing sources and external bodies, 
indicates that there is no hope for an exact solution to 
the general problem, even in greatly simplified cases. 

The electromagnetic current source mentioned in the 
statement of the general boundary value problem is, in 
essence, any source and in consequence assumes differ- 
ent aspects in different problems. For instance, in one 
problem the source may be a known electrical current 
at some place in space; in another problem it may be 
equated with a known electromagnetic field in some 
portion of space. In this latter case, the source can be 
treated equivalently by considering related electrical 
and magnetic surface currents over the volume in 
which the electromagnetic field is known. The mag- 
netic surface currents cannot, it is presently believed, 
exist but are convenient to assume for analytical pur- 
poses. This concept of the source as a known electro- 
magnetic field in space is the one usually used in hard- 
ening evaluation. The electromagnetic field in which 
the weapon system is required to survive is assumed to 
impinge upon the weapon system. This is equivalent to 
assuming that this required field is the only significant 
field that originates far away from the weapon system. 

It has been found experimentally that the solutions 
to these problems-for objects that are large enough to 
be described by bulk or average electrical parameters 
(permittivity, permeability, and conductivity)—always 
satisfy the set of partial differential equations proposed 
by J. C. Maxwell; hence, the analytic approach to the 
general boundary value problem is to seek a solution 

that satisfies Maxwell’s equations and the given condi- 
tions. 

Historically, the solutions of electromagnetic prob- 
lems were first obtained at frequencies such that the 
objects involved were much smaller than the wave- 
length of the source frequencies. These solutions satis- 
fied what are today called Kirchhoffs Law and are the 
basis of modern circuit theory. Methods of analysis of 
electrically long uniform structures evolved from cir- 
cuit theory and developed into modern transmission 
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line theory. At this point it was recognized that the 
assumptions of the circuit and transmission line theo- 
ries were specializations of, or approximations to, Max- 
well’s equations. The very large body of knowledge, 
experience, and methods that makes up circuit and 
transmission line theory is almost universally used in 
the solution of complex electromagnetic problems. The 
analyst usually reduces the complicated electromag- 
netic field problem to a point where circuit or transmis- 
sion line theory can be applied. The analytic solution 
of all the technical problems in electrical engineering 
can be considered as solutions to a general boundary 
value problem. 

Practical methods for solving boundary value prob- 
lems lean heavily on several approximations. First in 
importance is the assumption that all matter involved 
in the problem is such that the electrical and magnetic 
parameters (permittivity, permeability, and conduc- 
tivity) of the matter do not depend upon the magnitude 
or polarity of the electromagnetic fields in the matter. 
This approximation 1s often stated more stringently so 
that the electrical parameters of the matter are also 
independent of time. This is equivalent to saying that 
the parameters are constants at any one frequency. This 
approximation is usually an excellent one for the ranges 
of electromagnetic fields and materials normally en- 
countered in weapon systems. Materials that are prime 
examples of elements that are not linear are magnetic 
materials, rectifying elements (such as semiconductor 
junctions or point contact diodes), and bolometer ele- 
ments. 

The linearity assumption is usually justified, in most 
practical problems, since the number of elements exhib- 
iting nonlinear behavior is quite small in relation to the 
total number of elements in the overall weapon system; 
hence, the amount of energy “scattered” in a nonlinear 
element is small and will not seriously change the over- 
‘all linear behavior of the fields except in regions quite 
close to the nonlinear elements. For example, when a 
missile is weakly irradiated by a remote transmitter, 
there is no reason to expect the electromagnetic fields 
existing in the volume between a missile’s skin and its 
internal “black boxes” to exhibit any nonlinear behav- 
ior due to the presence of conventional electronic cir- 
cuits containing transistors in the black boxes. In con- 
trast, the effect of an extremely intense nearby 
magnetic field source on a weapon system containing 
large quantities of steel, which could be driven into 
saturation by the high magnetic fields, might very well 
be nonlinear. 

If it is assumed that all materials involved in a 
weapon system are linear, then the solution of the prob- 
lem will be a linear solution, making it possible merely 


to add separate responses due to separate sources to 
obtain the system’s total response to the several 
sources. The linearity of the problem also allows the use 
of the many sophisticated transient analysis techniques 
which would seem to be very valuable. However, the 
sources (and the conditions of the whole problem in 
general) are usually so ill defined that Fourier and 
Laplace transforms in relation to time cannot be used 
to much advantage. 7 3 

Other approximations can be used for particular 
types of matter. Metals are usually assumed to be per- 
fect electrical conductors in their effect on external 
fields. Air and common dielectrics are assumed to be 
completely lossless. 

Even with these assumptions the complex geometry 
of a typical weapon system and its environment pre- 
clude a simple solution to the practical problem of 
predicting the amount of RF energy a given system 
component will pick up. Solutions can be adapted from 
much simpler geometries, however. The most com- 
monly used method is to separate the overall problem 
into several simplified sections. As an example, this 
approach would divide the complex problem of a 
weapon system hardening prediction into the several 
sections shown in Fig. 3-1(A), (B), and (C). The por- 
tion shown in Fig. 3-1(C) is actually an approximation 
to the more complicated problem shown in Fig. 3-1(D). 
The validity of a division approach, of course, depends 
upon the degree to which the sections resemble the 
actual problem. Often the individual section can be 
treated by some “worst case” method which yields 
valuable RF protection information irrespective of the 
variables that relate one portion of the overall problem 
to another. Results of this type are among the most 
_ definitive obtainable in complicated electromagnetic 
problems. Varying the physical componentsthat repre- 
sent the weapon system in each of these individual 
problems, such that overall field levels are reduced, 
corresponds to a method of protection of the missile 
system components. | 

The example shown in Fig. 3-1 reflects one method 
of specifying the overall problem and also indirectly 
illustrates methods used to protect weapon systems. 

Fig. 3-1(A) illustrates the simplest operational 
method of protecting a weapon system, i.e., maintain- 
ing large distances between potential sources of RF 
energy and the weapon system. Fig. 3-1(B) illustrates 
the concept of shielding by the interposition of a metal- 
lic structure between the incident field and the volume 
of space in which a reduced field is desired. The model 
antenna (Fig. 3-1(C)), if the component to be protected 
and its associated circuitry are properly designed, can 
form a very poor receiving antenna. Another method 
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is to insert an RF suppression device in cascade with 
the component to be protected, which will lower any 
expected stimulus to a tolerable level. A general discus- 
sion of these three methods follows; a specific discus- 
sion of each and their application to weapon system 
protection is given in Chapter 4, Design Techniques. 


3-2 SEPARATION 


In free space, at distances large in relation to both the 
physical dimensions of the source and the wavelength 
of the source frequency, the magnitudes of both the 
electric and magnetic fields vary inversely with dis- 
tance, and the power density of the entire electromag- 
netic field varies inversely with the square of the dis- 
tance. In actual practice these variations are 
complicated by the effects of the material environment. 
At large distances, departure from the free space varia- 
tion can be looked upon as due to either reflections or 
a guiding property of the environment. Guiding is usu- 
ally considered as a variation due to the shape of the 
terrain or the presence of a reflecting layer in the iono- 
sphere. At the higher frequencies, such as those used by 
search radars, departures from inverse square power 
variation can almost always be attributed to reflections. 
Departures at the communication frequencies, in con- 
trast, are usually considered as due to guiding proper- 
ties of the environment. 

In actual practice, the designer does not have any 
control over the separation between the system and the 
source of EMR; therefore, he must base his calculations 
on the electromagnetic field in which his weapon sys- 
tem is required to survive. The required survivable field 
is usually classified information and can be determined 
by the designer by examination of the weapon system’s 
Qualitative Materiel Requirements and Technical 
Characteristics. 

There is a great amount of similarity between the 
overall hardening problem (EMC), and the RFI/EMI 
and personnel hazard problems. The RFI/EMI specifi- 
cations (see Fig. 3-2) (Ref. 2) require measurements in 
electromagnetic fields of no more than 10 V/m. A 
personnel hazard level of 195 V/m (Ref. 3) (100 
W/m’) has been accepted by the military and, for many 
manned weapon systems, is often appropriate as a de- 
sign goal for hardening. 


3-3 SHIELDING 


Shielding as a concept for protection of weapon sys- 
tems usually refers to the interposition of a metallic 
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Fig. 3-2. RF Radiated Susceptibility Limits’ 
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structure between the source of the electromagnetic 
energy and the items to be protected. For solid metal 
shields that completely enclose the items to be pro- 
tected, the protection provided by the shield can be 
conveniently broken down into a loss due to energy 
reflected and a loss due to energy absorption. 

The division of the total loss into these components 
becomes rather indistinct for shields that are not solid 
or do not completely enclose the items to be protected; 
however, reflection losses can loosely be considered as 
that energy radiated back toward the source by cur- 
rents induced in the shielding material. High reflection 
loss, therefore, requires materials in which currents can 
easily be induced. Solid metals of high conductivity are 
ideal for this application but other common shielding 
materials are often used as compromises—such as metal 
screens, meshes, and braids. Also, considerable shield- 
ing can be obtained purely by the construction of sup- 
port members and by “black box” housings. 

The preferred method of shielding encloses the entire 
system to be protected inside a seamless metal shield. 
Fig. 3-3 shows a sketch of the development of such a 
system. The practical problems of shielding develop- 
ment are mainly concerned with the joints, seams, and 
connectors necessary in practical implementation of 
the complete enclosure of the system to be protected. 


3-4 ELECTRICAL CIRCUIT 
CHARACTERISTICS 


The electrical and physical characteristics of the 
_ electrical circuits which are associated with the items 
to be protected influence both the amount of energy 
received by the circuit and its distribution among the 
various items to be protected. The designer’s task is to 
make the circuit a very inefficient antenna. 


Switching or 
Arming 
Mechanism 





(A) Primitive Shielding Concept 





Firing Circuit ——_——> 


Shielded 
Cables 





Power Source Switching or EED 


Arming Mechanism 
(B) Practical Implementation 


Fig. 3-3. The Conductive Box Concept 


Circuits that are composed of unshielded wires can 
often be treated as linear antennas, and upper limits can 
be set on the amount of energy that they can extract 
from a given incident field over large portions of the 
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frequency spectrum. Design concepts can be developed 
from this treatment such that the maximum energy 
extracted from the field is minimized. Often techniques 
of this type result in various electrical and mechanical 
design guides such as balanced circuits, twisted pair 
wiring, etc. These protection techniques are dictated by 
analysis that usually cover only part of the frequency 
band that may be of concern for weapon system protec- 
tion; hence, if a wide frequency band is of concern, 
there can be some confusion as to which techniques 
should be used. 


3-5 DIRECT PROTECTION OF 
COMPONENTS 


Once a system has been designed, modification is 
usually expensive. In this case, or occasionally as a 
trade-off in original design, and in cases where it is not 
possible or feasible to evaluate the effectiveness of other 
protection techniques, components can be protected by 
adding special protection devices to the system. These 
must function over the entire frequency range to which 
the item it protects will be exposed. Further, it should 
not interfere with the normal operation of the circuit. 
The magnitude of protection afforded is difficult to 
ascertain since the equivalent generator and load 
impedances at the point at which the protective device 
is to be inserted almost never are known as a function 
of frequency. In addition, the device must usually 


provide protection in both balanced and unbalanced 


modes of excitation. 

As a result of these many unknowns and complexi- 
ties, several parameters which purportedly describe the 
protection provided by the protective device cannot be 
relied upon under actual operating conditions. There 
are, however, ways of specifying the attenuation of the 
protective device such that it will, in all situations, have 
the minimum attenuation specified. A thorough exami- 
nation of the protective parameters that are quoted for 
a protective device is recommended before procure- 
ment. This is discussed in detail in par. 4-4. 

In general, the direct protection of components in- 
cludes the selection of nonsensitive components. In the 
case of new design that must utilize highly sensitive 
components, direct protection using cascaded protec- 
tive devices should always be considered. 
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CHAPTER 4 


DESIGN TECHNIQUES 


This chapter covers the principal protection con- 
cepts and their applications to practical design prob- 
lems. The overall protection concepts treated are: 

1. Shielding 
2. Electrical circuit characteristics 
3. Direct protection of components 


4-1 SHIELDING 


4-1.1 SHIELDING EFFECTIVENESS 


An ideal shield completely surrounds the volume it. 


protects with a solid metal covering having no open- 
ings, joints, or other discontinuities. In general, such a 
structure is negated by other design requirements. The 
joints and openings in the metal of the shield are, in 
almost all cases, the main source of electromagnetic 
leakage into the shielded volume. The effectiveness of 
a closed solid metal shield in excluding electromagnetic 
energy from the interior items depends upon: 

1. Conductivity G, of the metal shield in relation 
to copper 

2. Permeability Ue of the metal shield in relation 
to free space 


3. Thickness of the shield 
4. Geometry of the shield 
5. Contents and their position inside the shield 


6. Wave impedance of the electromagnetic radia- 
tion incident on the shield at every point of the shield 


7. Frequency of the incident radiation 


The effectiveness of shields that have joints, breaks, 
holes, penetrations, perforations, or other types of dis- 
continuities depends-in addition to the parameters 

previously cited—very heavily on the type and dimen- 
sions of the discontinuity. 


Much effort has been expended in the past to deter- 
mine by analysis the effectiveness of solid metal shields. 
Appendix A of this handbook covers some of this work 
in detail, and gives graphs and nomographs of the re- 
sults obtained by these techniques. These methods, 
however, are based on the assumption that the interior 
of the shielded volume is infinite in extent so that en- 
ergy entering the volume is never reflected or per- 
turbed. This assumption is of paramount importance in 
the formulation of the classical shielding effectiveness 
analyses. It rests on a power ratio to be written as the 
square of the magnitude of the ratio of two electric or 
two magnetic field strengths since it allows both field 
strengths to be theoretically associated with waves of 
precisely the same impedance. The conservation of 
power must be the basis of any evaluation of shielding 
effectiveness and, since the classical methods of eva- 
luating shielding effectiveness provide only field 
strength information, the assumption of no reflections 
inside the shielded volume (which is equivalent to as- 
suming that the impedance of the measurement point 
does not change if it is enclosed in a complete metal 
shield) is critical to the validity of the shielding effec- 
tiveness predicted by these classical methods. 

The closed metal shields used in weapon system de- 
sign, ignoring the very complex equipment usually en- 
closed by these shields, quite clearly modify the imped- 
ance conditions assumed in the classical evaluation. If 
the assumptions of the classical shielding effectiveness 
evaluation were satisfied, the shielding effectiveness 
ratio so derived would relate, in dB, the power density 
incident on the shield to the power density immediately 
inside the shield. For weapon system shields, and al- 
most all other practical applications of shielding for 
that matter, the classical shielding effectiveness does 
not correctly relate the power densities. Furthermore, 
the results so obtained may be greater than, equal to, 
or less than the actual values. In general, the results 
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normally predict a power density inside the shielded 
volume which is much lower than the actual value. 

Since the actual shielding effectiveness of a shield 
depends heavily upon the geometry of the shield and, 
more important perhaps, on what the shield contains 
and its position, it would seem important to determine 
this dependence. However, this problem is equivalent 
to determining the impedance looking into the shield- 
ing volume (from the inner surface of the shield) at 
every point on the shield. Considering that the shielded 
volume will be full of complex metal structures which 
affect theoretical propagation modes and cavity reso- 
nances, this effort is decidedly beyond economic solu- 
tion either analytically or experimentally. 

It is recommended that the shielding designer read 
Appendix A if he desires to become more familiar with 
the basic approaches, definitions, and techniques of 
shielding analysis. He can, however, utilize the infor- 
mation given in this chapter to evaluate the perform- 
ance of weapon system shields. 

Although the impedance looking into the shielded 
volume is unknown, the effectiveness of the shield can 
be evaluated in a conservative manner for most practi- 
cal shielding problems by assuming that the region 
internal to the shielded volume always presents an 
impedance equal to the complex conjugate of the shield 
impedance to every point in the inner surface of the 
shield. This procedure results in a shielding effective- 
ness parameter C defined as 


C= 17,+ A-3 (4-1) 


where 
C = ratio of the power density 
incident on the shield to the 
maximum power density that 
can exist, irrespective of the 
contents or its geometry, 
immediately inside the shielded 
volume, dB 
T, == power transmission loss of the 
power density incident on the 
shield to the power density in 
the shield, dB 
A = absorption loss; i.e., actual 
dissipation of energy as heat of 
the shield and is identical to 
that from the classical shielding 
effectiveness calculations, dB 
The parameter Cis directly applicable only to solid, 
closed metal shields but has indirect application to per- 
forated or leaky shields. This conservative loss parame- 
ter can be counted on to predict a conservative estimate 


4-2 


of protection provided by the shield if the absorption 
factor A is 10 dB or greater. 

Another limitation of the parameter C, or for that 
matter any shielding parameter, is its dependence on 
the value of relative permeability up The values of 
relative permeability for magnetic materials 1s, in gen- 
eral, not well known above 150 kHz, and the shielding 
designer is thus without pertinent information for a 
large part of the frequency range to be considered. A 
conservative approach is to use published values of 
permeability and assume that 4, has the value of one 
when there is no published value. 

Another problem involved with permeability evalua- 
tion is that of saturation. The values of the relative 
permeability of magnetic materials is a function of the 
magnetic field strength in the material. Normally, only 
the small signal value of u, is quoted in the literature. 

If the shield is to be exposed to very high magnetic 
fields, the incremental value y», will instantaneously 
vary from the small signal value to some much lower 
value. This results in harmonic generation in the field 
and, so it is thought, in a lower shielding effectiveness. 
Very little is presently known about large signal shield- 
ing effectiveness of magnetic materials. 


4-1.1.1 


The ratio of the power density incident on a shield, 
that is terminated in the complex conjugate of its own 
intrinsic impedance, to the power density into the 
matching impedance can be written as* 


Loss Mechanisms 





“1 
2 {2 
PD, _ 7 Z, ae eno (4-2) 
PD. Z,~ Zy, 2 
where 


PD, = incident power density, W/m’ 
PD, = maximum power density into 
the shielded volume, W/m? 
a = attenuation constant of the 
shield, mil! 
x = thickness of the shield, mil 
Z, = intrinsic impedance of the 
shield, 
Z,, = incident wave impedance, 2 
z* = complex conjugate of Z,, 2 
The vertical lines in the equation denote magnitude of 
the enclosed complex quantity. 
Eq. 4-2 assumes that the absorption loss of the shield 
is high enough so that the input impedance to the shield 


ta list of symbols with a brief definition is presented at the 
beginning of handbook. 
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is the intrinsic impedance of the shield and not an 


impedance dependent on the conjugate impedance ter- 


minating the shield. 

The exponential term of Eq. 4-2 is a function of the 
above shield parameters and can be associated with the 
power absorption, by heat, of the shield. The remaining 
term in Eq. 4-2 is a function of the incident wave 
impedance and the shield’s intrinsic impedance. This 
term can be associated with the transmission or reflec- 
tion of power at the incident wave/shield interface. We 
will call this the transmission loss and will associate 

T, a GB ratio, with this loss. The factor of 2 in Eq. 4-2 
is the result of assuming a complex conjugate rather 
than an intrinsic impedance termination for the shield. 

Parameter Cas given in Eq. 4-1 can also be written 
as ten times the logarithm to the base ten of Eq. 4-2. 
Thus 





-] |. 
a2 
2ax Z-—-dZz 











C=A+T. —3=10 log] ——{; —|_*__* (4-3) 
P 1 2 Z,+ 2, 
therefore, 
A = 10 log e?®” — 10 log 2 = — 3 (4-4) 
and 
ee 
eee 
T, = 10log { 1 ~|———— (4-5) 
Z, * Ly 
Eq. 4-5 can be simplified to 
T, = 10 log *s * Zn (4-6) 
P 4Re {Z } Re {Z.} 
where 


Re { Z,} is read “the real part of Z,” 

The parameter Cis a function of the shield’s thick- 
ness, conductivity, and permeability, as well as of the 
frequency and incident wave impedance. Parameter C 
is directly applicable only to closed metal shields. It 
will predict a conservative estimate of protection pro- 
vided ‘by the shield if the absorption loss A is 10 dB or 
greater. The conditions for A to be 10 dB or more 
reduce to 


G. x? 


Suite Sp Mp > 8.95 


where 


m 
I 


shield thickness, mil 
= frequency, MHz 


, 
: 
| 


Gp relative conducitivity, mhos 
permeability of metal shield in 
relation to free space 

For example, a 20-mil copper shield would have 10 dB 
of absorption loss for all frequencies greater than 22.2 
kHz and the parameter C would thus be applicable 
above this frequency. 

It is recommended that the shielding designer provide 
at least 10 dB absorption loss over the frequency range 
of interest. Analysis of cases where the 10 dB criterion 
is not met are possible but are beyond the scope of this 
handbook. 


4-1.1.1.1 


The shield/source transmission loss 7, is defined as 
the ratio in dB of the power density incident on the 
interface to the power density at the interface, assum- 
ing that the input impedance of the shield is the same 
as the shield’s characteristic impedance. The calcula- 
tion of this loss is based on the assumption that the 
shield has 10 dB or more absorption loss A. 

T,.. as shown in Eq. 4-5, can be written as 


Transmission Loss 








T, = 10 log [1 —- p, (4-7) 
where 
Zz. 2». ZF 
i ee (4-8) 
4 Z. + Zy 


is the power reflection coefficient. 

The quantity 9, as defined is similar to the normal 
definition of reflection coefficient as defined in trans- 
mission line theory. The exception is the complex con- 
jugate term Z,, which in normal transmission line the- 
ory would not be conjugated. The conjugation of this 
term, however, allows for the consideration of complex 
incident wave impedances. 

Computation of 7, can be simplified by rewriting Eq. 
4-8 in the form shown in Eq. 4-6. 


Z +z? 


4Re {Z,} Re{z.} ve 


f, = 10 log 


The characteristic impedance of a solid metal shield is 
(from Appendix A) 


a Sut 


CR 





x 2.61 x 104 (4-10) 
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The wave impedances considered important by the 
classical evaluation techniques are: 

1. Z, = 377 Q, the free space wave impedance 

2. Z, the radial wave impedance of a small loop 
antenna when the loop dimensions are much smaller 
than either the wavelength being radiated or the dis- 
tance to the point where the impedance is evaluated 

3. Z, the radial wave impedance of a small dipole 
when the dipoles’ dimensions satisfy the same condi- 
tions as those given for the small loop. 


At a distance of | ft and for frequencies below 100 MHz 
the expressions for these impedances can be written as 


= 6 £4 ; 
Z, = 062% 10° fi + j24 fi, (4-11) 
r 2 _ { 0.059 x 10° : 
Zq4 = 0.0153 fi - j (oop a (4-12) 
MHz 


Table 4-1 gives 7, for the above three wave impedances 
and Table 4-2 compares the transmission loss of any 
shield for frequencies up to 100 MHz. 


A study of Table 4-2 shows that T, for the free space 
wave impedance is always less than the highly reactive 
wave impedances of the small dipole and small loop 
when the latter two wave impedances are evaluated 1 
ft from the source and the frequency is below 100 MHz. 
A more detailed study of the values of 7, for higher 
frequencies and other distances from the dipole and 
loop sources shows that, for practical weapon system 
protection, use of 7, evaluated with a free space inci- 
dent wave impedance gives a conservative loss esti- 
mate. 

Fig. 4-1 plots the calculated values of 7, for a 377 
1 wave impedance as a function of frequency. Note 
that the ordinate is 7, + 10 logy u, / G,. To use the 
figure for a shield characterized by a given value of 
Mp and Gp , calculate 


R 


| [s Ps 
£ = 10 log ae 5 log — 
Gp Gp 


Now, at the frequency of interest, find where the fre- 
quency intersects the curve and read the ordinate value. 
Then subtract { from the ordinate value of Fig. 4-1. 


(4-13) 


TABLE 4-1 


T, FORMULAS 


Wave Impedance, 
ohms 


Free Space 


Z, 2377 


Small Dipole at 12 in 


Iu: < 100 


Small Loop at 12 in 


ute < 100 





re yon 
99.5 — 10 log ae 


a - futte 
55.58 — 10 log er 


R 


Mp Sh 
143.38 — 10 log j= ~ 10 log ft 


R 


— 10 logs? ua 
R | 
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Fig. 4-1, Transmission Loss 7, for a Solid Metal Shield Irradiated by a Wave of 377-ohm Impedance 
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TABLE 4-2 


COMPARISON OF TRANSMISSION LOSS FOR ANY SHIELD 
FOR THE COMMON WAVE IMPEDANCES 


f MHz 


Z, = 377 ohms 


T, + 5 log Fa 
Cp 


in dB 





The result is 7, for the given shield when a free space 
incident wave impedance has been assumed. 

Values of Gpand up for various metals are given in 
Table 4-3. The up values are quoted at 150 kHz. 


4-1.1.1.2 


The absorption loss A in dB is the ratio of power 
density into a solid shield to the power density out of 
the complex conjugate impedance matched shield at 
the shield’s interior surface; thus 


10 log e?™ = 3.34x\/G. tip fi, (4-14) 


where x is the shield thickness in mils. 

Fig. 4-2 plots A for a 1-mil copper shield (ie., 
Up=1, Gp=1) as a function of frequency. Any other 
shield thickness can be evaluated by multiplying the 
ordinate of Fig. 4-2 by x, \/ He Ce , where the 


Absorption Loss 


A= 





subscript | refers to the materiallof the shield in ques- 


tion. Thus for a 20-mil aluminum shield 


*auminum ~ x, = 20 

G, =G, = 0.61 

Rauminum R 1 

Hp =p =i 
aluminum 1 


1% G = 15.6 
1 VR, R, 


The ordinate values of Fig. 4-2 would be multiplied by 
15.6 to obtain the absorption loss for the 20-mil alumi- 
num shield. 

The absorption loss A can also be found easily from 
the nomograph given in Fig. 4-3. A straightedge should 
be positioned between the pp Gp product of the shield 
of interest on the lefthand scale and the frequency of 
concern on the righthand scale. The intersection of the 
straightedge and the center scale then gives A, the ab- 
sorption loss in dB/mil directly. 

In general, the solid shields used in weapon system 
protection will provide absorption losses greater than 
10 dB until quite low frequencies are approached. That 
is, an absorption loss of 10 dB is assured if 

hate ® Gy bp > 8.95 (4-15) 

Table 4-3, in addition to listing the ug and G,values 
of various metals at 150 kHz, also gives absorption loss 
A at this frequency in dB/mil. The G, values are, as far 
as presently known, applicable for all frequencies below 
those of visible light. 


4-1.1.1.3 Total Loss 


The conservative loss parameter as given in Eq. 4-1 


C= T,+ A-3 
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TABLE 4-3 
ABSORPTION LOSS OF METALS AT 150 kHz 





Relative Relative 
Conductivity, Permeability, Absorption Loss, 
GR Lp dB/mil 





Silver 

Copper, annealed 
Copper, hard drawn 
Gold 

Aluminum 
Magnesium 

Zinc 

Brass 

Cadmium 

Nickel 
Phosphor-bronze 
Iron 

Tin 

Steel, SAE 1045 
Beryllium 

Lead 

Hypernick 

Monel 


MueMetal 80,000 


Permalloy 80,000 


Steel, 18-8 Stainless : 1,000 


*Obtainable only if the incident field does not saturate the metal 
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ABSORPTION LOSS A, dB/MIL 


Used by permission. 





FREQUENCY, MHz 
Fig. 4-2. Absorption Loss for Copper vs Frequency 


T, and A are calculated as described in the previous 
paragraphs. The parameter Ccan be used in two ways 
to facilitate the evaluation of weapon systems protec- 
tion. First, it can compare the effectiveness of arbitrary 
solid shields against each other; second, it can evaluate 
the effectiveness of a particular shield in a particular 
weapon system/electromagnetic environment. 

The first usage is straightforward. Plot C for the 
given environment for both shields and compare the 
results. The object of the second usage is to actually 
predict a margin of safety for the components inside the 
solid shield. The parameter C relates maximum power 
density immediately inside the shield to the incident 
power density. If the designer determines C for the 
chosen shield in the electrical environment the system 
is required to safely endure, then the total power W that 
can be transferred to the shielded volume can be easily 
calculated by multiplying the incident power density 
W/m? times the surface area of the shield m? and re- 
ducing the product by the amount of dB calculated for 
the parameter C. 

For example, assume that it is desired to evaluate the 
protection provided by a 20-mil solid copper shield 
installed on all six sides of a 1-m cube. The electromag- 
netic environment is specified as 100 W/m? and the 
frequency range of interest is 1 MHz to 10,000 MHz. 
Further, assume that 1 mW of power at any frequency 
in the range of interest will not affect any of the compo- 
nents inside the shielded box. Parameter 4 can be found 
directly from Fig. 4-2 by multiplying the ordinate by 
20. 7 is given directly by Fig. 4-1. By use of Eq. 4-1, 
C can now be computed for the 20-mil shield. The 
minimum attenuation occurs in 1 MHz (in this exam- 
ple) where C is approximately 119 dB. The total power 
that can be coupled through a cube having 1 m? faces 
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is, therefore, 100 W reduced by 119 dB. If it is assumed 
that the field could impinge equally on all sides of the 
shielded cube, which is unlikely, a total power inside 
the cube of 600 W reduced by 119 dB is obtained. This 
is approximately 756 < 10”'? W, which is so far below 
the safe level of 1 mW that there is no reason to worry 
about the safety of the shielded components. The con- 
clusions from this example should not lull the designer 
into thinking all shields are as effective. In general, all 
solid shields are very effective, but very seldom are 
complete solid shields used in weapon system protec- 
tion. 

For Z,, equal to 377 0, the computed total loss has 
a property that is quite useful in rough calculations: the 
parameter C, the total loss of any given shield, increases 
with an increase of frequency whenever the absorption 
loss A is 10 dB or more. 

The evaluation technique described contains the fol- 
lowing worst case assumptions: 

1. The incident wave impinges equally on all sides 
of the shield (this is improbable). 
2. The impedance just inside the shield (looking 

into the enclosure) is equal to the shield impedance 
(very unlikely). 


The shielding values as predicted by this method are, 
without question, conservative. 


4-1.1.2 Compromises in Shielding 


The previous paragraphs have developed means of 
computing a conservative shielding effectiveness 
parameter for solid shields and also for evaluating the 
maximum amount of power that can be coupled into 
the completely shielded volume. 
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Fig. 4-3. Absorption Loss A of Solid Magnetic and Nonmagnetic Materials 
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A study of these paragraphs, particularly par. 4- 
1.1.1.3 will show that solid metal shields are extremely 
effective in reducing the overall level of electromag- 
netic energy that can be delivered to a component. The 
metal case of a typical weapon system must, however, 
have openings and other discontinuities for at least 
some of the following purposes: to pass power, control 
and output leads; to allow access for maintenance and 
servicing; to permit ventilation and environmental 
sensing; etc. The metal braided shield that often is used 
as a cover for the cables in a weapon system is itself a 
collection of small holes to which the previously dis- 
cussed solid shielding effectiveness calculations do not 
apply. The evaluation of the leakage through holes, 
joints, seams, etc., in solid shields is considerably more 
difficult than evaluation of the protection provided by 
the solid shield. In general it may be stated that the 
discontinuities in the solid metal shielding surface are 
much more important in the evaluation of the leakage 
than the solid shield itself provided the shield is of 
reasonable thickness. 

The designer’s main concern with the shielding in 
weapon systems is, therefore, to reduce to a minimum 
the number of holes or gaps in the solid shielding of the 
missile system components and to reduce the coupling 
through the holes to an acceptable level. Fig. 4-4 illus- 
trates proper and improper handling of a typical 
weapon system shielding problem. | 

In terms of the conservative shielding parameter de- 
fined in par. 4-1.1.1, the presence of holes in a solid 
shield affects both the power reflection term 7, and the 
attenuation term A. The A term which is associated 
with the power loss through the metal shield is not 
applicable to the power loss through the hole. The 
power reflection loss 7 which depends on the input 
impedance of the shield will change in the vicinity of 
the hole since the overall input impedance of the shield 
will be altered by the hole. 


4-1.1.3 


At present all tests designed to evaluate the perfor- 
mance of a shielding material are based, with the excep- 
tion of shield-on/shield-off irradiation tests of a com- 
plete equipment, on a specified impedance insertion 
loss determination procedure. The output of a sensing 
antenna is recorded both before and after the insertion 
of the shield as the item is irradiated. This procedure 
is essentially designed to stimulate the conditions of the 
classical shielding effectiveness formulations and as 
such would be expected to give data in agreement with 
that formulation. However, the literature shows that 
many of the experiments yield data, especially at low 
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Shielding Tests 


frequencies, that cannot be easily explained by the clas- 
sical formulation. 

In any case, the shielding test results recorded in the 
literature are not applicable to the evaluation of the 
shielding protection provided by the shield in weapon 
system uSage since the weapon system conditions will 
not conform to the test conditions. 
4-1.1.4 Evaluation of Leakage Through 
Gaps or Holes in the Shielding 


Gaps and holes in a weapon system shield are at 
present unavoidable. The coupling of electromagnetic 
energy through these holes or gaps depends on the 
incident wave impedance, the size and shape of the 
holes, and the complex contents of the shielded volume. 
The simplest example is shown in Fig. 4-5 where a 
rectangular hole exists through a solid metal shield. 
The hole is excited by an incident wave of impedance 
Z,, and terminated by an impedance Z, that represents 
the unknown impedance that terminates the hole. This 
impedance is a function of the contents of the shielded 
volume. 

Considerable work has been done on a simpler ver- 
sion of the problem that assumes the shield to be of 
perfectly conducting material of almost zero thickness 
and Z,to be determined by absolutely empty space on 
the nonexcited side of the perfectly conducting plane. 
This problem has been treated at length and exact solu- 
tions for various shaped holes are available for an as- 
sumed transverse electromagnetic (TEM) incident 
wave. (Reference is par. 2-1.2.2 for a definition of the 
TEM mode of propagation.) The solutions take the 
form of expressions for the transmission coefficient of 
the hole 7, defined as: 





(4-16) 


where 
W, = power transmitted, W 
Ar = area of the hole, m’ 
P. incident TEM power density, 
W/m? 

These solutions show that T, is a maximum, and has 
values somewhere between | and 2, when the dimen- 
sions of the hole are comparable to the wavelength of 
the incident radiation. At higher frequencies 7, appro- 
aches one, and at lower frequencies 7, decreases rap- 
idly. For instance, a circular hole has a maximum value 
of 7. of approximately 1.7 when the perimeter of the 
hole is approximately 1.5 wavelengths. Experimental 
results, for holes whose dimensions are larger than or 
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Fig. 4-4. Typical Shielded Compartment Discontinuities 
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comparable to the incident wavelength, show good 
agreement with these solutions. 

Limited theoretical work has been done that consid- 
ers anon TEM-excitation. The results are roughly the 
same as those previously described. These results are 
not directly applicable to the weapon system protection 
problem even if it is assumed that the weapon system 
shield has infinite conductivity. First, the weapon sys- 
tem shield is of finite thickness and this imposes further 
restrictions on the solutions. Second, the impedance 
conditions immediately inside the surface of the 
weapon system shield will, especially at the lower fre- 
quencies, be influenced by the contents within the 
shield as well as the opposite sides which enclose the 
shield itself. 

As far as it is known there are no available solutions 
to the hole leakage problem for finite thickness holes 
even assuming a known hole terminating impedance 
condition. Various works suggest, however, that the 
hole’s finite thickness will reduce the coupling from 
that given by the simpler problem, although the cou- 
pling still depends upon the hole’s terminating condi- 
tions. The use of waveguide below cutoff attenuation 
calculations for coupling through finite length holes is 
widely used but these calculations do not consider the 
actual problem of power transfer. In weapon systems 
usage, the hole terminating impedance conditions can- 
not be adequately predicted or measured except in ex- 
ceptional circumstances. 

The evaluation of leakage through holes in weapon 
system shields is thus an engineering estimation pro- 
cess. A procedure that is thought to be conservative, and 
yet not unduly restricting, is to assume that a per- 
forated shield provides the same transmission loss 7, as 
a solid shield of the same material and that the holes 
transmit power to the interior of the shielded volume 
as 


I, = Ar P, (4-17) 
where 

W, = power transmitted, W 

Ar = area of the hole, m’? 

P, = power density at the external 


interface assuming the shield is 


solid, W/m? 
This procedure is to be used only for holes whose max- 
imum dimensions are much less than the incident 
wavelength. As an example, consider a square hole 1 
cm (10? m) on a side through a surface of a cubical 
copper covered box with 1 m edges. Let the copper 
covering be fairly thin, say 10 mils, and the box be 
irradiated by a TEM field of 100 W/m? at 10 MHz. 


Tas defined by par. 4-1.1.1.1 gives the dB relation 
between incident power density and power density at 
the interface. Fig. 4-1 gives approximately 50 dB for 
these conditions. The leakage through the hole should 
then be, symbolically: 

W, = P. (down T,dB) < Area of 


| Hole 
W, = 100 X 10° X 10% 
W, = 10'W 


where W, is the power coupled through the hole. 

The leakage through the solid metal portions of the 
box can be calculated by using the absorption loss of 
copper A, given by Fig. 4-3. It is approximately 10 dB 
per mil of copper at 10 MHz. Therefore, the power 
coupling through the metal is, symbolically: 


Wer 


c down T, dB) down A 7 ¢ Box Area 


100 x 10° x 107° x 6 x 10° 


I 


6x 108% w 


where W,,, is the power transmitted through the solid 
metal. 

If the dimensions of the hole are comparable to the 
incident wavelength the hole may be conservatively 
assumed to couple as 


(4-18) 


For instance, in the previous example assume the fre- 
quency is changed to 10 GHz where the wavelength is 
3 cm, then the power transmitted into the interior of 
the box is estimated at 


W, = 100 x 10% = 10 mw 


and the power through the solid metal is negligible. 

Holes in shields should be kept as small as possible. 
If a braided shield is used as part of an outer RF 
protection shield, the holes should be as few and as 
small as possible. Shields braided from metal ribbon 
achieve this objective much better than shields braided 
from round wire, therefore ribbon braided shields are 
preferred. 


4-1.2 
4-1.2.1 


SHIELDING MATERIALS 


Electrical and Physical Properties 


The total protection provided by an RF shield for 
reasonable shield thickness, is degraded by the gaps, 
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seams, and holes in the shield, as has been stated. In 
consequence the choice of a metal for shield use should 
be determined by its ability to eliminate leakage at 
joints over the life span of the weapon system. 

Where corrosion, for example, may affect seams, etc. 
(see par. 4-1.3.4); extreme care must be exercised. The 
electrical] parameters of most commonly available met- 
als provide adequate solid shield protection. In some 
special applications where the shield must perform 
unusually well or be very thin, it may be necessary to 
consider high permeability and/or high conductivity 
metals. The range of conductivities and permeabilities 
of common metals is given in Table 4-3. 

Absorption loss A (in dB) varies directly as the 
square root of the relative permeability, relative con- 
ductivity product. At any one frequency, the transmis- 
sion loss 


1 Gp 
T = Constant + (5) log {| —}, dB (4-19) 
p 2 Hp 


Therefore, an increase of relative conductivity Gp by a 
factor of 100 increases A by a factor of 10 and increases 
T, by 10 dB. An increase of relative permeability 
, by a factor of 100 also increases A by a factor of 10 
but decreases 7, by 10 dB. 

At times conductive epoxies and pastes, carbon 
loaded rubbers, and other similar conductive materials 
are utilized as shielding materials. The dc conductivity 
of these materials is often the only electrical parameter 
known. The amount of shielding protection provided 
by these materials is problematical and-in addition— 
strain, pressure, and decomposition are likely to de- 
grade the shielding performance of such materials. Un- 
less extensive tests are performed to determine 
conductivity as a function of frequency and shielding 
degradation as a function of time, the use of such 
materials should be confined to emergency measures. 


4-1.2.2 Closing Metal Shields 


Closure of gaps and seams in shielding requires the 
application of good electrical bonding techniques. Elec- 
trical bonding can be defined as the process of mechani- 
cally connecting certain metal parts so that they will 
make a low-resistance electrical contact (see par. 4- 
1.3.8). Good bonding is required to ensure that a sys- 
tem is electrically stable and relatively free from the 
hazards of lightning, static discharge, and electrical 
shock as well as to assist in the suppression of RF 
interference. Usually, the dc resistance of electrical 
bonds should be in the order of 0.0025 ohm. 


Holes in the shielding that must pass unshielded 
power or control leads create a special problem. These 
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unshielded leads, external to the shielded volume, can 
couple very large amounts of power into the shielded 
volume in comparison to the amount of power that 
directly penetrates the shield. Such leads as these must 
be decoupled with RF suppression devices to ensure 
adequate RF protection to the components within the 
shielded volume. Par. 4-4 describes applicable RF sup- 
pression devices. 


4-1.2.2.1 


Gaps resulting from improperly bonded seams can 
lead to considerable RF leakage. 

Bonds which result in gaps and degrade the shield’s 
effectiveness are most commonly produced by poor 
spot welds or poorly spaced fasteners such as screws or 
rivets. See Fig. 4-39(D) for an illustration of gaps re- 
sulting from a poor spot weld. 


4-1.2.2.2 


Several configurations for seams between two metal- 
lic members within a weapon system are shown in Fig. 
4-6 (see also par. 4-1.3.8.1). The preferred seam is a 
continuous weld around the periphery of the mating 
surfaces. The type of weld (other than spot welding) is 
not critical, provided the weld is continuous. In all 
cases, a continuous weld is desired since spot welding 
leaves gaps or slits. Table 4-4 summarizes, in order of 
preference, techniques for implementing permanent or 
semipermanent seams. 


4-1.2.2.3 


An acceptable alternative technique is the overlap 
seam shown in Fig. 4-6(D). In an overlap seam, all 
nonconductive materials must be removed from the 
mating surfaces before the surfaces are crimped, and 
the crimping must be performed under sufficient pres- 
sure to ensure positive contact between all mating sur- 
faces. 


Gaps and Seams 


Construction of Seams 


Overlapping Seams 


RF Impedance 


Regardless of the type of seam used, the RF imped- 
ance of the seam must not differ appreciably from that 
of the materials being joined. If the RF impedance of 
the seam is relatively high, RF voltages can develop 
across the seam from skin currents, permitting RF en- 
ergy to enter the shielded enclosure. It is sometimes 
necessary to use continuous welding of seams to ensure 
shielding effectiveness. 


4-1.2.2.5 


Seams that are properly bonded will provide a low 
impedance to RF current flowing across the seam. 
Wherever possible, mating surfaces of metallic mem- 
bers within a weapon system should be bonded together 


Recommendations 
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Fig. 4-6. Panel Seam Configurations 
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TABLE 4-4 
TYPE OF SEAMS IN ORDER OF PREFERENCE 


PREFERENCE TYPE OF SEAM 


Continuous weld 


Spot weld 


Crimp seam 


by welding, brazing, sweating, swaging, or metal-form- 
ing. To assure adequate and properly implemented 
bonding techniques, observe the following recommen- 
dations: 

a. All mating surfaces must be cleaned before 
bonding. 

b. All protective coatings having a conductivity 
less than that of the metals being bonded must be 
removed from the contact areas of the two mating sur- 
faces before the bond connection is made. (The conduc- 
tivity of coatings, such as anodizing materials, should 
be verified with the manufacturer whenever it is ques- 
tionable.) 


c. When protective coatings are necessary, design 
them so that they can be easily removed from mating 
surfaces. Since the mating of bare metal to bare metal 
is essential for a satisfactory bond, a conflict may arise 
between the bonding and finish specifications. It is pref- 
erable to remove the finish where compromising of the 
bonding effectiveness would occur. 


d. Generally, protective metal platings such as 
cadmium, tin, or silver need not be removed. Coatings 
having poor conductivity destroy the effectiveness of a 
bond to produce a low impedance RF path. 


e. Mating surfaces should be bonded immediately 
to avoid oxidation after protective coatings are 
removed. 


f. The nonreplaceable portion of a bonded joint 
that must be formed by dissimilar metals should be a 
metal lower in the electromotive force series than its 
mate (see Table 4-10). When two dissimilar metals 
must be bonded, select metals that are close to one 
another in the electromotive force series. 


g. Bolted sections may be used for temporary 
bonds. However, bolted sections could be bonded to 
ensure consistent contact pressure over an extended 
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REMARKS 


Best RF seam 


Space weld joints less than 2 
in. apart 


Use strong and lasting crimping 
pressure; pressure is maine 
tained by spot welding 





period of time. Shield material must be rigid enough to 
prevent buckling between contact points. 


h. When bolts or rivets are used to make a bond, 
they should be applied first at the middle of the seam 
and then progressively applied toward the ends of the 
Seam to prevent the mating surfaces from buckling. The 
protection provided by the joint seems to depend on the 
number of fasteners per linear inch, the pressure of the 
contacting surface, and the cleanliness of the two mat- 
ing surfaces. 


i. When pressure bonds are made, the surfaces 
must be clean and dry before mating and then held 
together under pressure to minimize the growth of oxi- 
dation due to moisture entering the joint because the 
joint may not be 100% moisture-tight. The periphery 
of the exposed joint should then be sealed with a suita- 
ble protective compound and, whenever possible, one 
that is highly conductive to RF currents. 


4-1.3. APPLICATIONS 

The protection of a weapon system from RF energy 
requires construction of an adequate shield, reducing 
coupling through the necessary openings in the shield, 
and design of internal circuitry to reduce coupling to 
Sensitive components. The use of the RF suppression 
devices on any unshielded leads entering the shielded 
volume is also an important part of providing adequate 
RF protection. RF suppression devices are discussed in 
par. 4-4. This paragraph presents some of the tech- 
niques necessary to reduce coupling through the holes 
in the shield and also points out the problems as- 
sociated with special applications. 


4-1.3.1 External Structures 


In many weapon systems the external metal case of 
the system can be utilized as an effective RF shield. 
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If the external skin of the weapon system is nonme- 
tallic,then shielding protection must be provided by the 
equipment cases, containers, or specially designed pro- 
tective structures which are used when the equipment 
is assembled, inspected, or serviced. The problems in 
design and construction of these shields are similar. 
Additional shielding from RF exposure is required 
even if the weapon system skin does provide a shield for 
itself because-in the servicing, inspection, and assem- 
bly operations—shielding is negated by breach of the 
external skin resulting from opening access doors, 
removing sections of the weapon for inspection, etc. 
The locations at which these assembly, maintenance, 
and inspection operations are performed must be care- 
fully investigated by the designer to provide adequate 
RF protection there. If operational requirements dic- 
tate that the weapon system skin must be breached 
occasionally in RF active areas, the designer should 
require that the outer metallic skin still be constructed 
with RF protection in mind. The cost is usually minor 
and the advantages from an RF protection viewpoint 
are obvious. 


4-1.3.2 


Shipping containers carrying a weapon system or its 
components are an important part of the hardening 
against the effects of RF energy, lightning, and static 
electricity. These environments are particularly haz- 
ardous to electroexplosive devices (EED’s) and to solid 
state devices which are found in most modern weapon 
systems (Ref 1). If the systems are to arrive at the 
launching site in operating condition (or even arrive 
there), then precautions are necessary to the process of 
packaging. 


Shipping Containers 


Some of the factors that may influence a package are 
shown in Fig. 4-7. While most of these factors are of 
little interest with respect to hardening against electri- 
cal phenomena, the figure does illustrate the magnitude 
of the packaging problem. 


Part of the problem in packaging is to determine the 
level of excitation that will affect the subsequent per- 
formance of the system being packaged. It is known, for 
example, that shock, vibration, and heat experienced in 
normal shipping are of little consequence to the subse- 
quent performance of EED’s and solid state circuits. 
The shock levels are seldom greater than 10 times 
gravity (Ref. 2) and the temperatures that are encoun- 
tered in shipping are seldom greater than 150°F. Both 
of these conditions are readily met by devices currently 
in use by the military, and portions of the MIL-STD 
tests through which these components must pass 


should screen out those that are not capable of with- 
standing this environment. 

The electrical environment, on the other hand, can 
be a definite hazard unless specific steps are taken in 
shipping to allow for this environment. One reason that 
the electrical environment tends to be difficult to pro- 
tect against is that it is undefined, as is discussed in par. 
2-1, throughout the journey of the package. 

One source of electrical problems associated with | 
components is the unpackaging of EED’s or the han- 
dling of MOSFET’s (metal-oxide semiconductor field- 
effect transistors). Some of the packages used are con- 
structed in such a way that withdrawal of the devices 
causes frictional static electricity to be generated. 
EED’s have actually exploded during the withdrawal 
process and personnel have been injured (Ref. 3). 

Packages that tend to generate static electricity are 
to be avoided. These are generally of the plastic film 
type. Some of them are difficult to recognize because 
the film of plastic is deposited on the inside of a metal 
foil bag. The plastic materials are convenient for pack- 
aging because they form a good moisture barrier and 
are easily heat welded. 

To overcome this problem, a number of plastic 
manufacturers are using an antistatic plastic film. 
These appear to offer some protection against the ef- 
fects of static, limiting, to some extent, the ability of the 
plastic film to generate static electricity. The status on 
these materials is still generally vague in respect to their 
use with EED’s. 

A more positive approach to the prevention of the 
effects of static is to wrap the devices in metal foil, 
followed if necessary by enclosure in a plastic envelope, 
although this procedure needs to be carried out with 
precautions. Unwrapping of this kind of a package 
must be carried out with the operator grounded and 
with disposal of the plastic bags from the work area 
prior to unwrapping the foil. Operations on foil- 
wrapped EED’s must be carried out on a conducting 
grounded surface. 

Shipping containers for components that may be in- 
fluenced by electric energy should be made of metal 
rather than wood. Present interstate shipping regula- 
tions for explosive devices, however, call for wooden 
boxes (Ref. 4). In some instances the wooden box re- 
quirement is supplemented by having metal containers 
inside the wooden box. Thus the shipping requirements 
are met and the system and EED are enclosed in what 
amounts to a Faraday shield. 

Radio frequency energy is effectively limited by the 
use of a complete Faraday shield. The classical field 
reduction afforded by copper and iron shields for re- 
flection and absorption effects are shown in Fig. 4-8 
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(Ref. 5). In general, there is a relatively large loss as- 
sociated with copper and iron containers. Reflection 
losses account for most of the elimination of energy at 
the lower frequencies. The reflection losses for the mag- 
netic field increase with increasing frequency until a 
frequency of about 100 MHz is reached and then tend 
to level or to decrease slightly. The absorption loss 
behavior of iron and copper are different as shown by 
curves A and Bin Fig. 4-8. Copper appears to be su- 
perior to iron for high reflection losses, but the reverse 
is true for absorption losses (up to 1 GHz). Thus it 
appears from this viewpoint that a copper-flashed iron 
would provide the ideal material for a shielded shipping 
container. Par. 4-1 discusses shielding in detail and 
should be consulted for a full understanding of applica- 
ble design equations. 
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energy from the environment both contribute materi- 
ally to the amount of attenuation that is actually re- 
quired for a given environment. Even in the absence of 
a Faraday shield for a container, it is well to follow 
several generally accepted practices in the use of EED’s 
and sensitive solid state components: 


a. It is generally accepted that the input leads to 
the EED should be short circuited. 


b. If these leads are wires of any appreciable 
length, they should be twisted together. The reason for 
twisting is that induced currents in individual twists of 
the wire will tend to be out of phase with one another 
and the net result will be in cancellation of the induced 
electromotive forces of the individual loops. 


Used by permission. 
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Fig. 4-8. Relative Shielding Effectiveness of Iron and Copper 


Containers for sensitive devices need good electro- 
magnetic seals at the closure junction (see par. 4-1.3.6). 
Tight fitting junctions assure that little leakage will 
occur past the joint. Gasket materials are currently 
manufactured that provide good contact under pres- 
sure. 

Fig. 4-9 illustrates a shipping container that is used 
in transporting the warhead section of the LANCE 
weapon system. The case is made of soft steel to aid in 
low frequency and EMP protection. An RF gasket is 
used between the sections to ensure a good RF seal at 
the mating edges. 

The sensitivity of the device contained in the package 
and the efficiency with which exposed leads can extract 


There is one other shipping and storage problem 
peculiar to EED’s. If one device in a package of many 
devices fires, then it is important that the remainder of 
the devices do not fire or, at a minimum, do not fire 
within a very short time interval. The additive effect of 
all of the devices firing in a very short time could result 
in severe damage to external systems. It is for this 
reason that dunnage is required in packages of EED’s. 
A barrier effect is necessary to prevent propagation of 
an explosion. While there is little specific information 
on the means of designing an effective type of barrier, 
there is considerable information that has been ob- 
tained experimentally on the effect of various barrier 
materials on specific explosives. For high explosives, 
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the most efficient barrier appears to be wood. Sawdust 
is in wide usage as a dunnage material. The require- 
ment is that the high velocity particles and flash are 
absorbed and the shock wave is attenuated. Table 4-5 
illustrates the gap distance for several materials and for 
several explosive types. 

Little has been said about the packaging of low ex- 
plosive devices or pyrotechnics. These generally create 
a higher heat output with the temperature of the reac- 
tion being maintained for a longer period of time. It 
would appear that additional barrier requirements for 
this type of a reaction would include thermal insulation 
and the use of a barrier material that would not burn 
or support combustion. 
4-1.3.3 Test Equipment and Ground 
Support Equipment 


Any test equipment or ground support equipment to 
be used with a weapon system in a potentially high 
electromagnetic environment should be designed to at 
least as high a level of RF protection as the weapon 
system itself. 

In general, weapon system shields should be 
removed and common test equipment employed only in 
RF quiet areas. Special test equipment and ground sup- 
port equipment should be equipped with completely 
shielded test and monitor cables. All unused jacks and 
plugs should be supplied with shielding caps. Perma- 
nent installations should use metal conduit for cable 
runs wherever possible. 


4.1.3.4 Packaging of Components 


The high density of electrical and electronic equip- 
ment in modern systems makes it difficult at times to 


place sensitive circuits or components away from inter- 
fering sources (Ref. 7). There are, however, certain 
precautions that should be observed when packaging 
equipment into a system. Assume for the moment that 
the system is protected against the external environ- 
ment by proper shielding and the concern is now with 
its own internal environment. The major problem is 
then with transients which couple between circuits due 
to their close proximity. The examples which follow 
and which actually have occurred illustrate situations 
that should be avoided. 


Fig. 4-10 shows a missile that has the sensitive guid- 
ance computer mounted on a metal bulkhead, while in 
the reverse side of the bulkhead is the firing unit for the 
EED’s (stage separation, spin, etc.). When the firing 
unit was activated, the transient from this unit was 
coupled into the guidance computer and saturated it. 
The solution to this problem was to move the firing unit 
away from the guidance system. 

The same firing unit also presented another transient 
coupling problem. In many systems where long runs of 
cables are involved, it is common practice to bind them 
in harnesses and then place them in metal conduits as 
was done in this system. The transient current for firing 
the EED peaked 2,000 A. The firing leads were 
shielded, twisted pair—yet the field from this transient 
coupled energy into adjacent shielded leads such that 
a two-volt spike appeared at the end of the cable and 


interfered with the operation of control circuits. 


4-1.3.5 


Shield discontinuities in weapon systems should be 
avoided as much as possible to reduce the amount of 
RF leakage. Examples of areas where discontinuities 


Cable Assemblies 


TABLE 4-5 





Spacer Material 


Air 
Wood (oak) 
Copper 


Polystyrene 


Acrawax B 
Aluminum 
Stanolind Wax 


SENSITIVITY FOR VARIOUS SPACER MATERIALS (WAX GAP TEST)‘ 


Average Penetration, in. 


Pentolite 
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can be eliminated by proper design practices are shield 
termination of cable assemblies, construction seams, 
and connectors. Some shield discontinuities are seem- 
ingly unavoidable, e.g., the points where conductors 
branch off. Where these occur, there are techniques 
that will ensure that the shielding effectiveness of the 
cable will not be reduced. 


4-1.3.5.1 Cable Shielding 


There are several methods for shielding cables. These 
include: (1) braid, (2) flexible conduit, (3) rigid conduit, 
and (4) spirally wound shields of high permeability 
materials. 

Braid, which constitutes woven or perforated 
material, is used for cable shielding in applications 
where the shield cannot be made of solid material. 
Advantages are ease of handling in cable makeup and 
lightness in weight. However, it must be remembered 
that for radiated fields the shielding effectiveness of 
woven or braided materials decreases with increasing 
frequency and the shielding effectiveness increases with 
the density of the weave. 

Conduit, either solid or flexible, may also be used to 
shield weapon system cables and wiring from the RF 
environment. The shielding effectiveness of solid con- 
duit is the same, for RF purposes, as that of a solid 
sheet of the same thickness and material. Linked armor 
or flexible conduit may provide effective shielding at 
lower frequencies, but at higher frequencies the open- 
ings between individual links can take on slot-antenna 
characteristics, seriously degrading the shielding effec- 
tiveness. If linked armor conduit is required, all inter- 
nal wiring should be individually shielded. Degrada- 
tion of shielding conduit is usually not because of 
insufficient shielding properties of the conduit material 
but rather the result of discontinuities in the cable. 
These discontinuities usually result from splicing or 
improper termination of the shield. 

Protection against RF energy, static electricity, and 
lightning is not the only shielding problem. Solenoids, 
or other devices associated with high inrush currents or 
incorporating switching devices that normally develop 
high-amplitude transients, can also prove a source of 
difficulty particularly where spacing between compo- 
nents is small. For protection against this type of en- 
ergy, Shielding materials with high permeability are 
desirable. These materials cannot be drawn into tubing 
because they lose their shielding properties when cold 
worked; therefore, an adequate shield is often devel- 
Oped by wrapping a continuous layer of annealed 
metal tape around the cable. 

A typical application may involve shielding.a cable 
of approximately 0.5 in. diameter, which has to be 


flexible in the final assembly. Annealed Mu-metal tape 
0.001 in. thick and 0.25 in. wide wrapped in two layers 
would provide a suitable solution to this problem. The 
first layer can be spaced approximately 0.125 in. be- 
tween convolutions, with the second layer overlapping 
the first layer to cover the gap between turns. The 
assembly should be covered with a protective rubber 
coating so that it may be flexed without losing its 
shielding effectiveness. A form of shielded cable using 
four counterspiral-wound bands of foil, Netic, Co-netic 
or their equivalent,” is also recommended. This con- 
struction is shown in Fig. 4-11. The strips can be from 
0.25 in. to 1 in. wide. To minimize leakage between 
gaps, it is necessary to wind the material so as to permit 
spiral positioning along the length of the cable, with 
each following layer consisting of another spiral in the 
opposite direction. Successive layers of the tape, wound 
in this manner, ensure a minimum of gaps while per- 
mitting flexibility. 


Copyright Filtron Co.Used by permission. 
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Such spiral-wound shielded cables are commercially 
available. A design engineer who needs a shield of this 
nature can procure the tape in foil form and, for evalua- 
tion purposes, fabricate a prototype shield for his own 
cables. A total of four wraps, or multiples of four, may 
be necessary for cables carrying appreciable current to 
prevent leakage due to magnetic saturation. For con- 
ductors carrying currents greater than two amperes, 
the first two layers should be Netic S3-6 foil or its 
equivalent; the remaining layers should be Co-netic AA 
foil or its equivalent. Netic and Co-netic foils and their 
equivalents are available from 0.002 to 0.007 in. in 
thickness and in various widths. After wrapping, the 
cable can be potted or encapsulated to prevent unravel- 
ing of the foil. Zipper tubing, as shown in Fig. 4-12, can 
also be used as an efficient means of mechanically hold- 
ing the foil wraps in place. Zipper tubing is not recom- 
mended for cable shielding by itself. For additional 


.* Netic, Co-netic, Mu-metal, Unimag 80, Hi-Mu 80, and Hy- 
pernom are trade names of some materials which are used for 
shielding. 
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information on cables in general refer to AMCP 706- 
125, Engineering Design Handbook, Electrical Wire 
and Cable. 
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Fig. 4-12. Zipper Tubing 
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4-1.3.5.2 Types of Shielded Cables 


The principal types of shielded cables that are availa- 
ble include shielded single wire, shielded multiconduc- 
tor, shielded twisted pair, and coaxial. Cables are also 
available in both single and multiple shields in many 
different forms and with a variety of physical charac- 
teristics. Proper selection and application of appropri- 
ate cables for particular design requirements are neces- 
sary for the prevention of pickup of external energy. 


Table 4-6 presents a relative comparison of the four 
types of shields. 


4-1.3.5.2.1 


If one were to refer to manufacturer’s catalog of 
coaxial cable, he would discover that there is no refer- 
ence made to shielding effectiveness. This is not an 
oversight but is the standard practice of the cable 
manufacturers. If the designer were to consult an elec- 
tronics catalog, such as the Electronic Engineers Mas- 
ter, he will find that the fifteen cable companies who list 
their shielded cable specifications do not mention 
shielding effectiveness. 

There are several reasons for not including these data 
in the manufacturers specification. First, there is no 
MIL-SPEC on shielding effectiveness; therefore, there 
is no way to report information that is compatible with 
one cable versus another. Second, the way in which the 
cable is used-i.e., its loading—affects its characteristics, 
e.g., MIL-C-7078B calls for the ratio of metal to open 
space in a shield to be 85-90 percent when in its normal 
position. When the cable is bent, however, the ratio 
changes depending on the radius of the bend. Also, the 
ratio can be altered when the shield is fastened to the 
back shell of a connector; e.g., a cable with a shield 
having an inner diameter of 0.375 in. If the shell diame- 
ter is larger, the cable will be spread, thereby lowering 
the metal to open space ratio. Third, the impedance of 
the cable’s termination will also affect its shielding ef- 
fectiveness. 


4-1.3.5.2.2 Cable Capacitance 


The designer should be aware that in addition to the 
increase in size and weight that shielding produces, the 


Shielding Effectiveness 


TABLE 4-6 
‘COMPARISON OF SHIELDED CABLES 


Copper Solid Flexible 
Braid Foil Conduit Conduit 


Shield Effectiveness 
(audio frequency) 


Shield Effectiveness 
(radio frequency) 


60-95% 


Normal % of Coverage 


Fatigue Life Good 


Tensile Strength Exc. 
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capacitance per foot also increases. This shunt capaci- 
tance of the cable can be important in some circuits and 
has to be considered. Fig. 4-13 shows the effect that 
shielding has on capacitance of various wires. 


4-1.3.5.2.3 Current Rating 


The current rating of the conductors used in cables 
is specified in MIL-B-5087B, Bonding, Electrical, and 
Lightning Protection for Aerospace Systems. A listing of 
specified current-carrying-capacity of conductors is re- 
produced in this handbook as Table 6-5. 


4-1.3.5.3 


In order to aid the designer in selecting the type of 
cable required and to ensure that the manufacturer 
delivers a qualified product, several cable specifications 
are available. The following five specifications are the 
most pertinent: 

1. MIL-C-17D, Cables, Radio Frequency, Coaxial, 
Dual Coaxial, Twin Conductor, and Twin Lead. 

2. MIL-C-7078B, Cables, Electric, Aerospace Vehi- 
cle, General Specifications for. 

3. MIL-C-27500, Cables, Electrical, Shielded and 
Unshielded, Aircraft and Missile. 

4. MIL-C-55021A, Cables, Twisted Pair and Tri- 
ples, Internal Hookup, General Specifications for. 

5. QQ-B-575a, Braid, Wire, (Copper, Tin Coated, 
Tubular). 


4-1.3.5.4 
4-1.3.5.4.1 


In many instances it is necessary to branch-out some 
of the conductors located inside a shielded cable. The 


Cable Specifications 


Branches and Terminations 
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Fig. 4-13. Capacitance of Various Shielded Wires’ 


junction so formed is usually referred to as a Y- or a 
T-type. It is very important that the integrity of the 
shield be maintained at this point, otherwise, the shield- 
ing effectiveness of the complete assembly can be seri- 
ously impaired. Fig. 4-14 illustrates a T-type junction 
that ensures the maintenance of shielding integrity. A 
solid metal sleeve is used as the junction between the 
shields and is soldered 360 deg to ensure minimum 
leakage. 

Under no circumstance should a wire be brought out 
through a hole in the shield. This includes a shielded 
wire within the main shield. Soldering the two shields 
together at the point of penetration is not a satisfactory 
solution. 


4-1.3.5.4.2 Terminations 


The most common method of terminating a shielded 
cable is with a connector. When considering the shield- 
ing effectiveness of a cable assembly, the connector 
must be included since the various parts represent dis- 
continuities in the shield. Even though there is me- 
chanical contact with the cable shield through the outer 
ring of the mating connector, an adequate RF connec- 
tion is not assured. Poor contact at these interfaces can 
be considered as gaps in the cable assembly. To ensure 
that the quality of the connectors used by the military 
services meet a minimum standard, the letters MS that 
prefix a connector part number are used to indica‘e an 
approved connector under the current Military Specifi- 
cation, MIL-C-5015. 

One of the methods used to ensure a superior RF 
proof connector is to place spring contacts inside one 
portion of the connector (see Fig. 4-15) so that positive 
contact is made along the circumference of the mating 
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Fig. 4-15. RF-proof Connector 


4-26 


AMCP 706-235 





parts. These contacts are extended so that the shell of 
the connector mates before the pins make contact on 
assembly of the connector and breaks after the pins on 
disassembly. A connector which meets these require- 
ments is available under MIL-C-27599 and is the pre- 
ferred type to be used in RF-proof designs. 

Fig. 4-16 illustrates the type of connector that should 
be used when a shielded cable assembly contains in- 
dividual shielded wires. The practice of pigtailing these 
shields and connecting them to one of the pins is not 
recommended. The individual shields should be con- 
nected to coaxial pins specifically adapted for this pur- 
pose. MS32-101, shown in Fig. 4-17, is an example of 
a connector that has twelve contacts, two of which are 
made to handle shielded wires. 

When considering the interconnection of subsys- 
tems, it is not always desirable to use connectors in the 
cabling between them. In this situation, it is necessary 
to find some other method of terminating the cable 
without affecting its RF integrity. The practice of in- 
serting the shielded cable through a hole in the metal 
case of the terminating subsystem should be avoided. 





SHIELDED 
CONDUCTOR 


Even if the shield is soldered at this point, the practice 
is not acceptable. The technique illustrated in Fig. 4-18 
is one method that can be used without affecting the 
shielding effectiveness. 


4-1.3.5.4.3 | Connector Specifications 


In order to aid the designer in selecting the type of 
connector required and to ensure that the manufac- 
turer delivers a qualified product, several connector 
specifications are available. The following six specifica- 
tions are the most pertinent: 


1. MIL-C-5015D, Connectors, Electric, 
Type. 

2. MIL-C-26482D, Connectors, Electric, Circular, 
Miniature, Quick Disconnect, Environment Resisting. 

3. MIL-C-26500C (USAF), Connectors, General 
Purpose, Electrical, Miniature, Circular, Environment 
Resisting, Established Reliability. 

4, MIL-C-27599, Connector, Electrical, Miniature, 


Quick Disconnect (for Weapon Systems) Established 
Reliability. 


“4N” 


RECESSED 
CONTACTS 





UNSHIELDED CONDUCTOR 


Fig. 4-16. Connector for Shield Within a Shield 





MS32-101 


Fig. 4-17, Typical Connector for Handling Shielded 
and Unshielded Wires 


5. MIL-C-38300A (USAF), Connectors, Electri- 
cal, Circular, Multicontact, High Environment, Quan- 
titative Reliability, General Requirements for. 

6. MIL-C-39012A, Connectors, Coaxial, Radio 
Frequency, General Specifications for. 


4-1.3.6 Access Doors and Lids 


Breaks in the outer metal skin of a weapon system 
can result in RF susceptibility problems. Breaks should 
be held to an absolute minimum compatible with other 
overall requirements on the system. If a break or joint 
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Fig. 4-18. Method of Terminating Shielded Cable Without a Connector 


is unavoidable, then the type of closure or joining used 
is extremely important to the weapon system’s overall 
susceptibility. 

Often the weapon system designer must provide ac- 
cess to the electronic equipment located inside the sys- 
tem. The equipment itself also requires the use of doors 
or lids to facilitate servicing. In terms of RF effects, 
these access doors and lids represent breaks in the 
metal shield, and thus affect the susceptibility of the 
weapon system to radio frequency energy, static elec- 
tricity, and lightning. 


Wherever a junction appears between two surfaces, 
whether it be a door or a joint, special care must be 


exercised to prevent it from leaking RF. This is true | 


whether the object is to confine RF within an enclosure 
or to prevent extraneous interference from entering an 
enclosure. A great deal of research has gone into this 
problem by persons concerned with radio frequency or 
electromagnetic (RFI/EMI) interference, where 
RFI/EM1 is defined as any radio frequency or electro- 
magnetic signal that causes an undesirable response in 
the system under consideration. Since most of the data 
available are obtained from RFI/EMI studies, it is con- 
venient to discuss the problem from a RFI/EMI stand- 
point. The designer should remember, however, that 
the RF field densities his weapon system must be hard- 
ened against are usually several orders of magnitude 
higher than those that generate RFI/EMI. 


The definitions of terms specifying shielding effec- 
tiveness in RFI/EMI terminology are compatible with 
simple measurement techniques and relate variables 
associated with a particular set of measurement condi- 
tions. There is little justification for assuming that the 
results apply to the actual protection provided a 
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weapon system in its tactical environment except for 
conditions that are very close to those in which the 
measurements were made. 

There are two basic elements to the problem: electri- 
cal and mechanical. 


4-1.3.6.1 


Three items are commonly used when rating 
RFI/EMI shielding ability: (1) attenuation A, (2) inser- 
tion loss JL, and (3) total shielding effectiveness SE 
where 


Electrical Aspects 


SE = A + IL 
Attenuation 


(4-20) 
4-1.3.6.1.1 


Attenuation is defined as the ability of a material to 
reduce the transfer of RF energy when the material is 
inserted in the path of the energy transmission. If P; is 
a constant transmitted power from a transmitter, then 
Pz, is the received power without any shield in the path 
between transmitter and receiver. Pp, is the power at 
the receiver located inside a metallic enclosure where 
no RF gasket or other means of shielding is used. The 
decrease in signal strength due to the material, ex- 
pressed in decibels, is the theoretical attenuation of the 
material (Ref. 9). 


P. 
A = 10 log Pe 
R2 | 


4-1.3.6.1.2 Insertion Loss 

Insertion loss is that loss of radio frequency leakage 
due to the insertion of shielding material. This loss can 
be determined in the following manner. A constant 
level signal source is placed in an enclosure and the 
opening in the enclosure is gasketed with shield- 
ing material which is inserted under the pressure 
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recommended by the manufacturer. The value of the 
received signal is observed at the receiver. The shield- 
ing material is then removed and a variable attenuator, 
located between the receiving antenna and the receiver, 
is adjusted until the receiver’s output coincides with the 
readings obtained with the shielding material in place. 
The value of this attenuation, expressed in dB, is the 
insertion loss. 


4-1.3.6.1.3 Total Shielding Effectiveness 

Total shielding effectiveness (Ref. 10) is the decrease 
in RF leakage, due to the combination of enclosure and 
gasketing, expressed in decibels. 

These definitions are specialized meanings of the 


terms as applied to shielding discussion. Reference is 
made to par. 4-3.5 for a theoretical discussion. 


Average Insertion Loss, dB 





4-1.3.6.2 


If a gasket material is selected properly and is applied 
properly, electrical requirements will usually be satis- 
fied; but it must be noted that there are three basic 
design parameters involved in the mechanics of the 
gasketing problem (Ref. 11). These are: average pres- 
sure in the gasket, gasket height, and total joint uneven- 
ness. 

Fig. 4-19 shows the change in insertion loss due to 
change in pressure on the gasket. The value of 20 psi 
is an average value (after many tests with various 
materials) at which additional pressure does not pro- 
duce much additional insertion loss (Ref. 9). The type 
of joint being gasketed also affects the gasket height 
computations, because RFI/EMI gaskets take a degree 
of compression set. Joints are classified in three catego- 
ries: 


Mechanical Aspects 


suai: psi 


Fig. 4-19. Insertion Loss vs Pressure for Resilient Metal Gasket 


4-29 


AMCP 706-235 





(1) Permanently closed joints. In this situation 
compression set is of no concern. If the joint is opened 
for maintenance, a new gasket should be used for re- 
sealing. 

(2) Reclosable fixed-position joints. When mating 
surfaces always match, as with hinged doors, compres- 
sion set creates a constant, reduced “uncompressed” 
height. This makes it possible to recycle gaskets con- 
tinuously if sufficient thickness is built into the original 
gasket. 


(3) Interchangeable joints. Symmetrical cover- 
plates, for example, rarely are replaced in the exact 
position of previous closure. Thus a point of minimum 
compression may coincide with a point of maximum 
gasket compression set. This type of-joint requires the 
greatest thickness of gasket when originally installed to 
reduce the amount of compression set. Interchangeable 
joints should be avoided in RF-proof designs. 

The third design parameter, total joint unevenness, 
is important because it is used for the determination of 


Ah = dy 


AIR SPACE———- 


/ 
LISPISSLS 





the gasket height. Fig. 4-20 shows how the total joint 
unevenness A d, is determined. A simple rule of thumb 
determines the minimum gasket height for the three 
categories: 
Category (1) Gasket height equals 2 < A.d, 
Category (2) Gasket height equals 3 X Ad, 
Category (3) Gasket height equals 4 X Ad, 


Another rule of thumb that applies specifically to 
fluid gaskets can also be applied to conductive gaskets: 
the greater the compressibility, the greater the sealabil- 
ity. This principle is illustrated in Fig. 4-21 which de- 
picts a simulated joint and three gaskets. Fig. 4-21(A) 
is the joint to be closed. Gasket 1 is one half the height 
of 2 and 3, and is very resilient; gasket 3 has the same 
resiliency as 1; and gasket 2 is harder than 1. For 
simplicity, assume gaskets 1 and 3 have twice the resili- 
ency of 2. They compress 50 percent under the force 
F applied to the joint, while 2 compresses only to 75 
percent of original height. Fig. 4-21(B) shows gasket 1 
compressed to 50 percent at the point of maximum 


max 7 Th nin 
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(B) With Gasket 


Fig. 4-20. Typical Mechanical Characteristics of a Resilient Metallic Gasket 
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compression and is not sufficient to seal the joint fully. 
Gasket 2 is then inserted (Fig. 4-21(C)) but, because it 
compresses only 25 percent under the same force, its 
greater height does not result in greater sealability. In 
Fig. 4-21(D) gasket 3 is compressed SO percent, the 
same percentage as 1, since they are equally resilient. 
Because 3 is twice as thick as gasket 1, the same per- 
centage of compression results in twice the actual com- 
pression, which is enough to effect the seal. Fig. 4- 
21(D) illustrates the basic axiom of gasket design; the 
gasket must be compressible and thick enough to con- 
form to the irregularities of both surfaces under the 
applied force. 


4-1.3.6.3 


The classical shielding effectiveness equations for 
solid metal shields indicate that shielding performance 
depends on the permeability and the conductivity of the 
metal used as a shield. The same type of behavior can 
be expected, in a general way, from gasket material. 
The common procedure for selection of a gasket 
material is to select a material that would perform 
adequately as a solid shield in the frequency range and 
field conditions being considered. For example, if a 
gasket is to perform adequately in high magnetic fields 
at low frequencies, a material having a high permeabil- 
ity is usually selected. 

The absorption loss (attenuation) of various materi- 
als at 150 kHz is given in Table 4-3. Study of this table 
shows that Mu-metal and Permalloy, whose permeabil 
ity is approximately 80,000, offer the highest attenua- 
tion at low frequencies to both magnetic and electric 
fields. These theoretical attenuations cannot be ob- 
tained if the material is driven into magnetic saturation; 
however, in gasket material selection this fact is usually 
ignored. In selecting a gasket material, the several ma- 
jor points to consider are: 


a. Material should be compatible with mating sur- 
face. 


b. Material should be corrosion resistant. 


c. Material should be ferrous if intended for at- 
tenuating low frequencies. 


d. Material should have good physical properties. 


e. Material should have the highest possible con- 
ductivity compatible with its use. 


Material Selection 


The relative properties of three widely used knitted | 


wire mesh materials are shown in Table 4-7. 

Various materials have been used to combine resili- 
ency and conductivity. Some of the more common 
materials are tabulated in Table 4-8 with their chief 
advantages and chief limitations. 


There is available to the designer various manufac- 
turers’ handbooks and catalogues which illustrate the 
form and type of gasketing material the manufacturers 
can supply along with specific information as to me- 
chanical, electrical, and corrosion properties of the gas- 
ket materials. The list includes the following: 

a. Primec Corporation, Los Angeles, California: 
“electroknit” mesh, strips and gaskets, monel, alumi- 
num, and silver plated brass. 

b. Technical Wire Products, Inc., Cranford, New 
Jersey: strip matting, formed gaskets, shielding tape, 
fluid and shielding gaskets, felts, monel, aluminum, 
silver plated brass (Ref. 12). 

c. Magnetic Metals Company, Camden, New Jer- 
sey: tubing, tape, and foil. Nickel iron alloys, silicon 
iron alloys, low carbon steel, copper. 

d. Metex Corp., Edison, New Jersey: metallic 
sheath, honeycomb panels, feltex material, mesh strip, 
knitted wire. Aluminum, monel, silver-plated brass. 


4-1.3.6.4 RF Gasket Design 
When it is necessary to join several parts of a com- 


plete shield, the first consideration should be to mini- 


mize the number of joints. The next most important 
requirement is that a continuous metal to metal contact 
be maintained along the joints. To achieve this, the two 
sv faces in contact should be free of oxides, grease, dirt, 
aut warping. If bolts or screws are used, a sufficient 
number are required to ensure high pressure at contact 
points furthest away from the bolts or screws (see par. 
4-1.3.8.1.2). 

Lack of stiffness of mating members produces distor- 
tion of mating surfaces, which results in bulging and 
insufficient pressure for maintaining good electrical 
contact. The design of these joints can be facilitated by 
the use of conductive gaskets. Such gaskets include 
textile gaskets and knitted wire mesh which are availa- 
ble in many different materials such as copper, monel, 
silver-plated brass, aluminum, and beryllium copper 
(see par. 4-1.3.6.3 for company listings). These gaskets 
can be combined with or imbedded in rubber or plastic 
to serve as water-, air-, and oil-seals as well as impene- 
trable interference shields. Examples of typical mount- 
ing methods are shown in Fig. 4-22, and various availa- 
ble configurations of gaskets are shown in Fig. 4-23. 

Another type of gasket frequently used (Fig. 4-24) is 
fingerstock. This is a multiple joint spring-loaded con- 
tact with serrated fingers, which is a very efficient 
method of obtaining continuity. The serration gives 
enough spring pressure at the points of contact for 
electrical continuity. Materials used for fingerstock in- 
clude beryllium copper, phosphor bronze, sheet metal, 
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TABLE 4-7 


PROPERTIES OF TYPICAL GASKET MATERIALS" 


Compatibility Conductivity 
Gasket Corrosion With Aluminum In Presence Resistance Tensile Surface 
Material Resistance or Magnesium Intrinsic Contact of Corrosion To Set Strength Hardness 





Monel 
SilverePlated 


where 1 is the most desirable material 
2 is a compromise 
3 is the least desirable material 


Reprinted from Ref. 14. Used by permission. 


TABLE 4-8 
CHARACTERISTICS OF CONDUCTIVE GASKETING MATERIALS 


Chief Advantages Chief Limitations 


Compressed Most resilient all-metal Not available in sheet form 
knitted wire gasket (low flange pres- (Certain intricate shapes 
sure required). difficult to make). 

Most points of contact. Must be 0.040 in. or thicker. 
Available in variety of 
thicknesses and resilien- 
cies. 










































Very low resiliency (high 
flange pressure required). 


Combines fluid and conduc- 
tive seal. 

Thinnest gasket. 

Can be cut to intricate 
shapes. 





Aluminum screen 
impregnated with 
neoprene 








Soft metals Cheapest in small sizes. Cold flows, low resiliency. 















Foil cracks or shifts position. 
Generally low insertion loss 
yielding poor RF properties. 


Takes advantage of the 
resiliency of rubber. 


Metai over 
rubber 





















Practically no insertion loss, 
giving very poor RF properties. 


Combines fluid and conduc- 
tive seal. 






Conductive 
rubber 








Easily damaged. 
Few points of contact. 


Best suited for sliding 
contact. 


Contact fingers 







Reprinted from Ref. 14. Used by permission. 
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Gasket 3 in Simulated Joint 


Copyright Filtron Co. Used by permission. 


Fig. 4-21. Gasket Compressibility vs Sealability'’ 
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Fig. 4-22. Typical Mounting Methods'* 
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Fig. 4-23. Various Gasket Configurations 
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CHAPTER 5 


TECHNIQUES USED TO EVALUATE WEAPON SYSTEMS 


The problem of protecting a weapon system against 
radio frequency energy, lightning, and static electricity 
is complex. Even if the designer knew how to design 
each circuit to make it secure it is unlikely that the final 
design could incorporate all of these ideas. There usu- 
ally are compromises somewhere in the design because 
of weight, size, cost, or incompatibility with other cir- 
cuits. Also, there will be changes that occur in the 
production of the system, small changes which the 
manufacturer does not realize will affect RF suscepti- 
bility. The result of the accumulation of changes is a 
final product that is not as RF-hardened as the designer 
originally envisioned. 

The users of weapon systems are aware of this prob- 
lem and have set up certain test facilities to help deter- 
mine the susceptibility of these systems. Subsystems 
and materials can be evaluated before being assembled 
into the final system. Those that fail to meet specifica- 
tion should be modified and then retested. This proce- 
dure can be repeated until the subsystem or material is 
found acceptable. This chapter is devoted to briefly 
describing the systems that the Army has available for 
susceptibility testing. Several reports on weapon sys- 
tems are listed in the Bibliography which the designer 
can consult for insight on how these tests are con- 
ducted. 


5-1 RADIO FREQUENCY TEST 
PROGRAM 


The evaluation of the radio frequency susceptibility 
of a weapon system can be treated in two ways: (1) 
testing of individual components and subsystems, and 
(2) evaluation of the complete system. There are several 
factors to be considered when determining whether a 
complete system should be evaluated rather than in- 
dividual components or subsystems. Individual subsys- 
tems and components are smaller; therefore, they are 


simpler to handle than a complete system, failure is 
easier to pin-point since only one unit is involved, and 
the environment can usually be more accurately con- 
trolled on a small scale. Evaluating the complete sys- 
tem has an advantage in that the testing is being per- 
formed on the system as it is actually used. The next 
several paragraphs discuss why and how these tests are 
run. 


5-1.1 RADIO FREQUENCY SUSCEPTIBILITY 


OF COMPONENTS 


The parts of a weapon system that should be consid- 
ered from a radio frequency hazard standpoint are the 
electroexplosive systems, electronic circuits or guid- 
ance subsystems, and the propulsion subsystem. The 
individual components of a subsystem respond differ- 
ently to a given RF stimulus and, therefore, require 
different testing techniques. The test procedures which 
follow are developed to help obtain information on the 
RF susceptibility of these components. 


5-1.1.1 Electroexplosive Systems 


One of the components in the electroexplosive sys- 
tem that is usually considered susceptible to external 
energy is the electroexplosive device. Par. 4-3 presents 
a detailed discussion of electroexplosive devices, and 
lists those (Table 4-17) that have been evaluated for RF 
sensitivity. A portion of this chapter gives the designer 
a brief idea as to how these electroexplosive devices are 
evaluated. 


The designer is usually supplied with data on the 
all-fire current and the no-fire current of the EED. If 
not, he should refer to the sources listed in par. 4-3.1.2. 
The all-fire current is used to establish the magnitude 
of current that must be supplied from the power source 
for reliable initiation of the EED. The no-fire current 
is that current which sets the safety level for the circuit. 
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To allow for system and measurement uncertainty, a 
value of 10 dB below the no-fire level is used. Under no 
conditions should currents greater than this no-fire 
level appear in the circuit prior to firing. If they do, the 
circuit cannot be considered safe. This type of reason- 
ing is carried over into RF susceptibility except that 
power is used as the hazard criterion. Conversion to 
power is necessary since it is the only parameter that 
can be accurately measured from dc to 10 GHz. Volt- 
age and current measurements are difficult and, in 
most situations, meaningless at high frequencies since 
the impedance at the point of measurement is usually 
unknown. A thermocouple used to sense the heat in a 
bridgewire ts actually measuring power even though it 
is calibrated in terms of dc current. 

An approximation of the EED’s power sensitivity 
can be achieved by using the EED’s dc bridgewire re- 
sistance R and its current J to compute power P from 
P= /*R. Typical curves of EED’s sensitivity to RF are 
shown in Figs. 4-59 and 4-60. In order to obtain the 
all-fire level and the no-fire level, the devices are usu- 
ally evaluated using the Bruceton Technique (Ref. 1) or 
the Probit Technique (Ref. 2). 


For the system designer the 0.1% firing level is the 
most important datum when considered from a harden- 
ing viewpoint. This 0.1% firing level designates where 
there is a 0.1% probability that a given EED will fire. 
The 0.1% power level sets the maximum amount of 
power that the circuit containing the EED can pick up 
without the EED being considered in a hazardous con- 
dition (Ref. 3). It must be remembered that this 0.1% 
level is obtained statistically and represents the possi- 
bility that one out of a thousand items will fire when 
exposed to this level. As mentioned previously, to per- 
mit a safety factor to be placed on this 0.1% level, it 
has become standard practice to designate the no-fire 
level as 10 dB below the 0.1% level. 

The two test methods most commonly used for EED 
evaluations are the Bruceton and the Probit. Of these, 
the Bruceton is more widely used since it can usually 
be conducted with a smaller quantity of devices. How- 
ever, in instances where confirmation of an estimated 
probability at one particular level is required, the Pro- 
bit test is preferred. 


9-1.1.1.1 


$§-1.1.1.1.1 


The Bruceton type of statistical testing is an experi- 
mental procedure that established sensitivity character- 
istics of components. With this technique the length of 
time that the stimulus is applied to the component 
under test is fixed while the magnitude of the stimulus 


&2 


Techniques 


Bruceton Technique 


is either raised or lowered by a fixed increment before 
each individual test, depending upon whether the 
preceding observation produced a function or a non- 
function. As an example, suppose that the voltage 
breakdown level for a group of capacitors is being de- 
termined, the test procedure would consist of the fol- 
lowing steps: 

a. Choose a stimulus level A to which the first 
specimen will be exposed. 


b. Choose a positive incremental difference d. 


c. If the first specimen breaks down when exposed 
at h, the second specimen is exposed at the next lower 
level h — d. If the first specimen does not break down 
the second specimen is exposed at the next higher level 
h+ d. 


d. The test is continued for the desired number of 
specimens, the stimulus for each device being stepped 
down or up one level, according to whether the previ- 
ous one did or did not break down. In this manner one 
obtains a sequence of functions (X) and nonfunctions 
(0) from which can be derived a mean (50%) level and 
standard deviation. 


From a statistical analysis the prediction is obtained 
of the maximum voltage at which these capacitors 
should be rated. A sample Bruceton test form docu- 
menting the results of a test on an EED is shown in Fig. 
5-1. 


§-1.1.1.1.2 Probit Technique 


A typical example of a Probit analysis follows. Con- 
sider the data on p. 5-5 obtained from evaluating 
EED’s (or any other component) at several power lev- 
els where X represents initiation (function) and 0 a 
nonfire (nonfunction). 

Plotting these data for percent firings versus power 
input and drawing a line through the points, the graph 
in Fig. 5-2 is obtained. Since the data points do not fall 
in a straight line, a judgment has to be made concerning 
where to draw the line. Values taken from this es- 
timated line and the original test data can be entered 
into a set of equations that will generate a new line that 
will present the best mathematical fit for the experi- 
mental data. Once this second line is drawn, an esti- 
mate of any firing level can be made. 

The Probit techique is ordinarily used where one’s 
interest is in specific probability levels. By expending 
greater quantities of EED’s at or near the level of inter- 
est the estimate of the level is improved. If, for example, 
the 90 percent probability level is accurately required, 
then the majority of the items would be tested around 
this level. By so doing, an accurate determination 
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POWER LEVEL, 





NO. FIRED, 
W TEST RESULTS 7o 
1 00000000000000 X00000 5 
5 0X0000 X000 20 
9 XOXOXOX XOX 60 
15 XXXOXO0X0X XOOXXO0OXXXxX 65 
ZL XOXXXXXXXO0OXX XOX 75 


would be made at this level, at the expense of informa- 
tion at other levels. 

If tests are planned for extreme levels (99%, 1%) 
many samples will be required. The actual quantity 
required to insure that both fires and nonfires will be 
observed can be estimated by a binomial! distribution 
(Ref. 4). 

In its application to RF testing, the Probit method 
is infrequently used due to the limited amount of hard- 
ware usually available. There are, however, certain 
conditions under which it is desirable: (1) accurate esti- 
mate of a single point, and (2) recovery of data from a 
Bruceton test that was found to have errors in the 
assigned levels. These can be put in chart form and 
plotted as a Probit. 


§-1.1.1.2 


The basic equipment (Ref. 5) used in performing RF 
sensitivity tests is shown in Fig. 5-3. The RF generator 
supplies power to the transmission line while both the 
forward and the reflected power in the line are moni- 
tored. A switch permits the selection of either a stand- 
ard termination (a fixed load which is capable of ab- 
sorbing all of the incident power) or a termination 
consisting of a matching network followed by the EED 
in a specially designed mounting fixture. A chrono- 
graph determines functioning time. It is started by the 
application of the RF power and stopped by a signal 
from a flash detector. Other components include a vari- 
able attenuator to adjust the power delivered to the test 
specimen and the instrumentation needed for system 
calibration. 

It is mandatory that the impedance of the specimen 
under test by transformed or matched to the 50-ohm 
impedance™* of the system. This is done by a matching 


Evaluation Equipment 


* There are two reasons for using 50 ohms as the standard: (1) 
most of the equipment onthe market is 50 ohms, and (2) low 
impedance systems, such as 2-ohm strip line, are very lossy 
due to the use of a solid dielectric rather than air. 


network consisting of variable reactive elements which 
may be either lumped or distributed, depending on the 
test frequency. 

When the matching network is properly adjusted, 
there is no reflected power in the transmission line 
preceding the matching network (see par. 4-4 for a 
discussion of impedance matching). A null in the re- 
flected power indicator shows that a match has been 
obtained. If the component losses in the matching net- 
work are small enough to be neglected, it can then be 
assumed that all of the incident power will be absorbed 
by the electroexplosive device. 

While making the matching adjustments, very low 
power levels are used so as not to alter the characteris- 
tics of the device under test. A satisfactory match is 
assumed when the reflected power is less than 1% of 
the forward power. In setting the power to the full test 
level, the fixed load is used. The test exposure ts started 
by diverting the power flow from the fixed load to the 
matched EED. The incident power level does not 
change during this operation since the input impedance 
of the fixed load is identical to that of the transmission 
line terminated by the matched EED, thereby leaving 
circuit conditions effectively changed. 

Matching elements whose loss is negligible when cor- 
recting a 2-to-1 mismatch cannot be assumed lossless 
when the mismatch reaches a value of 10-to-1 or more, 
a situation which exists with most EED terminations. 
For this reason it is important in each situation to 
correct for these losses. The slotted line and variable 
probe indicated in Fig. 5-3 are used to obtain a correc- 
tion factor that accounts for the loss in the matching 
network. 


Electronic Circuits or Guidance 
Subsystems 


5-1.1.2 


The only test program that exists for electronic cir- 
cuits is that contained in MIL-STD-461 and MIL- 
STD-462 (see Table 6-1) which are radio frequency 
interference specifications. Two portions of these 
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specifications are of interest for this work: (1) the ra- 
diated susceptibility, and (2) the conducted susceptibil- 
ity. Under the first condition the circuit under consid- 
eration is irradiated by specified electromagnetic fields 
from 0.1 MHz to 10 GHz. To be considered not suscep- 
tible, the performance of the circuit must be unaffected 
by this exposure. The second test, conducted interfer- 
ence, consists of actually connecting the RF source to 
the power leads of the circuit. Once again the criterion 
for satisfactory operation is that the RF shall not affect 
the operation of the electronic circuit. 

The field intensity specified by these two documents 
was not developed for the purpose of ascertaining the 
damage to a circuit under high intensity irradiation; the 
levels used are for interference malfunction determina- 
tions. Most subsystems such as receivers, amplifiers, 
servos, computers, etc., are required to meet MIL- 
STD-461 and MIL-STD-462; however, if the designer 
wishes to know how these electronic systems will func- 
tion in an electromagnetic environment 100 times 
greater than that called for in these specifications, spe- 
cial tests will have to be specified. Tests of this type can 
be performed at certain Army facilities. These facilities 
and how the tests are performed are discussed in par. 
5-1.2.2. 


§-1.1.3 Propulsion Systems 


The effect of radio frequency energy on propulsion 
systems appears to be negligible. No record of initiation 
or degradation has been reported since missile systems 
came into use. The one exception that should be noted 
is the situation where an EED is used to ignite the 
propulsion system. Under this condition the sensitivity 
level as defined in par. 5-1.1.1 should be used. 


9-1.2 RADIO FREQUENCY SUSCEPTIBILITY 


OF A COMPLETE SYSTEM 


With all of the complicating and generally uncon- 
trollable factors, how then can one evaluate the poten- 
tial RF hazard to a complete system? The answer at the 
present state-of-the-art is that it cannot be done with 
great precision for anything but a very specifically de- 
fined case; however, two methods are now in general 
use that can give a qualitative answer. 

The first method is the application of analytical tech- 
niques to the system to determine the extent of RF 
hazard. This approach in its present form has two dis- 
tinct advantages: (1) properly conducted the results are 
always on the safe side and, should it be demonstrated 
by this approach that a system is safe in a given field 
and at a specific frequency, its safety can practically be 
guaranteed; and (2) the analysis is reasonably inexpen- 


sive. The main expense comes from the fact that to 
perform the analysis properly the RF sensitivity of the 
device terminating the system must be determined. The 
exception occurs when the circuits are so well designed 
from an RF standpoint that it can be demonstrated 
analytically that protection levels are so large that the 
sensitivity of the terminating device is not a factor after 
installation in these circuits. The main objection to the 
present analytic method is that it can place unusually 
stringent restrictions on the circuits so that only the 
very well designed systems can be shown to be safe; in 
other words, the safety factor afforded thereby can be 
unreasonably large. This method is in wide use by the 
Air Force and was used extensively to evaluate ord- 
nance circuits in both MINUTEMAN II (Ref. 6) and 
AGENA D (Ref. 7). The Army has used this approach 
on a limited scale; an example is the SPRINT program 
(Ref. 8). 

The second method, stated briefly, is to irradiate 
directly the system in question with a variety of high- 
powered transmitters and to observe the RF levels that 
arrive at the component or subsystem under test. The 
method is appealing, although expensive, since it is a 
direct approach which appears to simulate the actual 
conditons that will occur. But, while such tests are 
often used and have a definite place in the scheme of 
things, there are disadvantages that should be noted. 
The chief weaknesses of the method include 
inadequacy of present RF detectors, inability to deter- 
mine field strengths accurately, and the risk of assum- 
ing that tests on one or two systems can be extended to 
all such systems. 

To minimize the effect of these various problems, 
irradiation tests are often conducted with an arbitrary 
safety factor added to the acceptable RF pickup at the 
detector (see par. 5-1.1.1). In addition, it should be 
recognized that the only positive result of a field. ir- 
radiation test is to demonstrate that a hazard exists for 
the system being irradiated at certain frequencies, ir- 
radiation angles, polarizations, and orientations of the 
irradiating antenna. Specifically, a field irradiation test 
can never assure complete RF safety since only a finite 
number of frequencies, polarizations, etc., can be tested 
from the literally infinite number of situations that can 
develop in the actual use of the system. Part of this 
problem can be resolved by using swept frequencies. 
Properly conducted field tests, however, can give con- 
siderable assurance regarding RF safety. 


5-1.2.1 Analytical Technique 


The procedure for establishing the extent of the RF 
hazard to any system by means of the analytic method 
1S: 
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a. The RF sensitivity of the particular device, sub- 
system, or system is determined over the entire fre- 
quency range of interest, for both continuous wave 
(CW) and pulsed RF signals and for ail possible modes 
of damage such as through the regular leads or between 
the leads and the case or any other damage mode. 


b. The details of the actual physical systems are 
established by using circuit and wiring diagrams; obser- 
vation of the actual systems; observations and discus- 
sions of the handling, installation, and checkout proce- 
dures; and discussions with the engineers directly 
concerned. These details include such things as length 
of cables, locations of wiring breakouts, and separation 
between leads and the ground plane. 


c. Mathematical models are constructed which 
closely resemble the actual wiring systems, and which 
can be handled with analytic techniques. These models 
are constructed for all phases of the problem; i.e., han- 
dling, check out, and installed. In the situation involv- 
ing EED’s, for example, pin-to-pin, pins-to-case, and 
bridgewire-to-bridgewire effects are also considered. 
All known parameters of the circuits are used such as 
the length of unshielded portions, and the physical 
shape. Whenever a parameter cannot be properly de- 
fined, a worst case assumption is made. For example, 
it is normally assumed that a given circuit is oriented 
with respect to the RF field for maximum pick-up of 
energy; that the entire circuit is in a simple plane; and 
that all impedances in the circuit are matched for op- 
timum pick-up and transfer of energy. 


d. The mathematical model is analyzed to estab- 
lish the amount of RF energy that can be extracted 
from any incident RF field and subsequently trans- 
ferred to the device under consideration. The analysis 
gives, for a particular circuit, a quantity known as “ap- 
erture” a measure of ability to pick up energy. The 
aperture as a function of frequency plot can be applied 
to any assumed field intensity. 


e. For any assumed field intensity and frequency 
the amount of RF energy that could be delivered to the 
device being considered is obtained by the product of 
the incident power density and the aperture, and this 
value compared with its RF sensitivity. The degree of 
potential hazard is thereby established. Under the as- 
sumptions which are made, an indicated safe condition 
should be quite safe; an indicated hazardous condition 
may or may not be hazardous. 


These data are usually presented graphically and in 
such a manner that as long as the same circuits and test 
items are employed, the analysis can be immediately 
applied to any change, present or future, in the incident 
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field densities. Only those circuits which are completely 
different need be analyzed; for example, in the case of 
redundant circuits only one analysis need be conducted 
if the two circuits are similar. 

This approach is often designated a worst case anal- 
ysis, however, it should be noted that this is a mild 
misnomer. In actual fact, all of the known or reasona- 
bly obtained data bearing upon any circuit is used. For 
example, such details as actual sizes of loops, length of 
unshielded wire runs, separation distance of cable from 
frame, RF sensitivity and impedance of terminating 
device, quality of shielding material used, and attenua- 
tion provided by switches and arming devices used in 
the circuit are carefully determined. Actual values are 
used in the calculations wherever possible. On the other 
hand, those characteristics which could be variable 
from vehicle to vehicle or are very expensive to deter- 
mine are assumed to be at their worst. For example, 
orientation of all circuits is assumed to be optimized in 
the incident field, impedances throughout the circuit 
are generally assumed to be matched in such a manner 
as to give maximum transfer of RF energy to the ter- 
minating device, RF pickup from all loops is assumed 
to be in phase, and missile skins (except under unusual 
circumstances) are assumed to offer no attenuation. 
Experience has shown this last assumption to be quite 
valid. 7 

As a result, the analysis produces values of RF power 
delivered to the termination which are always on the 
conservative side, occasionally by rather large 
amounts. This leads to the statement made earlier-.e., 
if under the worst case approach a system is found to 
be safe, it is most likely quite safe; if on the other hand 
a hazard is indicated, the system may still be safe. 

Three additional points should be noted, however. 
First, experience has shown that if the weapon system 
is considered to be exposed to a wide frequency band 
there is a good probability that at some point in the 
frequency spectrum the worst case assumptions will 
come close to being satisfied, and the analysis and the 
real conditions will come close to coinciding. Second, 
attempts to assign probability values to the worst case 
assumptions so as to modify the worst case analysis are 
extremely difficult to accomplish in any meaningful 
manner. Even if sufficient data were obtained in one or 
two systems to permit assignment of such probabilities, 
the next system may be so different that practically all 
of the former data is not applicable. Third, systems 
carefully designed with the RF hazard problem in mind 
will generally be shown to be safe by even this worst 
case analysis. Only those circuits which have serious 
deficiencies in this respect tend to fail and these circuits 
should in general be corrected anyway. 
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9-1.2.1.1 


The purpose of the paragraphs which follow is to 
describe in detail the mathematical procedures neces- 
sary to conduct an RF analysis on a system. 

Before proceeding, a few of the general considera- 
tions should be stated. The object of the analysis is to 
determine the maximum amount of power which can 
be delivered to any particular failure mode of the device 
under consideration. It is assumed that the incident RF 
field is essentially TEM; i.e., far field. Under these 
conditions the power density PD can be expressed as 


Detailed Analysis Procedures 


lel’ 
Z, 





Pp = |PD| = | x FT = |#| Z, (5-1) 


where 
PD = power density, W/m’ 
|PD| = power density, absolute, W/m? 

E = electric field, V/m 

H = magnetic field, A/m 

Z, = impedance of free space, 377 2. 
The bars above the letters indicate vector notation. 

With an incident TEM field, the basic antenna for- 
mulas can be applied and the hazard expressed in terms 
of the effective aperture Ae which is defined by 
WwW 


Ae = — , m? 
°* Pp’ 


(5-2) 
where 
Ae = effective aperture, m? 
PD = power density, W/m? 
W = power dissipated in the antenna 
load, W 
This concept of aperture is used in all the analyses 
which follow. 
A general equation (Ref. 9) for expressing the effec- 
tive aperture is 


V? Ro 
| PD (Rp + R, + R,)* + (X, + x) 


where 


Ae= 





V = total voltage induced in the 
antenna, V 
Rp = radiation resistance, 2 
loss resistance of the antenna, 
2 
R; = termination resistance, 2 
X, = termination reactance, 0 
X, = antenna reactance, 
This basic equation is used to formulate many of the 
analyses. 


a 
l 


(5-3) 


In an actual computation the effective aperture must 
be calculated for each frequency of interest using the 
applicable equations. If the product of the effective 
aperture and incident power density at any given fre- 
quency is now formed, the result is the actual RF power 
delivered to the load under the assumed conditions. 
This value can then be compared with the sensitivity of 
the terminating device at that frequency to establish the 
possibility of RF susceptibility. 

It is important to restate that the most important and 
necessary part of the analysis is to properly character- 
ize the antennas represented. Experience has shown 
that the majority of present weapon system circuits fall 
into one of two categories. The first of these is the 
circuit which contains breakout of the shields going to 
circuit boards, through bulkhead connectors, or to 
other circuits. Most of these breakouts can be charac- 
terized as loops of varying dimensions. The second type 
is the circuit which is completely shielded from end to 
end and through 360° i.e., circumferentially. The para- 
graphs which follow will treat these two possibilities. 


§-1.2.1.2 Circuits With Shielding Gaps 


Let us consider an ordnance circuit of a typical 
weapon system. Many EED firing systems use shielded 
cables between the S&A device and the EED, or if no 
S&A unit is used, between the timers or firing switches 
and the EED. For such circuits the first assumption 
used in arriving at the antenna models to be used is that 
the power coupled to the EED firing mode impedances 
through the braided shield of the cables is negligible in 
relation to that coupled to these impedances by the 
nonshielded portions of the wiring. In consequence, the 
models chosen represent the physical characteristics of 
the gaps or breaks in the shielding. Fig. 5-4 diagrams 
a typical break or gap in a shielded firing lead, and Fig. 
5-5 diagrams the equivalent antenna model used for 
this gap. The dimensions given are representative of 
commonly used separation switches, 1.e., switches that 
isolate EED’s from firing units. 

The impedances Z;, and Z,, are considered to be 
completely unknown while Z,, and Z,, represent the 
firing mode impedances (pin-to-pin impedance Z,, and 
pins-to-case impedance Z,.) of the EED transformed 
along the connecting lines to the separation switch. The 
models for pin-to-pin and pins-to-case pickup are thus 
seen to be, for the lower frequencies at least, small loops 
loaded with the indicated impedance. Further, assume 
that the transmission lines formed by the shielded ca- 
bles that connect the gaps and the EED are lossless. 
This is to be expected since these cables are constructed 
of good conductors and good insulators, and the gap 
length will be small. 
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Fig. 5-4. A Typical Shielding Gap Configuration 
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Fig. 5-5. Basic Antenna Model for a Shielding Gap 


Once the loop has been reduced to its diagrammatic —§ where 


representation as shown in Fig. 5-5, the aperture for Ae = effective aperture, m’ 
this loop can be calculated from the same equations as Aem = maximum aperture, m? 
developed before. For wavelengths up to twice the Ar = area of loop, m? 
perimeter of the loop, Eq. 5-4 applies. For shorter R; = termination resistance, ohm 
wavelengths, Eq. 5-5 applies. D = directivity (ratio of maximum 
4 5 radiation intensity to average 
Ae = 46 7 x 10° (7) (5-4) radiation intensity), 
n2>- R - dimensionless 
A = wavelength, m 
2 These methods predict the maximum possible aper- 
Da é 
Aem = oy (5-5) ture of a single loop across the frequency range of 


interest. If more than one loop exists in the same firing 
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circuit the composite aperture of the combined loops is 


obtained, at all frequencies such that 24< A, from 
Aec = 4.67 x_10° (Ar, + Ar, + Ar, + (5-6) 
naz Ry 
po PAL Pick t Ary’ 


where Aecis the composite effective aperture of ” loops 
and Ar, is the areaof the mth loop. This result reflects 
the fact that the methods employed in this frequency 
range are based on a maximum voltage and, since the 
voltage contributions of the individual loops could add 
in phase, they must be considered as a worst case possi- 
bility. In fact, at the lower frequencies where the wave- 
lengths could be considerably longer than the circuit 
considered, this is a distinct possibility. 

At the higher frequencies such that 24> A a similar 
procedure must be used; here the composite aperture is 
calculated from 


Aec = | /Aem, + / Aem, + 
72 
+ / Aem, + ... + /aen,] 


where Aerng is the maximum aperture of the gth gap 
and Aec is the composite aperture of 7 gaps. 

Fig. 5-6 shows the pin-to-pin aperture computed by 
these methods for a small shielding gap in a 6.4-0 (dc 
resistance) EED firing circuit. The geometry. of the gap 
is shown on the figure. 


§-1.2.1.3 


Fig. 5-7 is a schematic drawing of a simple system 
configuration taken from a weapon system. Fig. 5-8 is 
an approximation of this configuration shown as a sim- 
ple loop, and finally Fig. 5-9 shows the antenna con- 
figuration for analysis derived from the actual circuit. 
R, is the dc resistance of the EED. 

The antenna configuration is a single loop; therefore, 
Eq. 5-4 can be used to compute the aperture for all 
wave lengths up to A = 2 times the perimeter of the 
loop, i.e., for all wave lengths up to 76 cm or a fre- 
quency of 395 MHz. Above this frequency Eq. 5-5 is 
used. For each frequency of interest, and sufficient fre- 
quencies should be chosen to define the curve, one must 
calculate an aperture using the appropriate equation. 
Fig. 5-10 is a plot of such calculations made for the 
circuit under consideration. 

The final step consists of using this aperture versus 
frequency data to produce a plot of RF power received 
at the EED as a function of the RF field incident on the 
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Example of an Evaluation 


system and to compare this RF pick-up with the RF 
sensitivity of the EED (refer to par. 4-3.1). Fig. 5-11 
shows such a plot where the incident RF power density 
was assumed to be 2 W/m? up to 50 MHz and 100 
W/m? above 50 MHz. The data for this plot were 
obtained by multiplying chosen points on the aperture 
curve of Fig. 5-10 by the assumed incident power den- 
sity at the same point. Superimposed on the power 
pick-up curve of Fig. 5-11 is the RF sensitivity curve 
of the EED used in the installation. The conclusion one 
would draw from this plot is that, should this system 
be exposed to 100 W/m? fields across the frequency 
spectrum from 10 MHz to 10° MHz, safety could be 
guaranteed on the basis of the analysis only from 10 
MHz to 80 MHz and from approximately 1600 MHz 
to 8500 MHz. | 


5-1.2.1.4 


The situation where circuits are completely shielded 
with no gaps is desirable and it should be noted im- 
mediately that when this is done there is rarely any RF 
hazard problem involved with such circuits. However, 
it is sometimes necessary to demonstrate by analysis 
that such is the case. This situation is covered in detail 
in par. 4-1. 


Completely Shielded Circuits 


9-1.2.2 


The Army has two facilities that can be used to 
irradiate a complete weapon system. One of these facili- 
ties is located at White Sands Missile Range, New Mex- 
ico, and the other is located at Picatinny Arsenal, 
Dover, New Jersey. Both of these facilities can supply 
RF power from below | MHz to 10 GHz at very high 
power levels. 


a. White Sands RF Facilities 


Irradiation Technique 


Tests for determining the RF susceptibility of a com- 
plete weapon system can be conducted at the White 
Sands Missile Range. Fig. 5-12 shows a part of the 
SPRINT missile being irradiated by a low-frequency 
field at this facility. The frequency spectrum and the 
field intensity available at White Sands are documented 
in Fig. 5-13. These data were obtained early in 1968 
and are constantly changing as new equipment is ad- 
ded. 


b. Picatinny Arsenal RF Facilities 


The RF hazard facility located at Picatinny Arsenal, 
Dover, New Jersey, is capable of generating the electro- 
magnetic fields recorded in Fig. 5-14 (Ref. 10). A 
photograph of the facility looking toward the building 
that houses all of the power generators is shown in Fig. 
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Fig. 5-7. Schematic Drawing of System To Be Analyzed 
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Fig. 5-8. Loop Approximation of System Shown in Fig. 5-9, Antenna Configuration for Evaluation 
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Fig. 5-10. Aperture of Loop Configuration at Paddle (Pin-to-pin Mode) 
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Fig. 5-12. SPRINT Missile Being Irradiated 
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Fig. 5-13, Radiation Environment Available at White Sands Missile Range 
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Fig. 5-14, Radiation Environment Available at Picatinny Arsenal 
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5-15. The facility includes a large ground plane in the 
center of the radiation pattern. 

The dashed line in Fig. 5-14 represents the RF envi- 
ronment capability of the simulation chamber. The ca- 
pability of the simulation chamber is as follows: A field 
intensity of 100 V/m is obtainable from 300 kHz to 3 
MHz at a field impedance of either 377 ohms or 4,000 
ohms; a 266 V/m field may also be obtained at a field 
impedance of 40 ohms. A transmitter is being procured 
to extend this simulation chamber capability down to 
500 Hz. This chamber, shown in Fig. 5-16, is designed 
to produce a uniform field pattern so that a component 
or a system placed inside the chamber will be irradiated 
uniformly. The system is designed to accommodate 
weapon systems with major dimensions of 15 ft al- 
though items as large as 60 ft can be accommodated 
with certain limitations. 

A list of reports generated by Picatinny Arsenal! deal- 
ing with the RF susceptibility of weapon systems is 
contained in the Bibliography. 

c. Naval Weapons Laboratories RF Facilities 


The Navy has a facility located at the Naval Weap- 
ons Laboratories, Dahlgren, Va., for irradiating 
weapon systems with RF energy. This range may also 
be used by the Army for irradiation tests. A unique 
feature of this facility is the large metal ground plane 
(240 ft by 100 ft) located in the center of the radiation 
pattern (Ref. 11). 


5-1.3 DETECTORS FOR RADIO FREQUENCY 
AND STRAY VOLTAGE HAZARD 


IDENTIFICATION 


Irradiation tests performed on a weapon system can 
either damage or impair the later functioning of a par- 
ticular component. If damage occurs, then the system 
is said to be vulnerable—at least to that frequency and 
field intensity that caused the damage; however, if no 
damage is noted, the question remains as to how close 
the test levels came to the damage point. To answer this 
question, components are instrumented to measure the 
amount of RF power being delivered to them when the 
System is irradiated. Tests are usually conducted at 
field intensities below that which damages the compo- 
nent or subsystem. 


5-1.3.1 


§-1.3.1.1 Purpose of Detectors 


In the study of the hazardous effects of RF energy 
on EED’s, detectors capable of revealing quantitative 
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information about the effects of an incident RF field 
have played an important role. 

The most useful type of detector is the type that is 
used in a circuit in conjunction with or in place of an 
EED to determine the quantity of RF energy that 
would arrive at the device under a given set of RF input 
conditions. Such detectors are extremely valuable, both 
in the laboratory and the field. In the laboratory and 
field they can be substituted for live EED’s for such 
tasks as determining the response of the test items at 
levels far below that which would normally cause any 
observable reaction in the live devices. 


5-1.3.1.2 


Several types of detectors have been or are being 
developed for use with simulated (inert) EED’s. Most 
of these would be applicable to other types of electrical 
components as well. RF detectors may be broadly di- 
vided into two classes: (1) those that detect heat, and 
(2) those that detect voltage. The paragraphs which 
follow contain a general discussion of several types of 
detectors now in use or under consideration for use. 
Table 5-1 compares these detectors on the bases of 
sensitivity, pulse response, and instrumentation re- 
quired. 


Types of Detectors 


a. Heat-sensing Detectors: Heat-sensing detectors 
are used primarily to detect the rise in temperature of 
a bridgewire caused by dissipation of RF energy in the 
bridgewire. The following are typical of the present 
State-of-the-art developments. 


(1) The Clairex CL-404 detector is a cadmium 
sulfide cell, with a peak spectral response at 
0.68 micron and extends beyond 1 micron 
into the infrared. As radiation from the 
bridgewire falls on the cell, the cell’s resist- 
ance decreases. In most cases the cell can 
detect a bridgewire’s infrared radiation which 
precedes visible glow. This detector, there- 
fore, is useful for testing at the firing level of 
most initiators or at a few dB above the no- 
fire level. The ohmmeter scale of a multime- 
ter may be used as an output meter for this 
Clairex cell. 

(2) The Kodak Ektron N2 detector is a lead sul- 
fide cell with a peak spectral response at 2 
microns (Ref. 12) and extends to about 3.5 
microns. These detectors are usually operated 
as matched pairs in a bridge circuit where one 
cell is exposed to ambient temperature and 
the radiating source. For optimum results a 
chopper should be used between the radiating 
source and the exposed detector. With the 
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Fig. 5-15. DRAGON Missile System in Test 
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COMPARISON OF DETECTORS 
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CL-404 photo- Clairex Franklin Temperature +3 >60 Ohmmeter scale of multimeter 
conductive Corporation Institute Rise 
cell Research Labs. 
Ektron N-2 Eastman Franklin Temperature >60 1000 Hz bridge circuit with 
Cell Kodak Co. Institute Rise amplifier and oscilloscope 

Research Labs. 
Vacuum Naval Weapons Temperature >60 Sensitive dc microvolt meter 
deposited Lab., Picatinny Rise 
thermocouple Arsenal 

Naval Weapons Temperature —28 >60 Specially developed 

Lab., Rise instrumentation 
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VECO Victory Applied to M3 Temperature >60 de bridge circuit and sensitive 
AX1364-E Engineering squib in Rise dc microvolt meter 
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Sensitive dc microvolt meter 





(Othe number in this column represents the dB below the no-firing level that can be read. 


(2) An oscilloscope can be used as the indicator. 





Fig. 5-16. Picatinny Arsenal RF Hazard Simulation Chamber, 300 kHz to 3 MHz, (To Be Extended Down 
to 10 kHz) 100 V/m, 266 mA/m, 377 ohms, 4,000 ohms, or 40 ohms (Preliminary Checkout) 
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(3) 


EED LEADS 


present system, bridgewire power levels 8 dB 
below the no-fire level of many conventional 
initiators can be measured. 

A thermocouple may be used to sense the 
temperature of a heated bridgewire. A vacu- 
um-deposited thermocouple installed within 
0.003 in. of the bridgewire was developed by 
the Naval Weapons Laboratory (Ref. 13). 
The output of the thermocouple is read on a 
sensitive recorder or microvoltmeter and has 
a threshold sensitivity of 50 .W. Tests at the 
Denver Research Institute indicated good 
correlation of dc heating with ac heating up 
to 3 GHz. These are difficult to use above 800 
MHz, however, because RF coupling causes 
spurious signals in the thermocouple output 
circuit. A later version developed by Pica- 
tinny Arsenal, using tellurium-palladium, 
can measure as low as 12.5 W dissipation. 
Tests have also been conducted using a mi- 
crominiature thermocouple (Ref. 14). Fig. 
5-17 shows a BLH Electronics Co. 
TCRC-ES-25 chromel-alumel microminia- 
ture thermocouple mounted above the 
bridgewire of an EED. These units are easy to 
assemble but lack the sensitivity of the 
vacuum deposited thermocouple. 


NOTE : 


ECCOBOND 56C USED AS A CONDUCTIVE 
BONDING MATERIAL AS NEEDED. 
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(4) Thermistors—extremely small bead type-are 


now available. Such thermistors with a nomi- 
nal resistance of 5,000 ohms exhibit a resist- 
ance change of approximately 70 ohms per °F 
of temperature excursion. If one of these ther- 
mistors is mounted above the bridgewire of 
an initiator, it is possible to detect a relatively 
smail temperature rise in the bridgewire. The 
thermistors are normally used in matched 


pairs in a bridge circuit where the second 
thermistor compensates for changes in ambi- 
ent temperature. Even with matched pairs, 
the drift problem associated with significant 


ambient temperature changes is of such mag- 
nitude as to render this technique impracti- 
cal. 

A thermistor-type squib hazard detector was 
adapted to the LITTLEJOHN missile system 
at the Propulsion Laboratory, U.S. Army 
Missile Command, Redstone Arsenal, Ala- 
bama (Ref. 15). This detector system had four 
thermistors as arms of a Wheatstone bridge. 
Two of the four thermistors were mounted 
above the bridgewire for increased sensitivity. 


(5) The Golay Cell is another type of heat sensing 


device. A Golay Cell is a gas chamber where 
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Fig. 5-17. EED Instrumented With a Microminiature Thermocouple 
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the pneumatic pressure in the chamber is in- 
creased when the gas is heated by the energy 
transferred from the bridgewire. An adaption 
of this principle was developed by the US. 
Naval Weapons Laboratories and incor- 
porated in an inert MK1 Squib (Ref. 16). 
Heating of the bridgewire raises the chamber 
pressure and changes the curvature of a flexi- 
ble mirrored diaphragm in the head of the 
squib. A remotely located light source and 
photocell detect the change in curvature of 
the diaphragm by means of fiber optics, thus 
avoiding influencing the RF signals being 
measured. This detector is in the experimen- 
tal stage. 


b. Voltage-sensing Detectors: The following instru- 
ments are typical of the state-of-the-art developments: 


(1) The crystal diode detector is a typical exam- 
ple of the voltage-sensing type (Refs. 17, 18). 
Fig. 5-18 is a block diagram of one type of 
crystal diode detector and its associated in- 
strumentation. The leads (points A and Bin 
Fig. 5-18) are connected across the test device 
at the spot where RF voltage detection is 
desired. In most devices this has been directly 
across the bridgewire, but the detector can be 
mounted across other parts of the device, for 
example, between the pins and the case or 
bridgewire-to-bridgewire in dual bridge 
EED’s. Properly designed, this detector has 
only minimal effects on the input impedance 
of the test item, exhibits fast response, and 
can be very sensitive; however, it is not linear 
with frequency. Calibration is normally di- 
rect, i.e., the calibration curve normally pre- 
sents detector voltage as a function of input 
RF power to the test device. The common 
mode rejection is about 20 dB; therefore, 
10% of the output is from the other mode. 
Table 5-1 compares characteristics of this de- 
tector with the heat-sensing types discussed 
previously. An indication of how small an 
EED can be—and still be instrumented—may 
be seen by the example in Fig. 5-19. 

(2) The stray voltage detector (SVD) serves the 
frequent need for a one-shot type of detector 
which can be placed in the circuit being stud- 
ied in place of the EED, and which will indi- 
cate if predetermined transient levels are ex- 
ceeded at any time during the test or 
checkout phase. These SVD’s, by closing a 
switch or triggering an alarm, can be made to 
indicate the time at which the predetermined 


level is exceeded. 
5-24 


An SVD that simulates a dual bridgewire EED is 
shown in Fig. 5-20. It comprises an EED which has a 
firing sensitivity selected to result in firing at the speci- 
fied point of input energy, and whose output will te 
nondestructive. Circuits are built into the SVD so that 
it will simulate as closely as possible the device which 
it replaces. For the device shown in Fig. 5-20 it was 
desired that the SVD should fire on a stray current less 
than, but close to, the maximum no-fire level of the 
actual EED. Fig. 5-21 shows the response of the EED 
and the SVD (Ref. 19). SVD’s of this lumped parame- 
ter type are not applicable to the detection of stray RF 
currents since the impedances at various frequencies 
will not resemble that of the EED. 


5-1.3.2 Electronic Circuits 


Development of detectors to instrument electronic 
components such as transistors, capacitors, inductors, 
resistors, etc., has not been accomplished. There is 
some work being done using current probes, but these 
are insensitive and are limited in their frequency re- 
sponse. At the present time, the only criteria are 
whether the components are damaged when irradiated 
or whether interference affects their performance in 
accordance with MIL-STD-461 and MIL-STD-462. 


5-2. LIGHTNING 

The facilities for evaluating a weapon system’s vul- 
nerability to lightning are not as extensive as those for 
RF irradiation. A portable 1.5 X 10° volt - 1.25 * 104 
ampere Artificial Atmospheric Generator (Ref. 20) is 
available from the Army’s Fort Monmouth Labora- 
tory, Fort Monmouth, New Jersey. 

Tests on components and subsystems (including 
warheads) can be conducted at the lightning Transient 
Research Institute, Minneapolis, Minn. Picatinny 
Arsenal also has provisions for making lightning tests 
on components and subsystems. The Picatinny Arsenal 
equipment illustrated in Fig. 5-22 is rated at 6 X 
10° V and 4 X 10° A. 


5-3. ELECTROMAGNETIC PULSE 
(EMP) 


Measuring the effect of EMP under actual conditions 
is not practical since it would require a nuclear detona- 
tion above ground; therefore, several EMP simulation 
facilities have been constructed. One such installation 
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Fig. 5-18. Block Diagram of Crystal Diode Detector and Instrumentation 
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Fig. 5-19. Diode Detector Mounted on a Detonator Plug 


5-26 





AMCP 706-235 


R,&Re OHMITE TYPE 88 
470hms ¢ 1% 


P-| & P-2 RXL-MD-446 PISTON 
MOTOR (Modified) 

Fy LITTLEFUSE - 
TYPE 278-5A 


Fig. 5-20. Dual Bridgewire SVD 


is the Facility for Research in Electromagnetic Effects 
(FREME) located at the U.S. Army Mobility Equip- 
ment Research and Development Center (USA- 
MERDC), Ft. Belvoir, Virginia. Full-scale electromag- 
netic fields, indicative of the intermediate and late time 
characteristics of the environment created by a surface 
burst, are reliably simulated at this facility over the 
dimensions of all but the largest tactical Army systems. 
The FREME, like other EMP simulators, is capable of 
producing realistic environments over a portion of the 
time regime that is significant from an energy stand- 
point. It must be used in conjunction with other experi- 
mental techniques to cover the entire time regime of the 
EMP. The principal electromagnetic field source at the 
FREME consists of a conducting cylindrical coil, 51 ft 


in diameter and 60 ft in axial length, containing a set 
of thin conducting parallel plates electrically isolated 
from the conducting cylindrical skin. Horizontal mag- 
netic fields and vertical electric fields are created in- 
dependently within this coil by using five separate 
Marx generators, each capable of producing | X 
10° V, as the drive system. The magnetic field is essen- 
tially uniform and unidirectional within the structure. 
The uniformity of the electric field depends upon tem- 
porary, voltage-divided guard rings, which are spaced 
between the conducting plates during particular experi- 
ments. An autonomous, transportable instrumentation 
system has been developed at USAMERDC for use 
with the FREME. The magnetic field is monitored 
with large, shielded, single-turn loops, differential 
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Fig. 5-21. Measured Response of SVD Compared to Replaced EED 
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Fig. 5-22. Picatinny Arsenal Lightning Facility 
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cable, attenuators,and oscilloscopes.A 6-channel optical 
data link is used to measure the electric field, the volt- 
ages on components of equipment under study, and the 
currents within this equipment. This instrumentation 
system consists of a small battery-operated package 
containing a suitable sensor, amplifier, and gallium- 
arsenide diode to drive 12 ft of light pipe; a stationary 
light repeater containing photodiodes, amplifiers, galli- 
um-arsenide diodes, and a lens; and photo multipliers 
with line drivers connecting to oscilloscopes. The sys- 
tem eliminates cables which cause field distortion, cur- 
rent injection into inclosures, and noise pickup. Porta- 
ble, battery-operated oscilloscopes, with cameras, also 
may be used to gather data. A number of modifications 
are being considered to enhance the physical and elec- 
tromagnetic characteristics of the FREME. These 
modifications include: increasing the energy storage 
capacity by 60 percent; decreasing the rise time of the 
electromagnetic environment; and developing alternate 
antenna configurations for producing meaningful EMP 
environments. 
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CHAPTER 6 


MILITARY SPECIFICATIONS FOR RADIO FREQUENCY 
INTERFERENCE/ELECTROMAGNETIC INTERFERENCE 


6-1 INTRODUCTION 

The first four chapters of this handbook are con- 
cerned with design techniques that will aid the designer 
in the development of a weapon system that is invulner- 
able to RF energy. There are, however, several Military 
Specifications that are concerned with the effects that 
an RFI/EMI environment will have on electrical and 
electronic equipment, and these specifications must be 
adhered to also. In the course of designing the system, 
the designer should be aware that the various pieces of 
equipment must perform without malfunction when 
exposed to a specified RF environment and must not 
itself radiate so as to influence other equipment. 


6-2. APPLICABLE STANDARDS AND 
SPECIFICATIONS 


To ascertain whether these requirements are being 
met, the Department of Defense has specified that cer- 
tain tests be conducted. These tests are listed in Tables 
6-1 and 6-2 along with a description of their scope and 
some brief comments. It should be noted that these 
Military Specifications were written for the control of 
RFI/EMI and not as a means of determining the vul- 
nerability of a weapon system. The maximum field in- 
tensity for RFI/EMI tests is 10 V/m while vulnerabil- 
ity tests could require the use of several hundred V/m 
as a survivability standard. However, if the recommen- 
dations set forth in this handbook are followed, meet- 
ing the RFI/EMI specifications should not constitute 
a problem. 


6-3. OTHER STANDARDS AND 
SPECIFICATIONS 


There are other Military Specifications that deal in- 
directly with RFI/EMI and are encountered by the 


designer when he surveys the specifications. Many of 
these are not applicable to the immediate problem but 
this is difficult to ascertain by reading the titles of the 
documents. As a means of ready reference, these addi- 
tional specifications are listed in Table 6-3. 


6-4 COMPLIANCE WITH RF!/EMI 
SPECIFICATIONS 


Electrical and electronic equipment used in military 
systems must meet certain RFI/EMI requirements in 
order to prevent degradation and interference. These 
requirements are called out in certain Military Specifi- 
cations. Four of these specifications contain informa- 
tion on shielding, grounding, and circuit configura- 
tions. Many of the practices suggested in these 
documents are similar to those recommended in this 
handbook. To acquaint the designer with contents of 
these four documents, excerpts have been taken from 
them and placed in pars. 6-4.1 to 6-4.4. It should be 
noted that these are excerpts and do not constitute the 
total specifications. The purpose of this portion of the 
handbook is to present only the type of data that can 
be found in these type of documents. For complete 
information, both the total specification and the docu- 
ments that they refer to should be read. When using 
these specifications, the designer should check to see if 
he has the latest issue. As an example, consider MIL- 
STD-449C listed in Table 6-1. The date on this docu- 
ment is | March 1965 and it supersedes MIL-STD- 
449B dated 20 July 1963. Up-to-date listing of the 
specifications can be found in Department of Defense 
Index of Specifications and Standards. 

When the designer refers to the numerous RFI/EMI 
Specifications, he is faced with the task of trying to 
decide which ones are applicable. The Department of 
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449C 


461 





APPLICABLE MILITARY STANDARDS 


Mandatory 
MIL-STD- TITLE Use by Scope Comments 


RADIO FREQUENCY Army, Navy, 
SPECTRUM Air Force 
CHARACTERISTICS, 

MEASUREMENT OF 
ELECTROMAGNETIC Army, Navy, 
INTERFERENCE Air Force 


CHARACTERISTICS, 
REQUIREMENTS FOR 


TABLE 6-1 


This technical standard estab- 
lishes uniform measurement 
techniques that are applicable 
to the determination of the 
spectral characteristics of 
radio-frequency transmitters 
and receivers. The ultimate 
goal is to ensure the compat- 
ibility of present and future 
systems. 


This standard establishes 
the requirements for the 
measurement and determina- 
tion of electromagnetic 
interference characteristics 
(emission and susceptibility) 
of equipment, systems, and 
subsystems. 


Successful operation of most weapon 
systems depends upon the transfer of infor- 
mation to and from the system usually inthe 
form of radio waves. Operation is degraded 
if other energy sources interfere with this 
flow of information; therefore, it is desira- 
ble to know the spectral characteristics of 
both the on-board and support receivers and 
transmitters. This standard establishes 
uniform measurement techniques of the 
spectral characteristics of the receivers and 
transmitters and gives forms for recording 
these data. This information is available to 
the designer and can be used to determine 
the characteristics of the receivers and 
transmitters that will be associated with the 
weapon system. 


The purposes of the standard are as follows: 
(a) To ensure that interference control 
design is incorporated into equipment, sub- 
systems, and systems, and that applicable 
requirements are met. 

(b) To specify levels of electromagnetic 
interference emanation and interference 
susceptibility for equipment and subsystems 
that will enable compatible operation in a 
complex electromagnetic environment. The 
limits and referenced tests are established 
to increase the probability that operational 
Systems or equipment will be compatible. 
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TABLE 6-1 
APPLICABLE MILITARY STANDARDS (Cont.) 


Mandatory 
MIL-STD- Use by 


Comments 


461 This standard contains the requirements 
(con’t) which are to be met when performing the 


£9 


ELECTROMAGNETIC 
INTERFERENCE 
CHARACTERISTICS, 
MEASUREMENT OF 


ELECTROMAGNETIC 
INTERFERENCE 
CHARACTERISTICS, 
DEFINITIONS AND 
SYSTEM-OF-UNITS 


ELECTROMAGNETIC 
INTERFERENCE 
TEST REQUIRE- 
MENTS AND TEST 
METHODS 


Army, Navy, 
Air Force 


Army, Navy, 
Air Force 


Air Force 


This standard establishes the 
accepted techniques used for 
the measurement and determi- 
nation of electromagnetic in- 
terference characteristics 
(emission and susceptibility) 
of electrical, electronic and 
electromechanical equipment, 
subsystems, and systems in 
the frequency range of 20 Hz 
to 20 GHz (optional 40 GHz). 


This standard establishes the 
system of units to be used. 


This standard establishes 
uniform test methods for test- 
ing equipment, systems, and 
subsystems to determine their 
electromagnetic interference 
and susceptibility character- 
istics. 


tests specified for the electronic, elec- 
trical, or electromechanical equipment 
being purchased. The required tests 
referenced in this standard are found in 
MIL-STD- 462. 


This standard takes the requirements set 


forth in MIL-STD-461 and presents a 


detailed discussion on how the tests are 


to be conducted. 


The International System of Units, as 
adopted by the United States Bureau of 
Standards, is used in MIL-STD-461 and 
MIL-STD-462. MIL-STD-463 contains a 
complete description of these units. 


Superseded by MIL-STD-461 and 
MIL-STD-462. 
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MIL-STD- TITLE 


833 


MINIMIZATION OF 
HAZARDS OF 
ELECTROMAGNETIC 
RADIATION TO 
ELECTROEXPLOSIVE 
DEVICES 





TABLE 6-1. 


APPLICABLE MILITARY STANDARDS (Cont.) 


Mandatory 


Use by 


Air Force 


Scope 





This standard delineates criteria 
to be applied to the design of 
electroexplosive devices (EED’s) 
and their application in systems. 


The purpose of this standard is 
to minimize the hazards of elec- 
tromagnetic radiation to electro- 
explosive devices. The standard 
will apply to the design selection 
and application of electroexplo- 
Sive devices and their firing 
circuits for all new development 
programs of systems that use 
electroexplosive devices. 


Comments 





This standard is used by the Air Force. 
It differs from the other MIL-STD’s in 
that it deals with the hazard of electro- 
magnetic energy to electroexplosive 
devices (EED’s). EED’s are required to 
meet one of the following standards: 


a. EED’s will not fire as a result of the 
application of 1 watt of direct-current 
power for 5 minutes and also will not fire 
as a result of the application of 1 ampere 
of direct-current for 5 minutes. This 
requirement must be met without the use 
of external shunts. 


b. EED’s with electroexplosive elements 
that do not meet the above l-watt/ 
l-ampere/5-minute standard will be de- 
Signed so that the integral unit will 
Survive in an electromagnetic field inten- 
sity of 100 watts per square meter. 


c. Recommended circuit configuration 
and shielding practices are included 
(see par. 6-4.4). 
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TABLE 6-2 
APPLICABLE MILITARY SPECIFICATIONS 


Mandatory 
MIL-No. TITLE Use by Scope Comments 


A-3933B ATTENUATORS, 
FIXED 










Navy, This specification covers This specification documents the various 
attenuators for use as methods of measuring the worst case loss 
attenuating elements in of an attenuator using matching systems. 
coaxial lines and waveguide. 
These attenuators are used for 
Armed Services application in the 
transmission lines of radar, radio 
and associated equipment. 




















Air Force, 
Army 












































B-5087B BONDING, ELECTRI- 
CAL, AND LIGHT- 
NING PROTECTION, 
FOR AEROSPACE 


SYSTEMS 


This specification is used by the Air 
Force and the Navy and deals with the 
bonding of metal-to-metal surfaces to 
provide protection against RF, lightning, 
and static electricity. Recommended 
procedures for preparing of the surface 
of the two metals to be joined is given. 
Methods of bonding are illustrated. 


This specification covers the 
characteristics, application, and 
testing of electrical bonding for 
aerospace systems, as well as 
bonding for the installation and 
interconnection of electrical and 
electronic equipment therein, and 
lightning protection. 


Navy, 
Air Force 































E-6051C ELECTRICAL- 
ELECTRONIC SYS- 
TEM COMPATIBIL- 
ITY AND 
INTERFERENCE 
CONTROL REQUIRE- 
MENTS FOR 
AERONAUTICAL 
WEAPON SYSTEMS, 
ASSOCIATED SUBSYS- 
TEMS AND AIRCRAFT 













This specification can be considered as 

a guide for the contractor who is submit- 
ting equipment for approval. It tells what 
tests must be run but does not tell how to 
conduct the test. Test procedures are 
referred to MIL-I-6181D. Superseded by 
MIL-STD-461 and MIL-STD-462. 


This specification outlines design 
requirements and tests necessary 
to control the electronic inter- 
ference environment of weapon 
systems, associated electronic 
and electrical subsystems, and 
aircraft. 


Army, 
Navy, 
Air Force 
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TABLE 6-2 


APPLICABLE MILITARY SPECIFICATIONS (Cont.) 


Mandatory 

MIL-No. TITLE Use by 
E-55301 ELECTROMAGNETIC 
COMPATIBILITY 





















1-6181D | INTERFERENCE 
CONTROL REQUIRE- 
MENTS, AIRCRAFT 


EQUIPMENT 


Army, 
Navy, 
Air Force 














P-24014 





PRECLUSION OF 
HAZARDS FROM 
ELECTROMAGNETIC 
RADIATION TO 
ORDNANCE, GENERAL 
REQUIREMENTS FOR 















Scope 


Comments 


Superseded by MIL-STD-461 and 
MIL-STD-462. 







This specification covers the 
electromagnetic interference re- 
duction design requirements, 
emission and susceptibility 

limits, and test procedures for 
assuring the electromagnetic com- 
patibility of all equipments and 
systems intended for use by the 
Department of the Army. It includes 
all types of items that are capable 
of generating or being adversely 
affected by electromagnetic 
interference. 




























This specification covers design 
requirements, interference test 
procedures, and limits for elec- 
trical and electronic aeronautical 
equipment to be installed in or 
closely associated with aircraft. 


Superseded by MIL-STD-461 and 
MIL-STD-462. 
























This specification establishes 
general requirements for weapon 
systems to preclude hazards from 
environmental electromagnetic 
fields in the frequency range of 

10 Hz to 40 GHz. These require- 
ments apply to all Navy weapon 
systems, including safety and 
emergency devices and other 
ancillary equipment, which contain 
electrically initiated, explosive or 
pyrotechnic components. 


This specification is used by the Navy 
and deals with the hazards of electro- 
magnetic energy to electroexplosive 
devices. 
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E-4957A 


E-8881A 


E-18639A 


F-15733D 


I-11683B 


1-25171 


I-26600 


SHIELDING, DEMOUNTABLE, 


PREFABRICATED FOR ELECTRONICS 


TEST PURPOSES 


ENCLOSURE, ELECTROMAGNETIC- 


SHIELDING DEMOUNTABLE, 
PREFABRICATED GENERAL 
SPECIFICATION FOR 


ENCLOSURES, ELECTROMAGNETIC- 


SHIELDING, KNOCKDOWN DESIGN 


FILTERS, RADIO INTERFERENCE, 
GENERAL SPECIFICATION FOR 


INTERFERENCE SUPPRESSION, 
RADIO, REQUIREMENTS FOR 
ENGINE GENERATORS AND 
MISCELLANEOUS ENGINES 


INTERFERENCE LIMITS AND 
TESTS FOR MODIFIED OR 
RECONDITIONED AIRCRAFT 


INTERFERENCE CONTROL 
REQUIREMENTS, AERONAUTICAL 
EQUIPMENT 


TABLE 6-3 


Navy, 
Air Force 


Army, 
Navy, 
Air Force 


Navy 


Army, 
Navy, 
Air Force 


Army 


Air Force 


Air Force 





OTHER RFI/EMI SPECIFICATIONS 


Mandatory 
MIL-No, TITLE Use by 


ENCLOSURE, ELECTROMAGNETIC- 


Scope 


This specification covers shielding enclosures, (screen rooms) 


which are to provide specified frequency ranges for the purpose 


of test and alignment of electronics equipment and other related 
purposes. 


This specification covers shielding enclosures which provide 
specified degrees of attenuation of electromagnetic fields for 
the purpose of test and alignment of electronic equipment. 


This specification covers shielding enclosures which shall 
provide stated minimum degrees of attenuation to electromagnetic 
fields for the purpose of test alignment of electronic equipment 
and for other related purposes. 


This specification covers the general requirements for current- 
carrying filters (alternating current (ac) and direct current 
(dc)), foruse primarily in the reduction of broadband radio 
interference. 


Superseded by MIL-STD-461 and MIL-STD-462. 


This specification covers interference limits applicable to 
aircraft being modified or reconditioned. 


Superseded by MIL-STD-461 and MIL-STD-462. 
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TABLE 6-3. 
OTHER RFI/EMI SPECIFICATIONS (Cont.) 


Mandatory 
MIL-No. TITLE Use by Scope 


S-5786 SUPPRESSOR, ELECTRICAL Air Force This specification covers one type of radio frequency noise 
NOISE, RADIO FREQUENCY suppressor. 


























S-10379A Superseded by MIL-STD-461 and MIL-STD-462. 


SUPPRESSION, RADIO 
INTERFERENCE GENERAL 
REQUIREMENTS FOR VE- 
HICLES (AND VEHICULAR 


SUB-ASSEMBLIES) 


Army, 
Navy, 
Air Force 


















9-12348A Superseded by MIL-STD-461 and MIL-STD-462. 


SUPPRESSION, RADIO 
INTERFERENCE GENERAL 

REQUIREMENTS FOR RAIL- 

WAY ROLLING STOCK, 

AND MAINTENANCE OF WAY 


EQUIPMENT 


Army, 
Navy, 
Air Force 


















S-13237A Superseded by MIL-STD-461 AND MIL-STD-462. 


SUPPRESSION, RADIO 
INTERFERENCE REQUIREMENTS 


FOR WATERCRAFT 






















This standard covers a method of measuring, in a 50-ohm system, 
the insertion loss of single and multiple-circuit radio-frequency 
filters at frequencies up to 1 GHz. 


METHOD OF INSERTION-LOSS 
MEASUREMENT FOR RADIO- 
FREQUENCY FILTERS 


STD-220A Army, 
Navy, 


Air Force 




















INTERFERENCE REDUCTION FOR Superseded by MIL-STD-461 and MIL-STD-462. 
ELECTRICAL AND ELECTRONIC 


EQUIPMENT 


INTERFERENCE SHIELDING, EN- 
GINE ELECTRICAL SYSTEMS 


1-11748B Army 

















This specification covers requirements for interference shielding 
items and shielded harnesses for engine electrical systems aboard 
Naval ships, at advance bases, and in the vicinity of electronic 
installations. It includes the allowable interference limits for 

such items and the permissible limits for auxiliary devices normally 
installed on electrical wiring systems associated with these engines. 


I-16165D Navy 
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TABLE 6-3. 
OTHER RFI/EMI SPECIFICATIONS (Cont.) 


Mandatory 
Use by Scope 


I-16910C INTERFERENCE MEASUREMENT, Superseded by MIL-STD-461 and MIL-STD-462. 
ELECTROMAGNETIC, METHODS 
AND LIMITS 


I-17623A | INTERFERENCE MEASUREMENT, Superseded by MIL-STD-461 and MIL-STD-462. 
ELECTROMAGNETIC; METHODS 
AND LIMITS, FOR ELECTRIC 
OFFICE MACHINES, PRINTING 
AND LITHOGRAPHIC EQUIPMENT 


STD-285 ATTENUATION MEASUREMENTS Army, This standard covers a method of measuring the attenuation 
FOR ENCLOSURES, ELECTRO- Navy, characteristics of electromagnetic shielding enclosures used 
MAGNETIC SHIELDING, FOR Air Force for electronic test purposes. 
ELECTRONIC TEST PURPOSES, 
‘METHOD OF 
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Defense has become aware of this problem, and at the 
time of issue of this handbook, MIL-STD-461, MIL- 
STD-462, and MIL-STD-463 are to take precedence 
over the other RFI/EMI specifications. 


6-4.1 
6-4.1.1 


MIL-B-5087B 


Bonding Surface Preparation 


Surface preparation for an electrical bond shall be 
accomplished by removing all anodic film, grease, 
paint, lacquer, or other high-resistance properties from 
the immediate area to insure negligible radio frequency 
(RF) impedance between adjacent metal parts. Abra- 
sives which cause corrosion, if embedded in the metal, 
shall not be used. If abrasives or scrapers are used to 
remove any protective finish, they shall be of such a 
nature that produces a clean, smooth surface without 
removing excessive material under the protective fin- 
ish. Chemical cleaning and surface preparation shall be 
in accordance with standard practice. 


6-4.1.2 


Electrical bond classes of application shall be as 
specified in Table 6-4. 


Classes of Application 


TABLE 6-4 


ELECTRICAL BOND CLASSES OF 
APPLICATION 


Antenna installation 
Current path return 
Shock hazard 
Lightning protection 
RF potentials 
Static charge 








Where a single bond is used to serve two or more 
classes of application, the design shall conform to the 
most critical requirement of bonding. 


6-4.1.2.1 Class A Bonding (Antenna 


Installations) 

a. Return path. Antennas, so designed that effi- 
cient operation depends on low resistance, shall have 
the bond installed so that RF currents flowing on the 
external surface of a vehicle will have a low-impedance 
path of minimum length to the appropriate metal por- 
tion of the antenna. 
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b. Coaxial antenna. Provisions shall be made for 
circumferential (360° connection) RF continuity be- 
tween outer conductors of coaxial antenna transmis- 
sion lines and ground planes of antennas. 


6-4.1.2.2 Class C Bonding (Current Path 


Return) 


a. Current capacity. The bond between equipment 
and vehicle structure should not be used as a ground 
return in Army systems, rather a return wire or cable 
should be used. Table 6-5 shows the size of cable 
recommended. 


b. Voltage drop. The total impedance of wires and 
cables shall be such that the voltage drop between the 
point of regulation and the load does not exceed the 
limits shown in Table 6-6. For current return leads of 
size AN-4(A WG-4), or larger wire, the bonding con- 
nection shall not be made directly to a structure but 
shall be made to a tab of sufficient size that is properly 
attached to the structure. 


6-4.1.2.3 Class H Bonding (Shock Hazard) 


a. Resistance. Metallic conduit-carrying electrical 
wiring shall have a low-resistance bond of less than 0.1 
©) to structure at each terminating and break point. The 
bonding path may be through the equipment at which 
the conduit terminates. 

b. Grounding. Exposed conducting frames or parts 
of electrical or electronic equipment shall have a low- 
resistance bond of less than 0.1 O to structure. If the 
equipment design includes a ground terminal or pin 
which is internally connected to such exposed parts, a 
ground wire connection to such terminal or pin shall be 
provided. (Once again it should be noted that this is for 
shock protection and not a current return.) 


6-4.1.2.4 Class L Bonding (Lightning 


Protection) (Except for Antenna 
Systems) 


Lightning protection shall be provided at all possible 
points of lightning entry into the aircraft (or in this 
situation, any missile system). The entry points include 
but are not limited to the following: 


a. Navigation lights 
b. Fuel filler caps 
c. Fuel gage covers 
d. Refueling booms 
e. Fuel vents 

f. Antennas. 


The bonding requirements which follow are designed 
to achieve protection against lightning discharge 
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TABLE 6-5 
CURRENT-CARRYING CAPACITY OF WIRES AND CABLES 


Continuous-duty current - A 
Aluminum Copper Single wire in Wires and cables in conduit 
free air or bundles 


AN-22 
AN-20 
AN-18 
AN-16 
AN-14 
AN-12 
AN-10 
AN-8 





AN-6 
AN-4 
AN-2 
AN-1 


AN-0 
AN-00 


AN-000 
AN-0000 


TABLE 6-6 


SYSTEM VOLTAGES AND ALLOWABLE VOLTAGE DROPS 


Maximum allowable voltage drop 
Equipment operation 


1 2 
4 8 
7 14 


6-11 






Nominal system 







voltage 


AMCP 706-235 





current carried between the extremities of an airborne 
vehicle without risk of damaging flight controls or pro- 
ducing sparking or voltages within the vehicle in excess 
of 500 V. These requirements are based upon a light- 
ning current waveform of 200,000 A, peak; a width of 
5 to 10 psec at the 90-percent point; not less than 20 
psec width at the 50-percent point; and a rate of rise 
of at least 100,000 A/psec. 


a. Size of conductor. Individual bonding jumpers 
for lightning protection shall be not less than No. 12 
AWG for tinned stranded copper wire or No. 10 AWG 
for stranded aluminum wire. These wire sizes are valid 
only when a minimum of two jumpers are installed to 
carry the lightning current and when the jumpers are 
not subject to a direct arc. When the jumpers may be 
subject to arcing, substantially larger wire sizes 40,000 
circular mils (A WG-4) minimum are required for pro- 
tection against multiple strokes. 


b. Soldered connections. Soldered connections 
shall not be used on jumpers that are required to carry 
lightning currents. 


c. Bonding conductor restrictions. Conductors 
shall be equal to, or larger than, 6,530 circular mils 
(A WG-12) for copper or 10,380 circular mils (AWG- 
10) for aluminum, where the conductor will not be 
subject to arcing. Where the conductor is subject to 
arcing, a minimum of 20,820 mils (A WG-7) for copper, 
or 33,100 mils (AWG-5) for aluminum, shall apply. 


d. Riveted skin construction. Close riveted skin 
construction which divides any lightning current over 
a number of rivets is considered adequate to provide a 
lightning discharge current path. 


6-4.1.2.5 Class R Bonding (RF Potentials) 


a. Grounding. All electrical and electronic units or 
components which produce electromagnetic energy 
shall be installed to provide a continuous low-imped- 
ance path from the equipment enclosure to the struc- 
ture. The contractor shall demonstrate by test that his 
proposed method results in a direct current impedance 
of less than 2.5 mf from enclosure to structure. The 
bond from the equipment enclosure to the mounting 
plate furnished with the equipment shall comply also 
with these requirements, except that suitable jumpers 
may be used across any necessary vibration isolators. 


b. Nearby conductors. All conducing items having 
any linear dimension of 12 in. or more installed within 
1 ft of unshielded transmitting antenna lead-ins shall 
have a bond to structure. Direct metal-to-metal contact 
is preferred. If a jumper is used, the jumper shall be as 
short as possible. 

c. Vehicle skin. Vehicle skin shall be so designed 
that a uniform low-impedance skin is produced 
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through inherent RF bonding during construction. RF 
bonding must be accomplished between all structural 
components comprising the vehicle; i.e., wings, fusel- 
age, etc. Hatches, access doors, etc., not in the prox- 
imity of interference sources or wiring shall be either 
bonded to or permanently insulated from vehicle skin, 
except for the protective static bond. Consideration 
shall be given to the design to operational vibration and 
resultant breakdown of insulating finished or intermit- 
tent electrical contact. 


6-4.1.2.6 Class S Bonding (Static Charge) 


All isolated conducting items (except antennas) hav- 
ing any linear dimension greater than 3 in.-which are 
external to the vehicle, carry fluids in motion, or other- 
wise are subject to frictional charging-shall have a me- 
chanically secure connection to the vehicle structure. 
The resistance of the connection shall be less than 1 
© when dry. 


6-4.2 
6-4.2.1 


MIL-I-6181D 
Susceptiblity 


The equipment shall be designed to minimize suscep- 
tibility to interference from other sources. The enclos- 
ing case construction shall be designed not only to 
minimize interference propagation, but also to mini- 
mize interference pickup from external sources. Where 
conducted energy on the power leads or any external 
leads might cause interference, the leads shall be iso- 
lated from other leads to avoid coupling and, where 
necessary, shall have line filters at their entry into the 
enclosing case. Receiving antenna imputs, or any other 
low-level signal circuits shall be low impedance, or of 
balanced design, so that coaxial or other shielded trans- 
mission lines can be used to insure an interference-free 
installation. Routing of receiving antenna input or any 
low-level signal circuit within the equipment shall be so 
designed and installed that interference is not picked up 
from power or control leads owing to common conduc- 
tive paths with other circuits, or with enclosing case 
grounding path. 


6-4.2.2 


The number of mechanical discontinuities in the case 
(such as covers, inspection plates, and joints) shall be 
kept to a minimum. All necessary mechanical discon- 
tinuities in the case shall be electrically continuous 
across the interface of the discontinuity so as to provide 
a low impedance current path. Multiple-point spring- 
located contacts are suggested as a desirable method of 
obtaining low impedance continuity. Ventilation open- 
ings shall be designed to permit conformance to the 


Case Shielding 
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radiated interference limits. Electrical bonding shall be 
provided where access doors or cover plates form a part 
of the shielding. Hinges, in themselves, are not consid- 
ered satisfactory conductive paths. 


Chassis, Case, and Mounting 
Continuity 


6-4.2.3 


The mating surface of the chassis, case, and mount- 
ing shall be free of all insulating finishes tn order to 
provide a continuous electrical bond between these 
items and to enable the installing activity to accomplish 
bonding contact to the basic structure. Such surfaces 
shall be covered with removable protective coating to 
prevent corrosion prior to assembly. This requirement 
shall take precedence over any conflicting requirements 
in specifications on finishes. 


6-4.2.4 Component Placement 


Components shall be placed and circuitry arranged 
to obtain minimum undesired coupling and to require 
a minimum number of filter components. 


6-4.2.5 


It is preferred that interference reduction be accom- 
plished inside the equipment when such means give 
results equal to or better than the use of a shielded line. 
Any line shielding used shall be approved by the pro- 
curing activity and shall be prescribed as an installation 
requirement. 

Under no condition shall line shielding be used for 
primary power leads to equipment. 

Equipment requiring antennas, but not employing 
waveguides, shall be designed to utilize shielded coaxial 
cable as lead-in. When it has been determined that a 
single braid shield is not adequate, a double or triple 
braid or a solid shield shall be used as required. 


Line Shielding 


6-4.3 
6-4.3.1 


Firing circuits to EED’s shall be electrically ba- 
lanced to and isolated from the EED case and other 
conducting parts of the weapon. If some part of a firing 
circuit must be grounded or connected to a common 
power supply, there shall be only one such grounding 
point or interconnection with other electrical circuits. 
However, static-discharge resistors of not less than 100 
kf. may be connected to firing circuit conductors at 
any point where the application requires. 

The conductors of the firing circuit shall be twisted 
to maintain electrical balance. 
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Firing Circuits 


6-4.3.2 


Equipment, weapon, or system enclosures shall at- 
tenuate RF energy by at least 60 dB from 1 MHz to 20 
GHz. From 1 MHz the attenuation requirement may 
be diminished linearly to 40 dB at 100 kHz. The enclo- 
sure shall be constructed of material which provides 
good electromagnetic shielding. Environmental levels 
of field strengths and power densities are given in Table 
6-7. When necessary to provide the required attenua- 
tion, each conductor which penetrates the enclosure 
shall be provided at its point of entry with a feed- 
through low-pass filter which meets the requirements 
of MIL-F-15733 appropriate to the specific applica- 
tion. Insertion loss of the filter shall at least equal the 
insertion loss characteristic K of MIL-F-15733. To as- 
sist in obtaining the required degree of shielding, the 
following features are required: 

a. Each mechanical discontinuity in any shield 
shall be electrically continuous across the interface so 
as to provide low-impedance current paths. Multiple- 
point, spring-loaded contacts, or knitted-wire gaskets 
are recommended. Hinges and bonding wires are not 
considered satisfactory conductive paths. 

b. There should be no holes or gaps in the shields 
exceeding 1/4 in. in greatest diameter. The number of 
holes with diameters less than 1/4 in. shall be held to 
a minimum. No unshielded conductor shall be located 
within one inch of any hole having a depth of less than 
1 in. 

c. EED firing circuits shall be isolated from each 
other and from other circuits by means of individual 
shields. Shielded EED firing circuits may be routed 
together in a common shield. 


d. Metallic shields for firing circuit leads and other 
conductors shall be connected to the EED shield 
throughout its entire periphery to form a continuous 
shield without electrical discontinuities or gaps. 

e. Mating connectors shall provide a shield which 
is electrically continuous through the connector and 
completely surrounds the conductor pins without any 
gaps. This shield shall not be used as a return circuit. 


Attenuation 


6-4.3.3 System Design 


The following features are required for system 
shielding: 

a. All sections of an assembled weapon and their 
skins shall be in good electrical contact with each other. 
Mating surfaces shall be freé of insulating coatings or 
film. Such surfaces shall be of corrosive resistant 
materials or shall be covered with strippable protective 
coating to prevent corrosion prior to assembly. 
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TABLE 6-7 


ENVIRONMENTAL LEVELS 


Frequency, 
MHz 


Communications 
Equipment (continuous 
wave, unmoldulated 
carrier values) 


0.25- 0.535 
2 - 32 
100 -156 
225 -400 


Radar Equipment 


200- 225 
400- 450 
1000 - 1300 
2700 - 3600 
5400 - 5900 
8500 - 10300 


b. EED systems, including firing circuits, shall be 
mechanically isolated as much as possible from other 
electrical devices and circuits and in no event shall the 
firing circuits be cabled with other circuits, except as 
may be necessary at a weapon/aircraft system inter- 
face. 

c. Access doors which penetrate the weapon shield 
shall be held at a minimum. Such doors, when closed, 
shall provide reliable continuity of the shield for the 
EED’s. The system design should not require such 
doors to be opened while the system is located in elec- 
tromagnetic fields of the magnitude indicated in Table 
6-6 unless, when so doing, the system will continue to 
not be adversely affected by opening such doors. 

d. There shall be no more than one cable connect- 
ing weapons to other structures. This cable shall be 
shielded and as short as practicable with the shield 
connected to the external surface of the weapon or 
equipment case or frame. Shield connections shall com- 
pletely surround the cable, without gaps. The cable 
shall be provided with connectors designed to com- 
pletely mate with the outer shell (shield) surface before 
any of the inner conductors make contact; and when 
being unmated, shall completely open circuit all con- 
ductor pins before the shell (shield) contact surface has 
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Electric Field, 
V/m 


Average Power Density, 
W/m? 





broken contact. The pins on the inner conductors of the 
portion of the connector toward the EED shall be 
female and recessed into the insulator to prevent unin- 
tentional contact by fingers or tools. In addition, the 
tips of the female pins shall be recessed well below the 
lip of the surrounding shield to provide additional 
shielding. A metal cap shall be provided for the connec- 
tor on the EED side for installation when the weapon 
is not in use. 


e. Grounding of the weapon shall be in accordance 
with MIL-B-5087, Class R bonding. Provisions shall be 
made to electrically bond the weapon case directly to 
its launcher or other component. 


f. Weapon-launcher system design shall provide 
convenient and easy connection of the cable between 
weapon and launcher after the weapon case has made 
good electrical contact with the launcher. Protective 
coatings applied to the launcher or weapon shail not 
prevent good electrical continuity at contacting sur- 
faces. 


6-4.4 MIL-STD-833 


a. EED firing circuits will be isolated from other 
circuits and each other by means of individual shields. 


Shielded EED circuits may be routed together in a 
common secondary shield. 

b. Circuits to EED’s will be balanced to and iso- 
lated from the EED case and other conducting parts of 
the weapon. If a circuit must be grounded, there will 
be only one interconnection with other circuits. Static 
discharge resistors of 100,000 22 or more may be con- 
nected to firing circuits. 

c. Firing circuit conductors will be twisted to 
maintain electrical balance and reduce induction. 


d. Firing circuit wiring will be kept to a minimum. 
e. All conductors that connect the EED with other 
weapon components will be provided with metallic 
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shields to provide an integral shield without electrical 
discontinuities or gaps. 


f. Connectors will be kept to a minimum. Connec- 
tor construction will be such that, when being mated, 
the shield contacting surfaces will mate before any of 
the inner conductors and will not break contact until 
after all inner conductors have broken contact. Also, 
the inner conductors of the connector on the EED side 
will be recessed in the shield opening. 


g. Wiring within an EED will be isolated from any 
metallic case or enclosure. The impedance to case from 
each conductor will be equal and high as practicable. 
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APPENDIX A 


DERIVATION OF THE GENERAL SHIELDING EFFECTIVENESS FORMULA 


A relatively easy solution to a shielding problem 1s 
available if both the shield and the incident field exhibit 
rectangular, cylindrical, or spherical symmetery. Fig. 
A-1 illustrates the simplest of these configurations in 
section. Here the incident wave impinges normally on 
the solid metal shield of thickness 4 The shield is as- 
sumed to extend to infinity and thereby divides space 
into two separate volumes. It should be noted that all 
solid shields divide space into two volumes; one con- 
taining the electromagnetic source (or assumed inci- 
dent field), and a second the point at which the field 
reduction due to the insertion of the shield is to be 
calculated. Shielding that has large holes or otherwise 
fails to completely separate the incident field from the 
field calculation point usually presents more difficulty. 

The field incident on the shield is assumed to be a 
function of the z coordinate only, and the individual 
electric and magnetic field components are assumed to 
be perpendicular to each other in the xy-plane. A wave 
of this type is termed a plane wave. Plane waves are the 
easiest dynamic solution to Maxwell’s equations and 
will be the main concern in shielding problems. In free 
space, the electromagnetic field will propagate in every 
direction away from the source; thus, in any limited 
portion of space the fields show a spherical shape. At 
large distances from the source, a finite portion of the 
surface of this sphere is a plane, and the fields are plane 
waves. Strictly speaking, no perfectly plane wave can be 
produced in practice due to the effects of other bodies 
in space, but many actual fields approximate plane 
waves so well that present measurement techniques 
show no difference. 

The solution of Maxwell’s equations for the geome- 
try of Fig. A-1 consists of a pair of electromagnetic 
fields, traveling in the + zand —zdirections, in each of 
the volumes A, Band C. For this particular problem the 
wave traveling in the —zdirection in volume Chas zero 
magnitude and can be ignored; this results from assum- 
ing that volume C extends infinitely in the + z direc- 
tion. The electromagnetic field traveling in the + zdi- 
rection in volume A will be called the incident field and 


is the field that would exist at point P(a measurement 
point in volume C)if the shield were absent. 

The magnitude and phase of the remaining fields are 
determined, in terms of the incident field, by the elec- 
tromagnetic properties of the materials filling volumes 
A, B, and Cand the thickness of B. The mathematical 
procedure for determining the remaining fields involves 
matching the fields at the volume interfaces so that the 
electromagnetic boundary conditions implicit in Max- 
well’s equations are satisfied. For the geometry of Fig. 
A-1 there is an exact analog of the electromagnetic field 
equations in the more familiar transmission line equa- 
tions. Use of the transmission line equations will help 
to systematize the matching of the various electromag- 
netic fields at the interfaces. If we adapt the transmis- 
sion line variables to this problem, the total reduction 
of the electric or magnetic field strength at point P, due 
to the insertion of the shield (volume Bin Fig. A-1), can 
be calculated from 


Field (Shield Present) 
Field (Shield Absent) 


(A- 1) 











Tin exp| -,¢| Tout 


where fis the thickness of the shield, Y, is a function 
of the shield’s electrical parameters, and the 7’s, or 
transmission coefficients, are defined at each interface 
in the problem. The vertical lines denote the magnitude 
of the probably complex enclosed quantity. 

The electrical parameters of the shielding medium 
that are needed for a numerical solution in terms of the 
transmission line variable formulation are: 


y = /jwu(o + jwe) , meters, the propagation 


~ constant of the medium 
Jwu {A-2) 


Z=R+jX = ohms, the intrinsic 





o + jwe 
impedance of the medium 
where 


angular source frequency (277 f) 
permeability of medium 
conductivity of medium 


® 
a 
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Fig. A-1. Geometric Representation of a Practical Shielding Problem 


€ = permittivity of medium 
f = frequency in hertz 

It must be remembered that the electromagnetic 
properties—, o°, €-are functions of the frequency / 
These parameters, as indicated above, are generally 
complex quantities. a, the real part of the propagation 
constant y, is the attenuation constant; 8, the imagi- 
nary part of y, is the phase constant. The square roots 
in Eq. A-2 are chosen such that they result in a positive 
real part, thus making the results consistent with the 
usual, though arbitrary, interpretation. 

For free space—and as an excellent approximation for 
air-o = 0, wp = 4X 107 H/m, and € = 8.85 X 10°” 
F/m. After making these substitutions the following 
values are obtained: 


2 ait -} 
”4 1 \ "300 /°™ 


Z, 377, 2 





(A-3) 


where fiw, is frequency in megahertz. 

For metals, and hence for the shield, the conduc- 
tivity o is much larger than the we product for all 
frequencies likely to be encountered. For example, a 
metal that is 100 times less conductive than copper 
(whose € is equal to that of free space) will still have a 
conductivity at least one hundred times the oe product 
for all frequencies up to approximately 100 MHz. In 
consequence, values for the shield are: 

A-2 





. 3 
Z°RtiX=U +) | 
$s 
m1 
= (1 + /)2.61x104 Putt 2 
Gp 
WH. 


and y =a + je = (1 +7) 


RY RY 


= (1 + /)0.384 | USurtte Gp » mils” 


where jt, is the permeability of the shield in relation to 
free space and G, is the conductivity of the shield in 
relation to annealed copper. 

The transmission coefficient (dimensionless) at any 
interface is given by 





(A-4) 


= 4 
Z,+ Zz 


t 


(A-5) 


where Z, is the intrinsic impedance of the medium on 
the source side of the interface and Z is the impedance 
seen looking into the medium on the side away from the 
source. The impedance looking into a medium is given 
by 
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Z, + Z, tanh Yt 


, ohms 
Z, + Zz, tanh 1,¢ 


in = = “o (A-6) 


where Z,,is the “input” impedance of a medium with 
intrinsic impedance Z,, propagation constant y,, and 
thickness ¢ This medium in turn is terminated with 
another medium which has an “input” impedance 
Z1- 

Note that Eq. A-6 will equal Z, if the real part of 
Y, tis large because this forces tanh ‘y, t to approach a 
limit of 1. 

For the problem specified in Fig. A-1, the transmis- 
sion coefficient at the shield interface away from the 
source field is 


aL, 
Tout ~ (A-7) 
4+ 4%, 





where Z, is the intrinsic impedance of the shield and 
Z, is the intrinsic impedance of air. The transmission 
coefficient at the source side of the shield is 

2, 


Tin Se 
Z, + Z, (A-8) 


22, (Z, + Z tanh 7,t) 
Z, ( , + Z, tanh yA + ZZ, + Z, tanh 7,t) 


where Z,,,is computed from Eq. A-6 using Z, = Z,, 
Z,= Z,andy, = %. 

The total field reduction expressed in dB is given by 
20 log of Eq. A-1, using the above expressions for trans- 
mission coefficients. Inverting the expression to obtain 
a positive value for dB, 


(Z, + Z) 

422, 

E (2+ Z, tanh yt) +Z(Z, + Z tanh | 
2, 


+ Z, tanh 1,f 


Y5? 


dB... = 20 log |e 





(A-9) 





This formula is the basis for most far-field shielding 
effectiveness calculations. If the real part of -¥, tis suffi- 
ciently large, tanh 7,¢ approaches 1 and the equation 
reduces to 

g(Z, ZY 
QB... = 20 log es a . 


(A-10) 
4Z,Z, 





Fig. A-2 plots the magnitude and phase of tanh 
7,t for selected values of a,+¢; and indicates that Eq. 
A-10 should be accurate to a few percent if a, ris larger 
than 2. 

Fig. A-3 plots, as a function of frequency, the shield 
thickness required, for nonmagnetic metals of various 
conductivities, to have a,t equal to 2. The relative per- 
meabilities (at 150 kHz) of various metals are given in 
Table 4-3. 

In general most common metals that are used for 
shielding (copper, aluminum, etc.) have an a,¢ product 
which is greater than 2 at frequencies above 1 MHz, 
provided the shield is thicker than 20 or 30 mils. This 
is convenient since it is usually necessary to make a 
shield at least this thick in order to make it self-sup- 
porting. 

If the magnitudes of the intrinsic impedances of air 
and typical metal shields are compared (Eqs. A-3 and 
A-4), it becomes evident that the magnitude of the 
shield’s intrinsic impedance will be very much smaller 
than that for air at all frequencies below 10° MHz. 
Incorporating Z, < < Z,in Eq. A-10, total loss will 
be, to a very good approximation, 








a tf Z, 
dB, =20 log je*® 77} = 3.34 Suatte,% }* 
42, 
(A-11) 
~ 10 log { ue \ = 108.2 


Go 
r 


where the thickness of the shield fis in mils. 

A more practical shielding example for the same 
geomeiry is shown in Fig. A-4. Consider an impinging 
field that, although it is propagating through air, has a 
general wave impedance of Z,,. Incident fields of 
impedance different than Z, are found close to sources 
and may also be created by reflection from objects near 
the shield even if the shield is far from the source. In 
Fig. A-4 an impedance is also associated with the meas- 
urement point. This impedance Z,must be considered 
as different from Z, since we are now considering an 
object inserted into the protected volume that we previ- 
ously considered as extending indefinitely. This prob- 
lem can be treated by the same transmission line tech- 
niques that we used earlier. The general result is (Ref. 
1): 

Field [Shield Present] 


Field, [Shield Absent] 


yt 

_ 22,@, + 2" 
Z, + 2X4 + 4) 

(A-12) 
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Fig. A-2. Magnitude and Phase Angle of tanh (7, +) for Various Values of 7,¢ When 7,¢ = a,¢(1 + /) 
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GLOSSARY 


A 


absorption. Transfer of electromagnetic wave energy 
to a substance being traversed by the wave. 

antenna array. A system of antenna elements arranged 
to obtain the desired directional radiation pat- 
tern. 

antenna field. See: antenna pattern. 

antenna pattern, A diagrammatic representation of the 
radiation field from an antenna, usually in 
terms of loci representing equal power levels. 

arming. 1. The technique of completing the firing sig- 


nal transfer path through the safing and arm- 


ing device. 2. The changing from a safe condi- 
tion to a state of readiness for functioning. 
arming device. Device for arming of a fuze under con 
trolled conditions. | | 
arming system. See: safing and arming mechanism or 
device. 


B 


balanced circuit. A circuit having its two sides electri- 
cally alike and symmetrical with respect to a 

common reference point, usually ground. 

bond. An electrical connection between metal parts of 
a structure. 

bonding. A system of connections between metal parts 
of a system forming a continuous electrical 
unit. 

braided shield. The woven multi-strand electrically 
conductive shield enclosing a cable of insulated 
wires. 

breakdown. Disruptive electric discharge through in- 
sulation on wires, insulators, or other materi- 
als separating circuits. 

breakdown voltage. The voltage at which an insulating 
material ceases to insulate and becomes electri- 
cally conductive. 


Cc 


chassis. The metallic base on which the parts of elec- 
tronic circuits are mounted. | 


circuit component. One of the simple parts of the 
whole complex circuit. 
circuit element. See. element. 
compatibility. A characteristic ascribed to the overall 
system with reference to how well its various 
subsystems work together. 
conductor. A wire, cable, or other material which will 
freely permit the passage of an electric current, 
_ when a difference of potential is applied. 
corona discharge. A luminous, electrical discharge 
~ caused by ionization of air surrounding a high 
voltage conductor. 


D 

dart leader. A charge column extending from earth to 
cloud that precedes all strokes other than the 
first. 

decibel (dB). A dimensionless measure of the ratio of 
two powers, equal to ten times the logarithm 
to the base ten of the ratio of the two powers. 

detector. A device to sense presence or change in some 

environmental condition. 

detonator. An explosive device initiated by electrical 
or mechanical means. 

diathermy. The therapeutic heating of tissues beneath 
the skin by means of high-frequency electrical 
oscillation; also, the apparatus used. . 

dipole. A combination of the two electrically or mag- 
netically charged particles of opposite sign 
which are separated by a very small distance. 

dipole antenna. A straight radiator, usually fed in the 
center, and producing a maximum of radiation 
in the plane normal to its axis. The length 
specified is the overall length. 

displacement current. The current which is propor- 
tional to the time rate of change of electric 
displacement flux through any surface in an 
isotropic dielectric. 

dissipation. The loss of energy through resistive forces, 
which ultimately appear as heat loss. 

duty. A requirement of electric power supply service 
which defines the degree of regularity of the 
load. 
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duty cycle. The ratio of the on time interval to the total 
time of one operating cycle. 


E 


electroexplosive device (EED). An explosive device 
that is initiated by an electric stimulus. See 
Table 4-1 for the specific types of EED’s. 

electromagnetic compatibility (EMC). The ability of a 
system of electrical components to operate 
properly and without degredation despite the 
coupling of spurious electrical stimuli between 
them. 

electromagnetic environment. The RF field or fields 
existing at a specific place. 

electromagnetic interference (EMI). The designation 
for all unwanted voltages or currents resulting 
from unwanted electromagnetic fields that 
tend to impair equipment performance. 

electromagnetic pulse (EMP). The electric and mag- 
netic fields (energy) propagating from a nu- 
clear explosion. 

electromagnetic spectrum. The ordered array of 
known electromagnetic radiations, extending 
from the shortest cosmic rays through gamma 
rays, X-rays, ultraviolet radiation, visible 
radiation, infrared radiation, and including 
microwave and all other wavelengths of radio 
energy. 

electrostatic. Relating to, possessing, or employing 
electric charges and their characteristics. 

electrostatic induction. The mechanism by which a 
body becomes charged when it approaches a 
charged body, and before physical contact is 
established between them. | 

element. Any electrical device (such as inductor, resis- 
tor, capacitor, line) with terminals at which it 
may be directly connected to other electrical 
devices. 

environment. An external condition in which a piece of 
equipment or system operates. 


F 


field intensity. See: field strength. 

field strength. For any physical field, the flux density, 
intensity or gradient of the field at the point in 
question (magnitude of the field vector). 

filter. A term widely applied to many kinds of devices 
that permit selectively the passage of only cer- 
tain frequencies. 

flux. The rate of transferring energy across a given 
surface. 

fuse. A protective device, used in an electric circuit, 
containing a wire, bar, or strip of fusible metal. 
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When the current increases beyond the rated 
strength of the fuse, the metal melts and thus 
the circuit is broken. 

fuze. A device designed to initiate a detonation under 
desired conditions. 


G 


gain. A general term to denote an increase in signal 
power in transmission from one point to 
another. 

grid. Pertaining to or measured from a reference line. 

ground, A conducting connection between an electric 
circuit or equipment and earth, or to some 
conducting body which serves in place of the 
earth. 

ground loop. An undesired mutual coupling between 
circuits caused by equipment grounding meth- 
ods. 

guard ring. An auxiliary electrode used to control po- 
tential gradients, reduce insulator leakage, and 
to define the sensitive volume. 


H 


hardening. Protection against or decoupling from an 
external environment. 


I 


igniter. See: electroexplosive device. 

incident. Falling or striking on a surface. 

incident wave. A wave traveling through a medium 
which impinges on a discontinuity or a 
medium of different propagation characteris- 
tics. 

induction. The act or process by which an object is 
electrified, magnetized, or given an induced 
voltage by exposure to a field. 

initiation. The application of a fuze signal to the first 
elements of an explosive train. 

initiator. See: electroexplosive device. 

insertion loss. The ratio of received power before and 
after the insertion of shielding between a 
source and a receiver of electromagnetic en- 
ergy. 

insertion loss, transducer. The loss resulting from the 
insertion of a transducer in a transmission sys- 
tem, which is the ratio of the power delivered 
to that part of the system which will follow the 


transducer, before insertion of the transducer, 
to the power delivered to that same part of the 
system after insertion of the transducer. 
interference. An extraneous signal which tends to dis- 
turb the reception of the desired signal, or the 
disturbance of signals which results. 
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ionization. The process by which neutral atoms 
become electrically charged, either positively 
or negatively, by the loss or gain of electrons. 

irradiation. The exposure of material to radiation. 

isotropic. In general, pertaining to a state in which a 
quantity or spatial derivatives thereof are in- 
dependent of direction. 


J 


jumper. A short length of conductor used to complete 
an electrical circuit, usually temporary be- 
tween terminals, or to bypass an existing cir- 
cuit. 


L 


leader. A primary or terminal shoot of a lightning 
stroke. 

load. The device which receives signal power from a 
source. 


M 


matching. The connecting of two circuits in such a way 
that the correct impedance exists in each cir- 
cuit for maximum transfer of energy. 

matching impedance. The technique of minimizing the 
standing-wave ratio when two devices having 
unlike impedances are coupled. This process 
maximizes power flow between the two de- 
vices. 

mobile stations. A missile launch complex designed 
for mobile use in forward combat areas. 

mode. A functioning position or arrangement that al- 
lows for the performance of a given task. 


N 
noise. That portion of the unwanted signal which is 
Statistically random. 
nuclear radiation. A pulse of neutrons and photons 
(X-ray and gamma ray energy band) radiating 
from a detonating nuclear weapon. 


P 


pigtail. A flexible metallic conductor, frequently 
stranded, attached to a terminal of a circuit 
component, and used for connection into the 
circuit. 

pilot streamer. The initial cloud to ground discharge in 
a lightning stroke. 

potential gradient. In general, the local space rate of 
change of any potential. 

power density. The real part of the Poynting Vector at 
a point in space. 

power rating. The power transfer or power dissipation 
capabilities. 


propagation. The travel of waves through or along a 
medium. 

pulse. A single disturbance of definite amplitude and 
time length, propagated as a wave of electric 
current. 


R 


radiation pattern. A graphical representation of the 
radiation of an antenna as a function of direc- 
tion. 

radiator. Any source of radiant energy, especially elec- 
tromagnetic radiation. 

radio energy. Electromagnetic radiation of wavelength 
greater than 0.01 centimeter. 

radio frequency interference (RFI). Any interfering 
signal capable of being detected on a receiver 
tuned to a radio frequency. 

radio interference. Any electrical noise which inter- 
feres with the reception of a desired signal. 

rating. A designated limit of operating characteristics 
based on definite conditions. 

reflection. The process whereby a surface of discon- 
tinuity turns back a portion of the incident 
radiation into the medium through which the 
radiation approached. 

reflection loss. The part of the transmission loss due to 
the reflection of power at a discontinuity. 

reflective attenuation. The loss of part of the power 
available to a matched load because of mis- 
match at the input and output terminals of an 
attenuator inserted between generator and 
load. 


S 


safing and arming mechanism or device (S@A). A 
switching device to mechanically interrupt the 
functional path between fuze and warhead un- 
til after proper launching has taken place; arm- 
ing consists of completing the functional path 
at the proper time. 

saturation. The state of being satisfied. Magnetic satu- 
ration is the maximum magnetization of which 
a body or substance is capable. 

sensitivity. In general, the degree of response to exter- 
nal action. 

shield. A bond of material used to prevent or reduce 
the passage of radiation or particles. 

shorting cap. A device to provide a short circuit across 
an EED during storage, shipment, and han- 
dling. 

signal. A visual, audible, or other indication used to 
convey information. 

spectrum. Short for electromagnetic spectrum. 

Spectrum. A continuous wide range of frequencies 
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within which waves have some specified com- 
mon characteristic, e.g., RF spectrum. 

squib. See: electroexplosive device. 

static electricity. A charge of electricity accumulated 
by an object, which charge creates a spark 
when the object comes near another object to 
which it may transmit its charge, or from 
which it may receive a charge. 

subsystem. A major functional assembly within a sys- 
tem. 

surge. A voltage or current of large magnitude and 
short duration (a transient rise) caused by an 
abrupt discontinuity in a circuit or system. 


survivability. The ability of a device or system to per- 
form its proper function during or following an 
adverse environment. 

susceptibility. The lack of ability to resist external 
stimuli. The response (transfer function) of the 
device or system as a function of the interfer- 
ence level. 

system. A major devision of a given network that per- 
forms one or more vital functions. 


T 


termination. A synonym for load. 

thermal radiation. The electromagnetic radiation 
emitted by any substance as the result of the 
thermal excitation of its molecules. 

thermal stacking. The increase in temperature of a de- 
vice resulting from the application of repetitive 
pulses at a rate and magnitude exceeding its 
capabilities to dissipate the heat. 
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time constant. Generally, the time required for an in- 
strument to indicate a given percentage of the 
final reading resulting from an input signal. 

transient. That part of the forced oscillation of a linear 
system which decays more or less rapidly after 
the imposition of the force. The nonpermanent 
terms in the response of an electric network to 
a stimulus. 

twisted pair. A cable composed of two insulated con- 
ductors twisted together either with or without 
a common covering. 


U 
unidirectional. Having only a single well-defined di- 
rection. 
V 


vulnerability. The openness of a target to a damage 
agent. The threshold level above which the in- 
terference causes the device or system to mal- 
function during or following an adverse envi- 
ronment. 


Ww 

waveform. The graphical representation of a wave, 
showing variation of amplitude with time. 

waveguide, A system of boundaries capable of guiding 
waves. 

weapon system. A group of tactical devices which 
together perform a mission. 

worst case attenuation. The minimum attenuation that 
a system can exhibit regardless of the system’s 
impedance. 
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Engineering, McGraw-Hill Book Co., New 
York, 1967. This book covers practically all 
the important aspects of corrosion engineering 
and corrosion science, including noble metals, 


. E. O. Andrews, 


exotic metals, nonmetallics, coatings, me- 
chanical properties, and corrosion testing. One 
unique aspect of this book is the presentation 
of corrosion data in terms of corrosives or en- 
vironments rather than in terms of materials. 


. H. B. Einstein, Radio Frequency Hazards to 


DELTA/TAD Electroexplosive Devices, Re- 
port SM-46319, Douglas Missile & Space Sys- 
tems Division, Santa Monica, California, 19 
February 1965. Electroexplosive devices can 
be degraded, dudded, or initiated by radio fre- 
quency energy. Inadvertent initiation presents 
a hazard to personnel and equipment; degrad- 
ing and dudding decrease missile and compo- 
nent reliability. This report documents the 
analysis to the DELTA/TAB system and de- 
scribes corrective measures taken. 


. K. S. Garrett et al., 4 Study of the Shielding 


Effectiveness of Building Materials, Report 
RADC-TR-66-178, Electro-Mechanics Co., 
Austin, Texas, May 1966. Section 2 of this 
report consists of a 512 entry annotated bibli- 
ography on shielding effectiveness. 


. R. T. Milton, Design Handbook, Electromag- 


netic Compatibility, General Electric Co. Sche- 
nectady, New York, 1 February 1963. The 
compilation of this Design Handbook was un- 
dertaken to meet the needs of component and 
system design engineers who must design com- 
plex electrical electronic systems in such a 
fashion that the system does not suffer per- 
formance degradation or malfunction due to 
internal or external electromagnetic energy. 
Guidelines for Electric 
Grounding: An Annotated Bibliography, Re- 
port No. LS-67-S, Lockheed Missiles and 
Space Co., Palo Alto, California, March 1967. 
This compilation contains 94 references pro- 
viding guidance on techniques for grounding of 
electrical circuitry and equipment. Both the- 
ory and practice are covered. Specific refer- 
ences cover instrumentation grounding, reduc- 
tion of radio interference, soil characteristics 
and electrode design. 


. Bartfeld, Cowles, and Showers, Integrated 


Solid State Circuit EMI Susceptibility Investi- 
gation, Report No. AFAL-TR-67-1, Univer- 
sity of Pennsylvania, Philadelphia, Pa., un- 
dated. An investigation of the electromagnetic 
susceptibility of analog and digital integrated 
circuits was undertaken. Theoretical models 
for mechanisms of coupling between the cir- 
cuits and impressed electric and magnetic field 


10. 


11. 


components were developed. An important as- 
pect of the analysis is concerned with the inter- 
connections between chips and modules. A 
program is outlined which calls for subjecting 
various types of integrated circuits to electro- 
magnetic radiation, both pulsed and CW. The 
results of initial tests are described in which an 
integrated circuit audio amplifier is exposed to 
low frequency electromagnetic fields generated 
by Helmholtz coils. The susceptibility criteria 
used are investigated and described in detail. 
They are classified according to functional 
types of integrated circuits and according to 
the type and level of the electromagnetic radia- 
tion. 


. W. Jarva and M. M. Mirsky, Development of 


Shielding Effectiveness Test Methods 1 GHz 
through 10 GHz, Report No. FR-1351-10, Fil- 
tron Co., Flushing, New York, November 
1967. Test methods and instrumentation are 
developed for measurement of shielding effec- 
tiveness of weapons, weapon components, and 
shielded cables. Test results are given for ca- 
bles tested under various physical conditions 
and for enclosures provided with a variety of 
types of seam leakage of various orientations 
and positions. The cable test methods may be 
used with multiconductor or coaxial cables 
and require no modification or special prepara- 
tion of the cables before the test. 


. J. P. Fitzgerald, Shielding Effectiveness Tests, 


SK YBOLT 515 Vehicle, Report No. 63SD465, 
General Electric Co., Re-Entry Systems Dept. 
Phila., Pa., 18 January 1963. This report de- 
fines the procedures, objective, concepts and 
results of test evaluating the RF shielding ef- 
fectiveness properties of the SK YBOLT 515 
re-entry vehicle. 

R. A. Weck, Thin Film Shielding Technique, 
U.S. Army Electronics Command, Fort Mon- 
mouth, New Jersey, November 1966. This re- 
port concerns the operation of micro-elec- 
tronic equipment in adverse electromagnetic 
environments. With these devices, conven- 
tional radio frequency interference shielding 
techniques proved to be impractical. Data are 
presented for the shielding effect of vacuum 
deposited thin metallic films, as well as a new 
measuring technique, a theoretical justification 
of its use, and complete design information and 
drawings for its implementation. 

R. J. Troup and W. C. Grubbs, A Special Re- 
search Paper on Electrical Properties of a Flat 
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Thin Conductive Strap For Electrical Bonding, 
Tenth Tri-Service Conference on Electromag- 
netic Compatibility, IIT Research Institute, 
Chicago, Illinois, November 1964. This paper 
discusses the problem of obtaining electrical 
bonds and presents a popular solution for the 
calculation of conductor impedances along 
with nomographs for quickly determining the 
impedance as a function of frequency. 

F. J. Young, Ferromagnetic Shielding Related 
to the Physical Properties of Iron, 1968 TEEE 
Electromagnetic Compatibility Symposium 
Record, Seattle, Washington, July 1968. Vari- 
ous factors influencing shielding effectiveness 
in the frequency range of 30 Hz to 57 kHz are 
discussed. 

T. E. Cherot, Jr., Electromagnetic Compati- 
bility Operational System, 1968 IEEE Electro- 
magnetic Compatibility Symposium Record, 
Seattle, Washington, July 1968. In an effort to 
achieve electromagnetic compatibility for en- 
vironments of military missile and weapon test 
ranges and electromagnetic countermeasure 
operations, the Department of Defense has es- 
tablished an Area Frequency Coordinator sys- 
tem. 7 


Chapter 5 


. M. L. Szekula, A Sensor For Determining RF 


Currents in a Carbon Bridge Detonator, 
Laboratory Report TR 137-67, Picatinny 
Arsenal, Dover, New Jersey, May 1967. The 
carbon bridge is replaced with a chip resistor 
and its temperature monitored with a vacuum- 
deposited thermocouple. 


. R. O. Lange, Simulating the Electrical Effects 


of Nuclear Detonations, Eighth Electromag- 
netic Compatibility Symposium Digest, July 
1966. This paper presents a technique for test- 
ing hardware to determine its susceptibility to 
EMP by using simulation technique. 


. P. F. Mohrbach and R. H. Thompson, Evalua- 


tion of Radio Frequency Susceptibility of MI- 
NUTEMAN III Ordnance Systems, Report 
No. F-C2191-1, The Franklin Institute, Phila., 
Pa., October 1968. This report is typical of 
those that discuss the analytical technique for 
determining the hazard that high intensity 
fields (194 V/m) can present to ordnance sys- 
tems of a missile. The following reports are 
typical of those written to describe RF hazards 
on Army weapon systems: 

C. E. Brewington, RF Hazard Test Plan and 
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13. 


14. 


15. 


Detailed RF Tests Procedure of the SHIL- 
LELAGH XMGM-S1IA Weapon System, Pica- 
tinny Arsenal, Dover, N. J., Jan. 1965. 


. C. E. Brewington, RF Hazard Testing of the 


Dispenser Bomb SUU 13/A, Picatinny Arse- 
nal, Dover, N. J., Oct. 1964. 


. C. E. Brewington, RF Hazard Testing of the 


Third Stage Delta Launch Vehicle in AMR 
Delta Accident Configuration, Tech Memo 
1565, Picatinny Arsenal, Dover, N. J., Jan. 
1965. 


. C. E. Brewington, RF Hazard Testing of the 


Third Stage Delta Launch Vehicle in AMR 
Delta Accident Configuration (TR3-65) Ope- 
rating Test Plan and Test Procedure, T™M 1499, 
Picatinny Arsenal, Dover, N. J., Sept. 1964. 


. C. E. Brewington and E. Cassidy, Theoretical 


Analysis of Protection Methods for the M18A1 
Mine From the Effects of Lightning and Large 
Surge Currents, Picatinny Arsenal, Dover, N. 
J., Nov. 1966. 


. Brewington, Cassidy, and Grinoch, Labora- 


tory Report, RF Testing of the Tactical Atomic 
Demolition Munition (TADM) M55, Picatinny 
Arsenal, Dover, N. J., Sept. 1965. 
Brewington, Cousey, Grinoch, and Woolsey, 
RF Hazard Test of the XMGM-SIA SHIL- 
LELAGH Missile, TR 3399, Picatinny Arse- 
nal, Dover, N. J., July 1966. | 

Brewington, Grinoch, and Jacobs, RF Hazard 
Testing of the SUU 13/A Dispenser to Deter- 
mine RF Susceptibility, TM 1623, Picatinny 
Arsenal, Dover, N. J., May 1965. 
Brewington, Grinoch, and Woolsey, RF Haz- 
ard Test of the XM47 Aircraft Mine Dispersion 
Subsystem, Picatinny Arsenal, Dover, N. J., 
Dec. 1966. 

C. E. Brewington and J. Jacobs, RF Suscepti- 
bility Analysis and Proposed RF Susceptibility 
Test Plan of DAVY CROCKETT Weapon Sys- 
tems M28 (XM28) and M29 (XM29), TM 
1413, Picatinny Arsenal, Dover, N. J., June 
1964. 

C. E. Brewington and J. Jacobs, RF Suscepti- 
bility Analysis and Proposed RF Susceptibility 
Test Plan of CBU Dispenser Bomb SUU-7A/A, 
TM 1484, Picatinny Arsenal, Dover, N. J., 
July 1964. 

C. W. Brewington and J. Jacobs, RF Suscepti- 
bility Analysis and Proposed RF Susceptibility 
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17. 


18. 


19. 


20. 


21. 


Test Plan of SHILLELAGH, T™ 1531, Pica- 
tinny Arsenal, Dover, N. J., Jan. 1965. 

C. E. Brewington and J. Jacobs, RF Suscepti- 
bility Analysis and Proposed RF Susceptibility 
Test Plan of SUU 13/A Bomb Dispenser, TM 
1528, Picatinny Arsenal, Dover, N. J., Nov. 
1964. 

C. E. Brewington and W. G. Williams, 
Proposed Test Plan and Detailed Test Proce- 
dure for Evaluating Selected Components of the 
LANCE Missile to Determine Their RF Shield- 
ing Properties, TSL TP-4, Picatinny Arsenal, 
Dover, N. J., July 1965. 

A. Grinoch and J. Jacobs, RF Susceptibility 
Analysis and Proposed RF Susceptibility, Test 
Plan of SHILLELAGH Rocket Motor and Gas 
Generator Propulsion System, TM 1413, Pica- 
tinny Arsenal, Dover, N. J., April 1964. 

M. L. Szekula and W. G. Williams, Evaluation 
of NVT-23 Proximity Fuze Parameters and 
Fuze Susceptibility to Selected Electromagnetic 
Environments, TSL TR-4 (RF), Picatinny 
Arsenal, Dover, N. J., Dec. 1966. 

M. L. Szekula and W. G. Williams, Shielding 
Effectiveness Tests on XM511 Warhead Con- 
tainer and LANCE Warhead Ballistic Case, 
TSL TR-2 (RF), Picatinny Arsenal, Dover, N. 
J., Nov. 1966. 

W. G. Williams, RF Hazard Test of XM55 and 
XM127 Atomic Demolition Charges, Picatinny 
Arsenal, Dover, N. J., May 1965. 


Chapter 6 


. Electromagnetic Compatibility Requirements 


for Space Systems, General Specifications for 
SSD Exhibit 64-4, Space Systems Division, Air 
Force Systems Command, Los Angeles Air 
Force Station, Los Angeles, California, Febru- 
ary 1966. This report is typical of the specifica- 
tions used by the Air Force for space vehicles. 
Both electronic and electroexplosive devices 
are discussed in this document. 


. Electro-Interference Control Requirements for 


MINUTEMAN (WS-133B), Exhibit 62-87, 
Headquarters, Ballistic Systems Division, Air 
Force System Command, 6 December 1963. 
This document specifies standard of perform- 
ance to be met, design requirements, and de- 
sign guides for the MINUTEMAN weapon 
system. 7 * 
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